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EDITORIAL

I am delighted to present to you the seventh issue of the Journal of the
British Blockchain Association — The JBBA. This is now the journal’s
third full issue and the second special conference edition that has been
published during a global pandemic. Now in its fourth year, T am pleased
to see that the journal continues to accomplish its mission of serving the
blockchain community with robust, peer-reviewed research on distributed
ledger technologies.

It would be an understatement to say that the Blockchain is transforming the
societal fabric of our lives. At the same time, policymakers and regulators
are under increasing pressure to support innovation, while ensuring that
the policies are safe, cost-effective, consumer- centred, business-friendly
and based on best available evidence. Perhaps it was not surprising to hear
this comment from SEC Commissioner, Hester Peirce, at our Blockchain
International Scientific Conference 1SC2021: “ Evidence-based rule making is
not yet the norm in Crypto regulation space”.

UK Research and innovation (UKRI) defines academic impact as
“demonstrable contribution that excellent social and economic research makes in shifting
understanding and advancing scientific method, theory and application across and within
diseiplines.” The readers will find such high-impact research papers in this
issue, many of them were presented at the ISC2021, namely:

L Strategic Value Creation through Enterprise Blockchain

2. Identity of Things: Applying concepts from Self Sovereign
Identity to ToT devices

3. Piece of Cake: Assuring Specific Qualities of Product in Farm

Lifecycles with DLT - Can Evidenced Based Practice be
supported by Participatory Action Research Methods?

4, ITO: The Sponsored Token Technology

5. Industrial Symbiosis Networks in Greece: Utilising the Power of
Blockchain-based B2B Markerplaces

6. The Relation between Tokens and Blockchain Networks: The
Case of Medical Tourism in the Republic of Moldova

7. Blockchain is dead! Long live Blockchain!

8. Investment compliance in Hedge Funds using Zero Knowledge
Proofs

There is a global crisis of trust, one which has reached epidemic
proportions. Societal trust, the currency on which we construct the fabric
of our lives — has eroded. It is now prudent that the policies, benchmarks
and frameworks in blockchain must be based on trustworthy, reliable
and reproducible informaton. We must implement evidence-based
information that comes from robust peer-reviewed research. There must
be a strategic intent and senior level buy-in to identify sources of evidence,
develop and test blockchain pilots and deploy interventions based on high-
quality evidence. The use of resources must be constantly and dynamically
optimised in line with emerging dara. This should apply to all stages of
quality management of blockchain interventions: quality assurance, quality
control and quality management.

UK’ Walport Report recommended that distributed ledger technology
pilots “should be co-ordinated in a similar fashion to the way that elinical trials are
implemented, reported and assessed, in order to ensure uniformity and maxcimize the
rigonr of the process.” T am glad the JBBA has been providing a platform
to global blockchain research community to fulfil these objectives of
advancing better science.

The theme of this issue is Enterprise Blockchains — blockchains that have
provided us with a hope to build a trusted decentralised economy, however
technology cannot accomplish this on its own. To restore lost trust, we
must also educate and reform the human components of the enterprise

DLT ecosystems. Blockchain sits at the junction of technical, social, legal
and political paradigms — hence there is a strong need for interdisciplinary
harmonisation, both within the bounds of the individual branches of
DLT and the stakeholders. We must foster blockchain ecosystems where
thetre is freedom for innovation and a sense of accountability. Building
decentralised ecosystems is easy; building decentralised accountability is
hard. Accountability is the price we pay for self-sovereignty.

The trustable sources of information are more important now than
ever before. We are overwhelmed with accessible information, but,
unfortunately, not always of examined and scrutinized quality. Scientific
consensus and peer-reviewed data is the cornerstone for disseminating
trustworthy and reliable knowledge; for which I believe our editors and
reviewers carry a tremendous responsibility.

To conclude this editorial, T would like to thank all the authors for
submitting their research to the JBBA, the reviewers and the editors for
their tireless volunteer service and our readers and well-wishers around the
globe for the continuous support of the journal.

With best wishes

Dr Naseem Naqvi FRCP FBBA

Editor in Chief

President, The British Blockchain Association

Chair, Centre for Evidence Based Blockchain (CEBB)
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TESTIMONIALS FROM AUTHORS AND READERS
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The JBBA has an outstandingly streamlined submissions process, the reviewers comments have been constructive and valuable,
and it is outstandingly well produced, presented and promulgated. It is in my opinion the leading journal for blockchain research

and I expect it to maintain that distinction under the direction of its forward-looking leadership team.

Dr Brendan Markey-Towler PhD, University of Queensland, Australia »

"I always enjoy reading the [BBA."

Professar Dr Emin Gun Siver PhD, Cornell University, USA ’,

It is really important for a future world to be built around peer-review and publishing in the |BBA is one good way of getting

your view-points out there and to be shared by experts.

Professor Dr. Bill Buchanan OBE PhD, Edinbrrgh Napier University, Scofland , ,

The JBBA has my appreciation and respect for having a technical understanding and the fortitude for publishing an article
addressing a controversial and poorly understood topic. I say without hesitation that [BBA has no equal in the world of

scientific Peer-Review Blockchain Research.

Professar Rob Camplell, Capitol Technology University, USA »

Within an impressively short time since its launch, the |[BBA has developed a strong reputation for publishing interesting
research and commentary on blockchain technology. As a reader, I find the articles uniformly engaging and the presentation of

the journal impeccable. As an author, I have found the review process to be consistently constructive.

Dr. Prateek Goorba PhD, Blockchain Researcher and Fconomist »

We live in times where the pace of change is accelerating. Blockchain is an emerging technology. The JBBAs swift review

process is key for publishing peer-reviewed academic papers, that are relevant at the point they appear in the journal and beyond.

Professor Daniel 1iehan, 1Visiting Professor, IE Business School, Spain »

The JBBA submission process was efficient and trouble free. Tt was a pleasure to participate in the first edition of the journal.

D Delton B. Chen PhD, GlobaldC, USA »

This is a very professionally presented journal.

Peter Robinson, Blockchain Researcher & Applied Cryptographer, PegaSys, ConsenSys »

I would like to think of the JBBA as an engine of knowledge and innovation, supporting blockchain industry, innovation and

stimulate debate.

Dr. Marcella Atzori PhD, EU Parliament ¢ EU Commrission Blockehain Expert, Italy b b
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44

(19

144

144

(14

144

144

Very professional and efficient handling of the process, including a well-designed hard copy of the journal. Highly recommend

its content to the new scientific field blockchain is creating as a combination of CS, Math and Law. Great work!

Simon Schwerin MSe, BigChain DB and Xain Foundation, Germany ’,

JBBA has quickly become the leading peer-reviewed journal about the fastest growing area of research today. The journal will

continue to play a central role in advancing blockchain and distributed ledger technologies.

Jobn Bond, Senior Publishing Consultant, Riverwinds Consulting, USA ’,

I had the honour of being an author in the |BBA. It 1s one of the best efforts promoting serious blockchain research, worldwide.

If you are a researcher, you should definitely consider submitting your blockchain research to the JBBA.

Dr. Stylianos Kampakis PhD, UCL Centre for Blockchain Technolpgies, UK »

The overarching mission of the ]BBA is to advance the common monologue within the Blockchain technology community.

JBBA s a leading practitioners journal for blockchain technology experts.

Professor Dr. Kevin Curran PhD, Ulster University, Northern Ireland b b

The articles in the JBBA explain how blockchain has the potential to help solve economic, social, cultural and humanitarian
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Abstract

Blockchain and other distributed ledger technologies have enormous potential for creating business value but have not yet been widely adopted.
Enterprise blockchain systems are recognised as solutions ro existing operational problems or ‘pain points’ but their potential for delivering value
through strategic opportunities is not well understood. Drawing from literature on strategic alliances and the resource-based view of the firm,
we identify avenues through which blockchain systems can contribute to a firm’s strategic capabilities and, as a result, to its sustained competitive
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service providers for incorporating strategic outcomes into the evaluation of blockchain investment opportunities.

Keywords: enterprise blockchain, consortinm, ecosysten, strategic alliances, resonrece-based view, competitive advantage, strategic capabilities

JEL Classifications: 0020M15 I'T Managenent

1. Introduction

Blockchain and other distributed ledger technologies provide databases or
ledgers that are shared among multiple parties. Transactions stored in these
ledgers are validared, timestamped and secured. Once recorded, they cannot
be changed or deleted. Shared ledgers can improve data transparency,
efficiency and collaboration among participants. While initially created for
the transfer of cryptocurrency, blockchain use has inereased exponentially
since its introduction [1]. Enterprise blockchains have emerged as the
means through which multiple partners that are known to each other
collaborate in storing records and conducting transactions using a shared
ledger. These partners agree to certain rules, such as who has visibility into
each record. These shared rules provide benefits such as helping facilitare
the management and sharing of sensitive information such as customer
and financial data, without breaching privacy laws [2].

Despite blockchain’s potential for strategic impact, its adoption has not
lived up to what some refer to as its hype [3]. Research on 517 blockchain
projects finds that many projects fail to address clearly defined and
significant problems and lack evidence to support the use of blockchain
solutions [4]. In this article, we examine an important factor that may
contribute to the incomplete evidence supporting blockchain use. In
general, blockchain has been viewed as a solution for improved operational
outcomes [5] rather than a potential source of strategic value. While the
operational benefits of blockchain are becoming more widely recognised,
blockchain’s potential to support strategic capabilities and competitive plans
15 not well understood. We address this gap by providing a framework that
can be used to systematically evaluate strategic outcomes of blockchain
projects.

We begin by describing foundational elements of enterprise blockchains.
We discuss the processes currently used to assess blockchain, processes

which focus on operational improvements and overlook strategic benefits.
We then introduce constructs from the academic literature on strategic
alliances and the resource-based view (RBV) of the firm that are relevant for
the enterprise blockchain context and provide the basis for understanding
the strategic opportunities presented by these systems. Finally, we present
a framework and examples that identify and categorise ways companies can
build strategic capabilities through participation in blockchain consortia.

2. Key Elements of Enterprise Blockchains

The term blockchain refers to a specific type of distributed ledger system in
which transactions are stored in blocks analogous to tabs in a spreadsheet
arranged in a temporal sequence [6]. Although many no longer use blocks
to store data, distributed ledger systems are commonly referred to as
blockchains, a term that will be used throughout this paper.

Blockchains can be “permissioned” or “permissionless”. Permissionless
blockchain systems such as the Bitcoin blockchain are open to all users.
Without obraining permission, anyone can establish an identity and execute
transactions over the platform, and anyone can participate in maintaining
the network by downloading the software used to validate and store
transactions. Bitcoin and Ethereum are the most well-known examples of
permissionless blockchains,

Blockchains used by enterprises are typically permissioned. These
blockchains are developed and maintained by a known group of
participants who have established their identities and have agreed to abide
by the rules that govern the blockchain. Governance agreements determine
the rights and responsibilities of each blockchain participant. Data stored
on the chain are associated with the identities of the participants who
attested to its validity. Data are typically encrypted and visible only to those
participants or parties to which access has been granted, such as supply
chain partners, auditors, or regulators.
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Core elements of interest in an enterprise blockchain are distributed
ledgers, digiral assets, and smart contracts. Distributed ledgers are used
to store transacrions that are executed by blockchain parricip;mts. such as
mnformation about the transfer of goods from one party to another. These
transactions can be written to the blockchain by transacting parties or by
Internet of Things (IoT) devices such as Radio-Frequency Identification
(RFID) chips. Ledgers can be used to store basic transactions, as in
a traditional database, and they can also store digital assets and smart
contracts.

Digital assets such as cryptocurrency, software or music, can be secured and
ownership can be validated on a blockchain. “Digital twins” that provide
digital representations of physical assets, such as deeds, titles, patents or
ownership shares can also be stored and transferred using a blockchain
system. Blockchains provide the ability to ensure that only one copy of
a digital asset, such as a bitcoin or car title, is valid, so that if it is sent to
another party, the sender’s copy is no longer valid. This enables assets of
value to be securely transferred between blockchain participants without
the need for banks or other trusted brokers.

Smart contracts, which are programs containing if-then logic, can be stored
on the blockchain and executed automatically as predefined conditions are
met. For example, a shipping contract can be programmed so that when a
set of RFID chips cross to a loading dock, a receiving report is generated
and digitally signed, authorising a digital payment.

Blockchain’s unique features provide several benefits in an enterprise
context. Every piece of information stored in a blockchain is linked to
the identities of the parties that initiated and validated the data, which
establishes legitimacy and origin. This provides accountability and ensures
that information can be traced to a validared source. Entries in a ledger are
timestamped and immutable, which establishes an audit trail and provides
transparency into the provenance of assets.

3. Identification and Evaluation of Blockchain Solutions

When an enterprise explores potential benefits of blockchain solutions,
the objective is typically to achieve operational improvements such as
cost avoidance, risk reduction, and improved customer experience. The
exploration process involves identification of potential use cases—specific
uses for blockchain systems that can produce these operational benefits.
This is a technology-driven process in which corporate use cases are
matched with technological capabilities to determine whether blockchain
is a fit.

Like information technology (IT) projects that follow an analysis-design-
implementation approach, analysis of potential blockchain use cases
generally begins with problem identification. Guidance provided to
companies usually centres around solving current and known problems,
often referred to as pain points or frictions. McKinsey [7], for example,
asserts that “Organizations must start with a problem. Unless there
is a valid problem or pain point, blockchain likely won’ be a practical
solution.” The World Economic Forum [8] states, “Good use cases must
solve real problems for organizations. Great use cases solve real problems
at a cost that is significantly lower than the benefits the adoption brings.”
PwC advises firms considering embarking on a blockchain to begin by
assessing what the firm is trying to accomplish, which “starts with pain
points that are tested against key criteria, to determine if blockchain is a
good fit or if other technologies are better placed.” [9] IBM, which has
been ranked as the leading service provider in the blockchain space [10],
guides companies considering blockchain solunions to focus on current
problems and why and for whom they are problems. At the ecosystem level
IBM suggests focusing on friction, which “at the industr_\-' level, provides
a Founders Handbook for evaluating enterprise blockchain solutions. The
Handbook begins by focusing on problems with three essential questions
for identifying potential use cases: “1. What's the problem with the way we

do things today? 2. Who is this a problem for? 3. Why is this a problem?”
[11].

IBM’s approach extends the analysis to examine problems in the
interactions between companies. In a white paper [12], IBM states
“Blockchain technology. ..has the potential to obviate intractable inhibitors
across industries.” The paper further argues thar as frictions are reduced,
enterprises and entire industries will be restructured. While these goals are
expansive, IBM focuses on known operational problems. IBM’s Founders
Handbook [11] also suggests focusing on friction, “Based on your
professional experience within your industry, identify a specific process
currently creating fricion among multiple parties in the same ecosystem. We
recommend focusing on a use case with the greatest amount of friction.”
Klein et al. [13], who provide a use-case identification framework based on
extensive research, also base their recommendations on the current state
of the ecosystem. They argue that “Blockchain technology offers great
potential for cost, time and efficiency improvements of existing business

models.”

Traditional use-case analyses prioritise blockchain solutions to operational
problems and emphasise well-understood benefits associated with these
solutions. Blockchains are effective in addressing the lack of trust between
trading partners by providing the ability ro track the provenance of
transactions and digital assets and ensuring the immutability of records.
They can also reduce friction in inter-company workfows through the use
of smart contracts and automated value-transfer mechanisms which can
reduce costs directly or through disintermediation.

Current approaches have made strides in exploring and addressing
existing operational problems, The Centre for Evidence-Based Blockchain
advances this project by providing a comprehensive framework for
evaluating whether the outcomes of a blockchain intervention are
superior to existing solutions for solving important problems [4]. Despite
the increasing sophistication in identifying beneficial use cases, there
are currently no frameworks that provide guidance for envisioning or
evaluating the strategic opportunities and innovations that blockchains
could enable. As a result, the cost of implementing a new and unfamiliar
blockchain solution is weighed against operational returns such as reduced
costs and operational efficiencies but not against strategic benefits.

Some blockchain proponents have begun to recognise that blockchain
can support certain strategic goals. McKinsey [7], for example, notes that
“Blockchain appeals to industries that are strategically oriented toward
modernization. These see blockchain as a tool to support their ambitions
to pursue digitization, process simplification, and collaboration”, and
points to the reputational value of being an innovator. Others have pointed
to the role of blockchain in reinventing processes and products [14].

In the right circumstances, the capabilities addressed by McKinsey and
Accenture could contribute to an enterprise’s competitive advantage.
The strategic potential of blockchain solutions extends far beyond these
examples, however, and a more complete analysis could uncover new
possibilities.

4. Strategic Alliances and Competitive Advantage

To unpack how participation in an enterprise blockchain can create
strategic value for a firm, we draw upon the academic literature on strategic
alliances through the lens of RBV. RBV [15] presents a view of firms as
collections of resources. According to RBV, to the extent that the resource
endowments of a firm are Valuable, Rare, Inimitable, and Organisational
to be accessible — these resources form the basis of the firm’s sustainable
competitive advantage. For this paper, it is sufficient to identify RBV as a
perspective that can help firms identify what resources they have, or need
to access, to be successful. RBV, however, does not provide guidance on
how a firm is to go about accessing those resources. Looking at strategic
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alliances as a means to access resources provides the linkage to blockchain
consortia — blockchain consortia are a type of strategic alliance. A strategic
alliance is a voluntary arrangement among firms that exchange or share
resources, or collaborate in the development of products, services or
technologies [16]. Alliances can also be cooperative arrangements between
two or more firms to improve their competitive position and performance
by sharing resources [17], [18, [19]. The RBV perspective portrays firms
as collections of heterogeneous resources [20], [21], [22]. Resources that
can be sources of competitive advantage are rare, valuable and are difficult
to imitate or substitute [21]. Within this perspective, there has been an
increasing focus on dynamic capabilities, as bundles of resources that
over time can lead to competitive advantage [23], [24]. Capabilities are a
special type of intangible resources, they are organizationally embedded,
non-transferable, and firm-specific resources whose purpose is to improve
the productivity of the other resources possessed by the firm [25]. They
may include company expertise in quality, product or service, innovation,
customer service or price leadership [26]. For example, Apple Inc. is
seen as having strategic capabilities in their design methodology, systems
integration and their understanding of consumer behaviour; Tesla is seen
as having superior engineering expertise in battery-powered motors and
power trains |27].

The research on strategic alliances using an RBV lens has focused on
how alliances reinforce and build capabilities that can uncover sources of
competitive advantage [28]. There are different avenues through which
alliances can create competitive advantage [29]. One avenue is when the
alliance builds on an existing capability. For example, if a firm’s competitive
advantage centres on customer service, an alliance that builds on this
capability can faalitate the irm’s compettive advantage. Another avenue
is when there are complementary capabilities among the partners. If one
firm has expertise in R&D and another firm in marketing and distribution,
for example, a strategic alliance can build on each firm’s capabilities and
give either, or both, an advantage in their respective marketplaces. A third
avenue is when new capabilities are created because of the alliance. For
example, when partners can enter a new market, each has the potential
to build capabilities in new markets. This was common when traditional
brick and mortar businesses entered online sales through alliances. Once
the alliance was established, the brick and mortar businesses were able to
develop their own capabilities around online selling,

Blockchain consortia can be understood as forms of strategic alliances,
with the same potential for improving competitive advantage for alliance
partners. Our framework illustrates how participation in blockchain
consortia can lead to competitive advantage through these three avenues.

5. Blockchain-Based Strategic Capabilities Framework

Enterprise blockchain solutions can provide the basis for strengthening and
building a range of capabilities that contribute to long-term competitive
advantage. As enterprises evaluate blockchain opportunities they should
look beyond operational benefits to determine whether and how
participation can affect firm strategy. In Table 1, we present a framework
that identifies several ways blockchain solutions can enhance strategic
capabilities. Blockchain participants can: 1) strengthen and leverage their
existing capabilities; 2) share and build complementary capabilities and 3)
build blockchain-specific capabilities.

The Blockchain-Based Strategic Capabilities Framework illustrates a wide
range of strategic capabilities that can potentially be affected by blockchain
solutions. Companies exploring  blockchain  solutions can use this
framework as they evaluate whether these solutions ofter opportunities for

building and improving strategic capabilities.
A. Strengthen and Leverage Existing Capabilities

Some firms use blockchain to strengthen existing capabilities. They

accomplish this through 1) building on existing value propositions; 2)
extending networks; and 3) gaining access to new markets.

1) Build npon value propesitions: Atit Diamonds” use of blockchain supports
its existing strategy. Its Rock Solid Diamond Collection is positioned as
conflict-free and sourced using environmentally sensitive techniques [30).
Atit participates in the Everledger network, which uses blockchain to trace
diamonds from their origin to the final consumer. A distributed ledger
records information about the origination, processing and transport of
the diamonds. These diamonds are distributed for sale to consumers who
value these ethical practices. Through the blockchain ledger, distribution
partners can provide customers and industry analysts the information
needed to verify that its diamonds are sourced from conflict-free zones
and have been processed and transported in an environmentally sensitive
manner.

2) Netwark reach: The size and scope of a company’s network of trading
partners can be an important component of strategic advantage in some
companies and industries. For example, the Japanese Keiretsn, a network of
companies with obligational relationships characterized by goodwill, allows
members of the network to lower business risk and to rely on information
available to the Keiretss. These trusted relationships developed over long
periods of time, and have allowed networks of companies, such as those
associated with Mitsubishi and Sumsitome to dominate Japanese industry.

Building reliable networks is challenging, especially when there are cultural,
economic and institutional differences across firms. The ability to establish
trust through blockchain solutions can help networks of firms establish
relationships like those that characrerize Keiretsu, but at a faster rate.

REX homes is a blockchain-based real estare brokerage company that uses
smart contracts to establish relationships [31]. It does not participate in the
private multiple listing service (MLS) owned and managed by the National
Association of Realtors. Instead, REX homes use a blockchain to provide
free and open access to real estate listings, which encourages clients,
owners and brokers to participate in the network and increases its reach
[31]. Network participants also benefit. Real estate owners can provide
trustworthy inspection, maintenance and utility records and potential
buyers can provide validated identity and financial dara on the blockchain
ledger. REX's blockchain-based business model has driven explosive
growth in the volume of real estate transactions closed by REX [32].

3) Aeess to markets: Through their participation in blockchain, firms may
gain access to new customers that become aware of their offerings as a
result of interactions with other members of the consortium, A company
might also access new markets, for example as a result of consolidating
data or sharing processes with other consortium participants.

A blockchain initiative being piloted by the Municipal Transport Company
of Madrid (EMT) allows passengers to access all the city’s mobility services
through a central location. Previously, travellers needed to register with
each transport company and purchase tickets from those companies, Using
a blockchain-based app, a traveller registers once, and purchases tickets that
combine train, bus, motorcycle, scooter and bicycle routes into a single
ticket. Because less-used modes of transport such as bicycles and scooters
show up in suggested routes, customers who typically travel only by bus
or train may begin to use alternative modes, creating opportunities for
alternate transport services. Thus, participation in the consortium provides
access to new customers and markets for these service providers.

B. Sharing Complementary Capabilities

As with all types of straregic alliances, competitive advantage is possible
when blockchain partners can accomplish more together than they can
separately. Pooling participants’ valuable resources and abilities enable
consortium partmers to develop complementary capabilities to confer an
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Table 1: Blockchain-Based Strategic Capabilities Framework

Build upon existing capabilities — Consortium participants can strengthen their existing capabilities.

VALUE

CAPABILITY

EXAMPLE

Value proposition

Participants can strengthen their
capability to verify claims made in
their value proposition

Everledger gives diamond producers the ability to trace a diamond’s
true provenance and certify its value, increasing customer trust in the
diamond’s quality and origin in a conflict-free zone.

Network reach

Participants can  expand  their
network of trading partners with
verifiable information

REX Homes is a blockchain-based multiple listing service for
commercial real estate. Real estate owners can provide trustworthy
inspection, maintenance and utility records. Buyers can provide
validated identity and financial data, increasing transaction efficiency.

Access to markets

Participants can gain access to new
markets and customers

Municipal Transport Company of Madrid (EMT) allows transit
passengers to use a single app to access all of the city’s mobility
services. As a result, partners gain access to new customers who had
not previously booked with them.

with partners.

Share complementary capabilities — Consortium participants can enhance capabilities through sharing complementary resources

VALUE

CAPABILITY

EXAMPLE

Access to resources

Participants can leverage partners’
resources

Consortium partners of The Port of Rotterdam allow the port to
monitor the movement of goods. The Port can dynamically allocate
resources such as slips, cranes and personnel to improve efficiency for
transportation partners and enhance its own logistics advantage.

Access to data

Participants can gain access to new
data housed on distributed ledgers
shared by partners

The Insurwave marine insurance project allows Maersk, an
intercontinental shipper, to purchase tailored insurance products based
on real-time weather and route data gathered by Maersk’s vessels and
shared with insurers.

Shared risk

Participants can  hedge against
uncertainty through effective use of
blockchain resources

Medil.edger provides a track and trace system that enables
pharmaceutical companies to enhance the security of opioids and other
pharmaceuticals, to reduce counterfeits and enhance patient safety.
This increases regulatory compliance and reduces risk for participants.

Strengthened
relationships

Participants build relational capital
that supports non-blockchain
collaboration

The Pistoia Alliance collaborated on a mult-pharma partnership for
decentralized  identity management. Later, partners  sponsored
blockchain hackathons for potential joint investment opportunities.

Build blockchain-specific capabilities — Consortium partic

ipants can build new capabilities related to blockchain participation.

idiosyncratic business processes and
agreements

VALUE CAPABILITY EXAMPLE
Smart contract | Participants can gain expertise in | GrainChain uses smart contracts to manage transactions between grain
expertise using  contracts  to  manage | purchasers and farmers. The contracts escrow ownership and

payments, with payments determined by complex calculations based on
the weight of the shipment, moisture, chemical composition, timing
and other variables.

Consortium and use
case expertise

Participants can gain experience and
resources  that enable them to
identify strategic use cases and join
or found consortia

Henkel has experimented with numerous blockchain pilots and
implementations. The company has developed deep consortium-related
expertise and now participates in a diverse portfolio of blockchain
projects.

New  relationships
and collaborations

Participants can develop
relattonships  with  consortium
partners  that enable subsequent

blockchain collaborations

Pharmal.edger’s consortium members have been developing and
testing blockchain use cases. Through their work on early projects, the
consortium has established ethical and legal frameworks that now
support eight use cases.
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advantage on the individual partners. Blockchain solutions can promote
synergistic capabilities through: 1) access to resources, 2) access to data
and 3) the ability to share the risk of uncertainty. Each section includes
examples from existing firms.

1) Aceess to resomrves: Companies can benefit from accessing resources
through agreements with partners. A manufacturer, for example, may
benefit from the advanced logistical capabilities of consortium partners,
by offering greater precision and reliability in filling blanket purchase
orders through dynamic routing processes. By enhancing communication,
business agreements and data security, blockchain solutions allow partners
to share resources safely. Partners can leverage these resources in ways that
create value,

A blockchain consortium  co-founded by The Porr of Rotterdam,’'
designed to move beyond antiquated and fragmented record-keeping
systems, allows participants to benefit [33]. Prior to this consortium, a
single purchase order for a product being shipped globally can be typed
over one hundred times in various siloed administrative systems. Tracking a
shipment can require phone calls to several partners along the route. In the
blockchain pilot, carriers allow the port access to logistics resources and
information. Access to partners’ shipping plans and planning algorithms
can facilitate the dynamic allocation of personnel, boat docking slips,
cranes, and equipment needed to move cargo. The Port can thus enhance
its existing advantages in logistics and port management. Tighter coupling
between shippers and ports allows more efficient resupply, loading, and
crew management operations — resulting in value created for the shippers
through higher levels of asset utilisation.

2) Avcess to data: Blockchain solutions can be used to implement data-
sharing agreements among members in the shared ledger. Pooling data can
provide partners with information that was previously unavailable. When
combined with a partner’s unique resources and capabilities, it can form
the basis for new value creation, and this value may exceed the risk partners
previously associated with sharing private data.

Maersk, a founder of the well-known Tradelens shipping information
platform, participates in a blockchain thar provides access to tailored
insurance products. The industry is currently fragmented, with different
insurers providing insurance for vessels, cargo, port access and other
shipping elements, and reinsurers and retrocession insurers managing
secondary insurance needs. Maersk has joined the Insurwave marine
insurance project which uses smart contracts to streamline the insurance
process [34]. Sharing vessel information through the Insurwave consortium
has enabled Maersk to purchase ilored insurance products. Insurers
provide products based on real-time risk data gathered by Maersk’s vessels
as they transport goods through various locations and weather conditions.
These products, designed to meet its precise needs, enable Maersk to cost-
effectively hedge against uncertainty associated with weather and other
marine transport risks and to manage its trade more efficiently.

3) Share Risk among Partwers: Participation in an enterprise consortium
allows a firm to work with partners to share and reduce nsk. Key to
this is the ability of blockchain to verify information instantancously for
consortium partners as well as regulators, auditors and other parties that
monitor compliance.

The Mediledger project was designed to help pharmaceutical industry
participants comply with the demands of the Drug and Supply Chain
Security Act, intended to ensure that pharmaceutical products sold in the
US are legitimate and that trading partners are appropriately licensed and
authorized [35]. Participants in Mediledger can enforce business rules and
ensure compliance without exposing private data. The consortium allows
partners to adapt to evolving regulations and share compliance and safety
risks.

4) Strengthen collaborative relationships: Participants in blockchain consortia
develop relational capital through common goals, close interaction, and
reciprocity required for effective governance [36]. These relationships can
improve operational performance of the partners and can provide the basis
for taking advantage of mutually beneficial opportunities in the future [37].

The Pistoia Alliance, in an enterprise consortium made up of large
pharmaceutical companies, participated in a use case analysis workshop to
identify potential blockchain projects. The alliance has since developed the
Informed Consent blockchain project which is designed to demonstrate
the benefits of using blockchain-based decentralized identity methods
to improve the security and consistency of processes for providing and
revoking consent. The project enables patients to own and control their
own personal data and to grant and revoke consent in clinical trials [38].

Participating in projects like these builds collaborative  strategic
relationships between these companies as they work together toward the
development of common policies and processes for governing the shared
blockchain solution. Subsequent to their informed consent collaboration,
partners jointly sponsored a blockchain hackathon to identify solutions
to communicable disease. The Pistoia Alliance has launched a seed fund
through which they make joint investments in promising projects [39].

C. Building New Capabilities Around Blockchain Technologies

Companies participating in blockchain consortia can build new capabilities
around a blockchain competency. These meet the definition of capabilities
as organisationally embedded, non-transferable firm-specific resources.
We suggest that these blockchain capabilities are the most overlooked
potential sources of competitive advantage when firms focus on the
operational improvements delivered by blockchain. Firms may use these
new capabilities as the foundation for development of strategic capabilities
and then position the company to participate in additional strategic
alliances more easily, including blockchain consortia. We illustrate how new
capabilities can be built around: 1) specific tools such as smart contracts
or 2) around general capabilities around blockchain implementation or
blockchain management.

1) Smart contract experfise: Smart contracts are programs, run on the
blockchain, that implements policies and contract obligations in software.
They can execute, control and archive events as specified in legal contracts
or agreements. These programs can respond in close to real time to
triggering events. Smart contracts can be as simple or as complex as the
agreements between contracting parties, As companies become more
experienced in developing smart contracts, they can manage increasingly
complex and idiosyncratic agreements effectively. Further, knowing that
such agreements can be codified may enable new agreements that could
only be executed through smart contracts.

Developing expertise in smart contracts can minimize the risks of contract
failures due to security vulnerabilities and coding errors [40]. Ricardian
contracts, which create machine-readable equivalents to prose contracts,
can help alleviate some contracting problems [41]. Companies that develop
the technological resources to effectively design secure and accurate
contracts can extract greater value.

GrainChain uses smart contracts to manage payments and transfer of
goods between farmers, trucking companies, grain silos, grain purchasers
and banks [42]. Where contracts once had to be manually calculated and
adjusted according to the amount and nature of grain delivered, this
process 1s automated through smart contracts. When a truckload of grain
is received at a silo, it is weighed and classified on a variety of quality
and chemical attributes. Smart contracts use test results ro price delivery
according to previously executed agreements between the farmer and
purchaser. Once the delivery and its characteristics are recorded, payment
can be issued immediately to the farmer—a vast improvement from a
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process that could take weeks and was error-prone.

2)  Consortium-related  managerial  expertise:  Participating  in - blockchain
consottia requires companies to participate in blockchain governance,
which determines the rules and procedures participants must follow when
interacting with the blockchain, Through this process, firms learn how
to become effective consortium participants. Firms also gain experience
forming relationships across the network, which is significant because
blockchain allows for linkages with new partners as the network grows. To
capture value, participants must learn how to manage and prioritize these
linkages.

Fxperience with one blockchain soluion can be used to more effectively
identify use cases that will result in value creation and capture and seek out
or build solutions for these use cases. The consortium-related capabilities a
company develops through participation in one consortium can carry over
to these new solutions. Furthermore, an experienced company can evaluate
the implications of a blockchain’s functions, governance mechanisms and
the effects on the company as well as its strategic relationships over time.

Henkel, a large consumer goods company, has taken an active learning
approach to the development of blockchain-related capabilities [43]. The
blockchain innovation team uses “discovery workshops™ to idennfy and
evaluate potential use cases throughout the company and its institutional
capability in blockchain is growing steadily. The company also participates
in the development of standards and certifications that build greater
confidence in, and accelerate the adoption of blockchain solutions. It also
participates in trade organisations and events that enhance learning and
foster cross-industry cooperation.

blockchain-related relational capital that provides the foundation for
future blockchain collaborations that draw upon and build capital around
relationships that enables value-caprure for collaborators through joint
blockchain projects.

Pharmaledger, a consortium of pharmaceutical companies and public
and private entities engaged in healthcare solutions. The 29 participants
worked collaboratively to develop a platform to support the design and
development of blockchain solutions that would support innovation
across the ecosystem. Consortium partners have formed and strengthened
relationships  that enable the creation of wvalue through blockchain
collaborations. Through this effort, the group has developed ethical and
legal frameworks and an industry digitisation strategy, and a marketplace
for health data. [44] These artifacts are the tangible products of the
relational capital developed through collaboration and have paved the
way for the consortium to develop eight healthcare-related use cases in its
three-year tenure. [45]

6. Conclusion

Despite its promise, blockchain has not yet achieved its potential. While the
operational benefits of blockchain adoption are widely recognized, strategic
benefits are not well understood, even among technical and strategic leaders
involved in their implementation. We present memberships in blockchain
consortia as forms of strategic alliances and use RBY to motwvate the
introduction of strategic alliances as a tool to access resources that can be
the basis of competitive advantage. We illustrate how strategic value can be
created through three avenues. The first is by joining alliances and building
relationships that enhance and contribute to existing capabilities.
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L bbb (o Cost reduction and disintermediation 4
' e _ ™)
/ \ _ Strengthen value proposition
Build upon existing capabilities ~ Expand network reach
L Access new markets )
e ™
Leverage partners’ resources
: ; Share complementary ‘Gain access to data
Stiategic Oppoitunities capabilities Share risk among partners
\_ Strengthen collaborative relationships J
"' ; L N\
‘Smart contract expertise
Develop blockchain-specific Consortium and use case expertise
\ / capabilities Blockchain relationships and collaborations
& ’

Figure 1: Blockchain Strategic Opportunities and Unexplored Sources of Value

Henkel’s pilot blockchain project focused on more effective tracking and
exchange of transport pallets. The company has since participated in a
variety of unrelated blockchain consortia including PlasticBank, a social
enterprise that recycles ocean plastic, and TaxChain, which captures
value-added taxes (VATS) through cross-border supply chains. Henkel has
developed deep consortium-related blockchain expertise and now has “one
of the most diverse blockchain portfolios in the enterprise space™ [43].

3) Blockchain relational capabilities: Blockchain expertise can be developed
by individual firms, but collaborators in blockchain projects can develop

The second by sharing and building complementary capabilities with
partners through access to resources and data as well as sharing risk among
partners. The third by building blockchain capabilities through gaining
smart contract expertise developing more managerial expertise around
implementing blockchain solutions. The domamn of strategic opportunities
by blockchain allows firms and consortia to create value through multiple
sources. Figure 1 summarizes the contributions of this paper in explicating
these opportunities.

Embedded in the RBV is the concept of capabilities as sources of
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competitive advantage that are built over time and difficult to imitate or
substitute. This implies first-mover advantage potential, even as blockchain
is still nascent. Firms that aggressively build these capabilities can not
only be part of the conversation but also have the potential to shape
the conversation around implementation of blockchain consortia. Dale
Chrystie, FedEx’s blockchain strategist, refers to the urgency of developing
capabilities as “not yet, but don’t be late for the game” [46]. Firms deciding
not to invest in blockchain face the risk of being locked out of the new
competitive landscape as industries will be fundamentally disrupted and
changed.

As blockchain solutions are adopted, assumptions about firm boundaries
will be challenged. Many theories in strategic management, including
RBV, are rooted in economic theories that focus on firm-level behaviour
and performance. Adoption of a stakeholder perspective, in contrast,
necessitates conceptualising performance beyond the firm level [15].
The adoption of blockchain can lead to shrinking or expanding firm
boundaries [6]. As we focus more broadly on ecosystems, questions
about transactions being “within” or “outside” a firm’s boundary are less
important than questions about how bundles of exchanges can generate
social and economic wealth [47]. A Transaction Cost Economics view of

blockchain may be helpful for future scholarly work.

Effective deployment of enterprise blockchain solutions can facilitate
the development of trust, cooperation and risk-sharing among firms
that otherwise may only consider each other as competitors. This allows
firms to think beyond a binary view of competition and cooperation
and embrace “coopetition” [48], [49], [50]. Blockchain encourages the
kind of openness and collaboration associated with trade or standards
organisations or with open-source software development projects in which
long-term collaboration among partners is more typical.

As blockchain solutions become ubiquitous, traditional relationships,
business models and entire industries will be disrupted. We agree with
the World Economic Forum [51] that blockchain has the potential to
revolutionize how companies compete and collaborate, and that strategic
value can be captured by companies that begin the process of building

strategic capabilities th.ro;.lgh blockchain.

Your otganization or industry cannot sit on the sidelines for 3-5 years
waiting for the technology to mature. 1f the blockchain solutions are
relevant to your business, you should start preparing a non-technical and
technical foundation progressively for the eventual mainstream operations.
(51, p. 8]
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Abstract

Identity is a crucial property of Internet of Things (IoT) devices. Due to rapid growth and high numbers of similar devices, reliable identfication
of those devices is a problem. The origin and history of an IoT device is especially important in security-relevant environments.

Our research addresses this issue by proposing an approach based on blockchain and decentralised identifiers (DID). Tt is inspired by the concepts
of self-sovereign identity (SSI) and bootstrapping of remote secure key infrastructures (BRSKI). Devices are equipped by the manufacturer with
an identity stored in a trusted execution environment (TEE) and secured by a blockchain. This identity can be used to trace back the origin of the
device. During the bootstrapping process on the customer side, the identity registration of the device is updated in the blockchain. This process is
performed by a so-called registrar. Smart contracts prevent unsolicited transfer of ownership and track the history of the device. Besides proof of
origin and device security our concept can be used for device inventory and firmware upgrade.

A prototype implementation was realised to validate the concept. All six use cases have been implemented and tested using an Ethereum blockchain
infrastructure. [SON Web Tokens (JWT) have been used as signed artefacts to transfer information between the stakeholders. This enables an
asynchronous communication needed for example in an environment with no direct internet access. Such an infrastructure can be provided by
an independent association and can be used by all manufacturers. Depending on the environment a registration of devices can be optional or

mandatory.

Keywords: enterprise blockehain, consortinm, ecosystem, strategic alliances, resonrce-based view, competitive advantage, sivategic capabilities

JEL Classifications: 0020M15 I'T Management

1. Introduction

The rapidly growing number of devices used for the Internet of Things
(IoT) is raising concerns about the origin and history of these devices.
Security issues regarding loT devices lead to new concepts about
bootstrapping and administration. Identity becomes a crucial property of
1ol devices. So far there are primarily proprietary solutions. In a multi-
provider environment those kinds of approaches have major disadvantages
since the customer himself is responsible for administration.

In this paper we propose a new approach applying concepts from self-
sovereign identity to IoT devices ensuring their identity and history.
Derived from [1] we call our approach a “Manufacturer Authorized Signing
Authority Blockchain Infrastructure” (MASA-BI). As the name implies,
the system is based on the blockchain technology to ensure immutability,
autonomy and unified interfaces.

First, we will give a short introduction into the topic of identity and self-
sovereign identity summarizing the major concepts used here. The related
work shows the already existing approaches and illustrates the previous
knowledge our approach is based on. Our approach consists of six use
cases (UC1-UCG6) which are arranged around two main application areas.
The analysis of advantages and disadvantages as well as a final conclusion
completes the paper.

2, Identity

When speaking of identity, the first thing that comes to mind is the identity
of a person. Webster ! defines identity as “the distinguishing character or
personality of an individual™. Beside the psychological aspects of identity,
we use it to distinguish persons from each other. The identity check uses
attributes of an entity to verify if a person is the one, he or she claims to be.
Those attributes can be physical or non-physical. Physical or physiological
attributes which define an identity are fingerprints, face, iris structure,
voice, DNA, smell, speech, location as well as possession or access to
physical objects like identity card, mobile device, notes, etc. Non-physical
attributes which define our identity mainly depend on our brain like
knowledge, abilities, memories, experiences, relationships, feelings, wishes,
behavior or secrets. For an identity check we compare those attributes with
previously stored data. Most of the time we use a combination of different
attributes. At the airport, the identity card a person posseses is checked
against his appearance. In addition, biometrical data like face lineaments are
compared. When a password is requested the knowledge of an individual
is checked, sometimes in combination with a message to the mobile phone
which should be in possession and access of this person. The attributes
can be classified by their difbculty to copy, steal, or guess them.

The identity of a “thing” has some similarities to those of a person even
though a thing can be copied. For example, each specimen of a certain
sensor is identical if we do not get on an atomic level. We can give them an
identity by adding individual attributes like a serial number. 1f a sensor has
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a memory chip, its “experiences” can make it different to a similar device.

But why do things need an identity? If we want to move into the direction
of a digital twin - the digital copy of a physical object - identity is crucial
[2]. Each data point which is detected in the real world has to be assigned
to the corresponding position of the digital twin. Errors or fraud have to
be excluded. Otherwise, the digital twin is just an anonymous copy.

Securing this identity is a big challenge today and there is a lot of research
going on in this area [3]. Since all digital data can be copied easily one has to
take steps to avoid this and protect the identity of a device. Most common,
secured elements are used, that make it hard to impossible to access those
data. To avoid the copying of data at the interface level the data has ro be
signed by the device. It has to be kept in mind that the needed processing
power for the cryptographic calculations of the signing process has to be
provided by the device.

2.1. Self-sovereign identity

Self-Sovereign Identity (SSI) allows a person to create her own identity and
get a verification or proof by a trusted third party such as the government.
Although SST is independent of blockchain technology it is often used
together. Blockchain has seen a rise in importance as a technology to
store data in an immutable way there therefore to guarantee and confirm
identity. Systems like uPort” or Sovrin® together with Hyperledger Indy are
just some examples of existing solutions. Since no personal data is stored
on the blockchain, the compliance to GDPR (General Data Protection
Regulation) is assumed [4]. There is still some doubt about it and clear
guidelines from the regulators are demanded [5].

With the concept of self-sovereign identity using Decentralized Identifiers
(DIDs) [6] it is possible to store identities and verifiable claims on the
blockchain. The DID is a globally unique identifier which does not need
an explanation since its DID scheme links to a specific method explaining
how the DID is resolved and links to a DID document describing all details.
The DID document is fully self-deseribing and contains information about
the entity the DID is about. This includes cryptographic information or
service endpoints. For GDPR compliance reasons it is important that
neither DID nor DID document contain person-related informarion.

A DID looks like:

did:ethr:0xe34eac30c498d9e26865f64fcaa57dbb935b0d7a
and consists of three parts separated by a colon:

T String “did” for the URL scheme
2 DID method®
5 Specific identifier

While the DID represents the identity of the entity, additional verifiable
claims describe qualities or properties of the entity [7]. Those claims have to
be issued by a trusted party which itself is represented by an identity (DID).
Verifiable claims can be stored on a blockchain to ensure immutability and
independence from the availability of the issuer. The uPort in [8] shows an
example of such an ecosystem. While claims are stored for example in a
smart contract on a blockehain, JSON Web Tokens (JWT) can be used to
transter and interchange verifiable claims off-chain [9][10].

JWT consists of three parts separated by dots [11]:

1 Header, with information about the signing algorithm
2, Payload, containing the claim
3

Signature, which is the signed header and payload

To reduce the size, the header and the payload are Base64Url encoded.
The claim itself contains information about the issuer and the date of

issuing, the subject or entity the claim is about, the audience the claim is
intended for and optionally an expiration time. Further optional fields are
possible. Examples and libraries for JW'T' can be found on jwt.io"

3. Related work

Self-sovereign identity of persons is discussed in several research papers
[12][13][14][15]. Some of them cite the ten key properties of self-sovereign
identity from C. Allen [16]:

1. Eixistence of the entity in the real world

2. Control from the entity over its identity

3. Access to the own data

4. Transparency about the systems and algorithms used

5. Persistence and long-liveness of the identity

6. Portability of the identity to gunarantee independence of systems
7 Interoperability of the identity through open standards

8. Consent of the entity to share or use their identity

9. Minimalisation of data that is disclosed through a claim

10. Protection of the entities’ rights

Al-Bassam describes in his paper [17] a smart contract-based identity
system where each entity is represented by an Ethereum address. His
SCPKI system focusses on persons or organisations as entities which
control their identity over the private key to their Ethereum address. A
claim or proof is reduced to a Boolean value in the attributes of an identity.

Self-sovereign identity is seen by Der et al. [18] as one of the essential
enablers for a digital revolution. In the outlook of their paper the usage
of self-sovereign identity for things is mentioned as future research area.
Conceptional questions like “How can a non-human entity recognize and
characterize its own identity”, are raised.

A first overview about self-sovereign identity for Industrial Internet of
Things (1o'T) is presented by Barrolomeu et al. [19]. Their paper provides
a review of several use-cases and challenges Self-Sovereign Identity face in
the context of Ilo’l. One application mentioned is the authentication of
devices. It is mentioned that most solutions rely on a centralised instance
and blockchain-based S81 is one possibility to overcome this drawback.

4. Giving a device an identity during manufacturing

As described above, a device has to “receive” an identity to act as a uruquc
digital twin. Since this identity is not linked to physical uniqueness it is an
artificial act. Therefore, this is security wise a critical moment and should
be done during manufacturing and in a secured environment. There are
several possibilities to include a secured environment on a chip to store
this identity in a save way. Trusted Execution Environments (TEE)
represent one solution for it. Shepherd et al. [20] give an overview of
actual technologies. Companies like Intel, LEGICT or Riddle & Code®
provide products to store private keys in a secure element on a chip. In our
approach we leave this intentionally to the manufacturer.

We propose a system containing a smart contract DIDManufacturednventory
which manages the identities of 10T devices. Our prototype is based on
the Ethereum blockchain and its signature system since this infrastructure
offers the broadest development environment. The implementation can be
easily ported to another blockchain environment that offers similar features.
While each device holds its address and the access to it as private key the
proposed smart contract acts as proof of origin of the device. In our
proposal the device manufacturer generates a private key and an Ethereum
address (derived from the public key) according to the Ethereum address
requirements [21] and stores this in a secure area on the device. Hither
way, once this identity is created on the device as required, or if the device
is used in a secure environment, we assume that the device eventually
contains its private key, which cannot be accessed from outside the device.

The JBBA | Volume 4 | May 2021

[551"' l |

19
=



"*JBBA

Since the private key grants access to the blockchain the device now has a)
access to its address on the Ethercum blockchain and b) can sign messages
with its private key. The access to the blockchain is not required for our
approach since we want to avoid high resource consumption.

In a first step the manufacturer generates his own Ethereum address and
registers to the DIDManufacturerInventory once. This is the first use case
which has been implemented in our prototype (UseCasel = UCI). We
intentionally decided not to require proofs for the identity of manufacturers
to reduce the hurdle of participating in such a system. At a later stage this
can be introduced easily. With his account address the manufacturer can
register as many devices as wanted. Each device receives its own Ethereum
address as describe above. The device registration process is the second use
case (UC2). It stores the public key of the device in the smart contract. For
data privacy reasons a manufacturer can possess more than one address
on the blockchain (UC1). Besides this, no identifying data is stored on the
blockchain. During UC2 trusted public keys of MASA nodes have to be
stored on the device. We will see later on the purpose of this measure.

5. Bootstrapping a device in a new environment

The second part of our proposal is related to the registration in the client
environment. Once the device is shipped and installed at the premises of
the customer the bootstrapping process begins (see Figure 1). The registrar
has the role of an onsite registration authority. Usually, one registrar per
site is foreseen and a 1:1 relation between device and registrar will hold for
most cases. Nevertheless, it is also possible to use several registrars which
we will see in UCG.

TTYlE

Figure 1: Overall process from manufacturing to
registration in the client environment.

UC3 represents the initial registration use case of the registrar in the smart
contract DIDInventory. This process is very similar to the registration
of a manufacturer (see UCT) and 1s as well self-sovereign. Due to design
reasons, we separated the identity distribution during manufacturing (UC1
and UC2) from the bootstrapping at client environment (UC3-UCG6) by
two separate smart contracts. It can be decided at a later stage if one
blockchain for both environments should be used or if they are to be kept
separately. We discuss the advantages and disadvantages in section 7.

After the registrar is authorised as such, the bootstrapping of the device
can start (UC4). This process is derved from BRSKI [1]. It can be ininated
by the device looking for a registrar through first boot up, via a manual
action like pressing of a button, or by accessing the device with an initial
call. The bootstrapping process UC4 contains 10 steps (see Figure 2):

1. Device informs the surrounding that it is active or is initially called.

2. Registrar sends its identity (public Ethereum address) to the device.

3. Device includes the registrar’s identity in a JSON Web Token JWT1 and
signs this token with its private key and sends it to the registrar.

4. Registrar includes JWT1 into a new JSON Web Token JWT2 and signs
this token with the registrars private key.

5. Registrar calls the DIDInventory smart contract as message sender
and passes the device address. This step is needed since the blockchain
should not handle JWTs due to their length and the resulting gas costs.
DIDInventory registers the assignment between device and registrar with
a tentative state.

6. Registrar submits JWT2 to a MASA-BI node which is a server
application connected to the blockchain,

7. MASA-BI node checks the validity of JWT2 and the registration in
DIDInventory (step 5). If both are valid the MASA-BI node proofs the
assignment in DIDInventory. Afterwards DIDInventory changes the state
to active.

8. MASA-BI node generates a |SON Web Token JW'T'3 with a confirmation
about the assignment, signs it with its private key and sends it to the
registrar.

9. Registrar forwards JWT3 to the device.

10. Device verifies the signature of the MASA-BI node with its built-in
list (in secured environment) and if ok adds the registrar to its trust list.

e35722

Figure 2: Bootstrapping process UC4.

As extension the use of a nonce can be applied to enhance security (see
[1]). Furthermore, the JWTs could be provided with an expiration time to
reduce the risk of a replay attack.

Since the DIDInventory holds the assignment the registrar can always
check this using the read function. This function is restricted to the
individual registrar, We are aware that at the actual prototype using the
transaction history everybody can possibly read this assignment. It is our
intention to improve this in a second version with the actual developments
going on regarding Zero Knowledge Proof and Ethereum 2.0,

Bootstrapping variations
Further use cases are exceptional cases and are based on UC4:

UC5: Assignment of a device that 1s out of reach of an internet connection
UC4 assumes that the device, the registrar and the MASA
node are connected. If the device is placed in a shielded
environment where no direct internet connection is possible the
registrar can act as a transportation medium. In this case the
registrar has to move from the shielded environment of the #
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device to an environment where an internet connection is
possible. The expiration of the JWTs has to be chosen
accordingly.

UC6: Transfer of a device from registrar A to registrar B

There might be the need for a change in registrars, "This can
be the case due to change in ownership or responsibility like
change of tenants or due to additional registrars.

In our approach this case is handled by a two-phase process.
In a first phase the assigned registrar A reports a new registrar
B to DIDInventory. In the second phase UC4 is applied to
registrar B and DIDInventory handles the transfer. We use a
special type attribute in the JWT payload to indicate the device
that no reset of its settings should be performed.

The first phase of UCG6 can also be used as backup of a registrar
and is ime-independent from the second phase.

6. Prototype implementation

We used the Ethereum blockchain for a technical implementation of the
prototype with Solidity as developing language for the smart contracts.
The use cases have been implemented separately so they can be easily
transferred to an infrastructure with multiple devices. In a first step we
realised a software prototype with all use cases as single components in a
Javascript Node environment with a React frontend. This test environment
allowed a step-by-step verification of the described use cases and validation
of all sent and received information (see Figure 3).

Pledge pledge01 (OxA7d51149c074EF22¢A...) o
a2l Fnrstwter (] HOvl w2000 14D WOl | =]

Artumir Rugintrr ragrniartl] Pl ? 11 Raltistn 11 5002 |
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Figure 3: Frontend screenshot of the software prototype.

In a second prototype, we are building a hardware-based system with
separate components for device, registrar and MASA-BL To experiment
with different hardware configurations and transmission protocols we use
Arduino and Nordic NRF52840.

One of the important aspect of using Ethereum is the cost for transaction
and execution of individual steps. If the mainnet of Fthereum would be
chosen, the cost of about 4Mio Gwei” per registration would arise. This
would result in costs of 2,57 CHF'" which is too much for an industry
usage. Therefore, we suggest the set-up of an own Ethereum' network
run by different manufacturers and organised as association, This would
allow the usage of a Proof of Stake consensus mechanism and the
independence from highly volatile crypto prices.

7. Strengths and weaknesses of such a system

The proposed system offers a variety of benefits for both manufacturers
and customers. These are not only based on the usage of blockchain
technology but also on the application of the chosen identity solution using
DIDs. Nevertheless, there might also be some drawbacks. We analyzed
strengths and weaknesses from a stakeholder perspective. This analysis is
without claim to completeness.

7.1. Benefits for the manufacturer

Device inventory

Today most manufacturers have to keep track of their produced devices
by an own infrastructure. The first part of our solution (UC1 and UC2)
can substitute this with an immutable and distributed ledger offering an
audit trail on all devices. Since we designed the system that those use cases
could also be separated in an own blockchain infrastructure, any concerns
about showing numbers of devices produced can be dispelled. It has to be
mentioned that if there is a separation between the identity providing and
bootstrapping no further verification about the device origin is possible in
DIDInventory during bootstrapping,

MASA-BI ecosystem

Our vision is an open, community-otiented ecosystem for the MASA-BI
infrastructure. This community-supported MASA-BI would facilitate an
open and transparent market. For start-ups this would also make it easy
to participate in a secured device distribution. From this open ecosystem
all market participants could benefit. To ensure the open character and to
prevent a takeover by one market player, an assoctation or foundation as

legal form is suggested.

Secnrity

Device security today is mainly based on certificates from CAs (Certified
Authorities). Assaults on those CAs and disclosure of root certificates
result in 4 massive security issue for all devices trusting in those certificates.
Self-sovereign identity of devices and the proposed blockchain-based
approach reduce this risk significantly.

Progf of origin

Since the devices are registered during manufacturing, a proof of origin
and trusted supply chain can be guaranteed. If devices are traded on a
secondary marker the history of those devices can be retraced. For some
environments like critical infrastructures second-hand devices are not
allowed. Our approach is a way to detect such misuse. Even if a device
is used and not assigned to a registrar, a factory reset can be enforced.
In addition, the exact manufacturing date can be reconstructed from the
registration fime on the MASA-BI.

Firnmare update

Finally, the system could be extended to a registration of the registrar at the
manufacturer. This identification should be separated from the MASA-BI
due to GDPR reasons. A direct link between the manufacturer and the
registrar could simplify sending firmware or factory updates regarding the
specific device versions. Linking registration to MASA-BI and registration
with the manufacturer is one way to increase the registration rate of devices.

7.2. Possible drawbacks for the manufacturer

Transparency abont production

Ina full extension where device registration at manufacturer site (UC2) and
bootstrapping (UC4) are handled by the same permissionless blockchain,
it will be possible to draw a conclusion about the number of produced
devices. For some manufacturers this might be a problem. The further
development using zero-knowledge proofs or permissioned blockchains
can eliminate this obstacle. Nevertheless, some manufacturers could be
restrained.
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Costs

Registration of devices at the MASA-BI is associated with costs. The
prototype is using the FEthereum blockchain where Gas has to be paid for
writing transactions, On a large scale these costs can sum up to a significant
amount, especially with recently rising Gas costs. There are several
possibilities to solve this drawback. The infrastructure could be provided
by an independent association or the nodes of the blockchain used can be
financed by different manufacturers. With this approach of a permissioned
blockchain infrastructure a new way of pricing can be implemented.

7.3. Benefits for the customer

Easy registration

The registration process for new devices should be as convenient as
possible. The proposed system facilitates this reduction in complexity.
Since there is no constraint to follow the registration, the benefits for the
customer should nudge him to use the system. This feature is very much
dependent on the usability of the registrar software. Therefore, special
attention must be paid to this.

Security of device origin and counterfeit discovery
Especially for commercial usage the origin of a device is decisive (see 7.1 —
Proof of origin). Due to a transparent tracking, the proposed system allows
to detect irregularities in the supply chain. Not only do manufacturers
benefit from this, customers benefit as well, as the tracking of devices is
possible without involving manufacturers.

Fallback scenario if registrar is changed

To enhance convenience, all situations where a registrar is involved have
to be considered. UCG already addresses these aspects. We are working on
further processes to cope with this scenario. Again, usability and security
are the main focus.

Keep configuration even if complete system is handed over to another provider.

In an environment where a service provider is responsible for the setup
and configuration of a system, a handover to the operaror is required. UC6
addresses this handover and raises the convenience level. This 1s a great
opportunity since today installatons have to be set up in a new way if a
handover happens.

7.4. Possible drawbacks for the customer

Transparency about device ownership

Our proof of concept uses Ethereum as blockchain technology. The open
character of this blockchain allows conclusions about the ownership of
devices registered. This might be a similar drawback for the manufacrurer
(see 7.2). Further development in blockchain technology as well as access
restriction to data can cope with this drawback.

Need for having a registrar

The implementation of the proposed system requires the usage of a
registrar for each installation site. For smaller sites this might be a dissuasive
effort. Therefore, it is required that the effort for setting up and operating
a registrar is reduced to the minimum. Nevertheless, a customer will only
use this kind of system if the benefits mainly and the convenience level
are high.

7.5. Summary as SWO'T

Strength Weaknesses

- open ecosystem - costs, if public blockchain

- security - registration process needed
- proof of origin - registrar needed

- easy registration

Opportunities Risks

- use as inventory
- manage firmware
upgrades

- easy handover of
mstallation

- transparency over devices

8. Conclusion

We presented a concept for a device registration system based on
blockchain technology. This system allows the allocation and management
of device identities which are independent of manufacturer-provided
systems. Therefore, our proposal of a self-sovereign identity management
is immutable and independent of the failure of any single player.

The usage of already existing signing technologies in combination with
JSON Web Tokens and the concept of DIDs allows a fast and lean
implementation. Due to the application of secured hardware the access
to the identity can be kept on the device. Just like identity for humans, the
identity of things will be an essential feature for furre applications.
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Abstract

A strong need for evidence-based practice in the blockchain and distributed ledger technology (DLT) research, development and action domains
is currently clarifying. Literature highlights a lack of transparency around the outputs, outcomes and impacts of blockchain projects. As previously
cited in an article of this journal, for example, the US Agency for International Development studied 43 projects and found that nearly all 43 did not
want to share their results [1]. The Centre for Evidence-Based Blockchain recently completed a study of 517 companies to see if their blockchain
projects could be defined as evidence-based practice. Over four years they measured companies using the PCIO framework (what evidence is there
of Problem — Comparison — Intervention and Outcomes) of evidence-based practice. The studies concluded that almost half of the blockchain
companies showed ‘no explicit evidence of the problem to be solved. Approximately one-third failled] to cite a4 comparison and intervention
analysis, and less than 2% demonstrate[d] evidence of outcomes backed by filtered (critically appraised, peer reviewed) information’ (Nagvi &
Hussein, p. 8 |2].)

This article presents how qualitative research design and methodologies can help companies and academics achieve evidence-based practice. It
presents a case study, in the PCIO framework, of a small-scale agriculture sector project to assure a specific quality. The case study is a conclusion
of a project that was run as participatory action research (PAR), involving a consortium including academics, farmer practitioners and a rechnical
DLT platform developer, between 2018 and 2020. The findings show that PAR is an appropriate research method for any democratic collaborarive
consortia to achieve evidence-based practice through dialogue, discussion, co-development and trusting relationships.

Keywords: distributed ledger technologies (DLT), participatory action research (PAR), case studies, agri-food supply chains, research and development design, qualitative

research methodologies, evidence-based praciice.
JEL Classifications: O3, 1.6, and (1.

1. Introduction

There are high-profile agri-food sector blockchain case studies from the
biggest sector companies working with tech giants such as IBM’s Food
Trust (its website features seven case studies, with IBM’s blockchain
solution improving supply chain efficiency, food safety, waste and fraud,
brand trust, etc.) [3]. Their purpose is to mainly serve as marketing tools,
but the case studies do report evidence of problems solved by the IBM
solution. Both regulatory direction and consumer demand are pushing
blockchain technology into agri-food supply chains. The US. Food and
Drug Administration (FDA)’s 2019 initiative The New Era of Smarter Food
Satety [4] was built on the 2011 Food Safety Modernization Act (FSMA)
by suggesting a modern approach to food traceability. This accelerated a
number of blockchain proof-of-concept projects. FoodLogiQ, IBM Food
Trust, ripe.do and SAP simulated seafood supply chain data sharing by
leveraging GS1 standards, the most widely used supply chain standards
in the world. Blockchain technologies in the project facilitated more
accountability in the supply chain, through multple parties across a
supply chain supplying data forming an immutable ledger or audit trail of
product events and transactions [5]. In August 2020, the U.S. Department
of Agriculture said it envisioned distributed ledger technology (DLT)
becoming integral to the functioning of complex agricultural supply chains
in the future [6].

Chinese consumers became even more interested in transparency during
the COVID-19 crisis. In response, the APAC Provenance Council was
formed in 2020, including VeChain and Blockchain Australia, again
leveraging GS1 standards. By combining resources from all members, the
Council aims to provide a comprehensive blockchain-enabled food supply
chain finance ecosystem, bridging traceable, safe and trusted trades with
shorter billing terms between Australian suppliers and Chinese importers,
as well as proving traceability of product |7]. Global-scale hi-tech food
supply chain companies are progressing the development of national
and international traceability pilot projects with solutions that include
blockchain technologies to provide transparency and traceability, as well
as improve the speed of tradability [8], [9]. This all builds on Opara’s
vision from 2002, discussing the future prospects for traceability in the
food supply chain, and correctly predicting that access to better hardware
and software would eventually enable ‘the development of electronic
identification (EID) systems, which include electronic tags with chips and
handheld scanners for reading, storing and transmitting the data to PCs for
analysis and long-term storage’ [10].

Food supply chains, whether agri- or aqua- focussed, are conceptually
similar, and work as a linear chain of custody of different actors. All
food supply chains start with a grower/producer — the producer might
be nature itself, or a farmer working with natural resources. Distributors
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(hauliers) then take over the chain of custody of the farmed and harvested
product when they transport it to food processors, where natural products
are then either blended or divided into packaging or combined with other
ingredients. The processor sells the end product to retailers who in rurn
sell to consumers,

Drawing on agriculture and food supply chain literature (eg. [11], [12]),
Parmar and Shah review a number of past and current blockchain projects
and suggest a series of issues suffered by each of those actors along the
chain that could be improved by the application of blockchain and other
technologies (pg. 5926, [13]). Before them in 2015, the Provenance Project
recognised the value of consumers and the chain of custody actors in food
supply chains by providing them with documentarion about a product’s
origin and journey through the supply chain via a trustable data format in
their whitepaper [14].

The paper initially suggested a decentralised application (Dapp) based
on the Ethereum blockchain to be the trustable data source. Provenance
has since developed a transparency platform and consultancy business,
and has worked with the global food brand Princes Group, to provide
blockchain tracking and verification for fish and fruit supply chains; with
the International Pole and Line Foundation for fish; with Marleybones
for pet food; and Bridgehead for coffee (all case studies can be read ar
provenance.org). Systematic literature reviews of blockchain technology in
agriculture mainly discuss the countries where the most activity in the sector
is happening — China is the leader with most academic publications about
agriculture sector blockchain projects, followed by USA, Italy, India and
Spain [15]. The academic literature reveals trends, with research focussed
on traceability, security design and blockchain networks as information
systems [16]. However, there are far fewer small-scale projects discussed
in the literarure thar focus on the collection of data about what happens
to produce on farms, when it is in the chain of custody with the gmwer{
producer. This is just as important as some consumers need to be assured
of specific qualities being constantly present in products throughout the
entire lifecycle due to health challenges.

This article focusses on a small-scale DLT" in agriculture project, showing
what evidence there is of Problem — Comparison — Intervention and
Outcomes, a framework recognised by Nagvi & Hussein [2] for proving
evidence-based practice. The project was a social research involving
interdisciplinary  collaboration, across a range of disciplinary and
organisational boundaries. But what does this mean for research practice?
How important is participatory action, connectivity and collaboration
in research design? Participatory action research (PAR) is a broad term
covering a range of participatory approaches to action-orientated research.
It has great practical value in interdisciplinary research practice, common
when working with external partners for collaborative project outcomes.
PAR involves researchers and participants working together to actively
investigate a problematic siruation or action in order to change or improve
it for good [17]. This article shows that PAR is an approach for academic
researchers and external organisations to work together, to co-produce
meaningful research designs and practical collaborative project outcomes,
as well as prove evidence-based practice.

2. Principles of PAR

The principles of PAR originated over 70 years ago with Lewin and the
Tavistock Institute [18]. It is practice-led, rather than practice-based, and
contrasts with traditional scientific research where participants are objects
of the study. The PAR methodology is structured as a ‘cyclical process
of fact finding, action, reflection, leading to further inquiry and action
for change” (Minkler, p. 191 [19]). The approach includes collective fact-
finding, analysis and decision-making involving egalitarian participation
by a team, community or organisation to transform some aspects of
its situation or structures through action, research and experience (p.1
Reason & Bradbury [20], [21]). As such PAR practitioners attempt to

integrate three aspects: participation (life in society and democracy), action
(engagement with experience and history) and research (soundness in
thought and the growth of knowledge — Chevalier and Buckles, pp.6-8
[22]) with practical actions seamlessly uniting with research (Chambers,
p- 315 [23]) and typically being performed ‘with® people and not ‘on’ or
‘for’ people (Chevalier and Buckles, p. 5, [24]). PAR provides a genuine
co-learning process through which different ways of knowing are valued
and integrated and importantly the research process is considered to be as
significant as the outcome (Pain and Francis [25]).

The PAR approach typically helps to create actionable knowledge, or
interventions, for organisations facing difficulty and change by reflecting on
and learning from the organisation’s reflections and learning, respectively,
It is this idea of meta-learning through the inclusion of academic and
practitioner reflection that elevates action research above everyday problem
solving [26], [27]. PAR can be particularly effective for multidisciplinary
research. PAR approaches focus on enabling full participation of all
those involved in the research process [28], and forging partnerships so
participants can explore possibilities for transformation together [29].
Although collaboration has become common within the social sciences,
there is evidence that multidisciplinarity 1s only now becoming more
accepted and understood in the wider academy [30].

PAR is an approach based on a set of core values that follow a broad
process, rather than specific methods mapped out in advance. Together,
project teams work iteratively to develop the focus of interest, methods
and findings, sometimes dividing up tasks according to experience, and
always reflecting at each stage. Both the enquiry and decision-making are
therefore open and jointly negonated (see Pain, Kesby and Askins, [31]).
This involves the creation of a culture of systematic reflection within the
project team. In order to create this culture of reflection it is important to be
as open and transparent as possible and to actively include all stakeholders,
and the project team, in the research design process. While this might at
first appear to be at odds with the usual systematic research process, it has
been suggested that it does not fundamentally alter the research method:
rather, it places it within a process where it is developed and discussed by
a group that has a range of perspectives, knowledge and expertise [32].
This participatory action research consortium involved SRUC — Scotland’s
Rural College, a collective of farms, and DLT platform software developers
working collaboratively to co-create research and action in the form of a
proof of concept technology demonstrator.

3. PCIO case study

PROBLEM: This project originated from an enquiry to SRUC — Scotland’s
Rural College — from a group of farms in the north east of Scotland in
2018. They sought a reliable method of providing traceability, provenance
and assurance of the gluten-free oat crop that they grow. Although oats are
naturally gluten free, some manufacrurers require assurance that they are not
contaminated with other grains that may contain gluten. Some consumers
need to be assured of specific qualities in food due to health challenges. For
example, auto-immune response in people with Coeliac disease or severe
gluten allergies (1-2% of most populations) is triggered when consuming
more than 10-50 mg. Most health authorities define gluten-free products
as containing less than 20 parts per million gluten [33]. Oats are naturally
gluten free, but can become contaminated (e.g. by wheat, barley or rye) as
they grow and are harvested and stored on the farm, or are processed or
transported by food manufacturers. This contamination risk makes them
an unreliable food source for Coeliac disease sufferers. Although there is
no official gluten-free assurance scheme, the farms have developed their
own protocols to ensure that no contamination takes place on the farms,
and required a mechanism to provide details and proof of this to the rest of
the supply chain. Understanding the capabilities of blockchain technology
for agriculture, SRUC held initial meetings with a DLT platform technical
development company, to see if the farms’ requirements could be met by
the DLT platform. As a consortium, we developed a participatory action
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research and technical development approach.

INTERVENTION: Funding was secured for a project from The Scottish
Government’s Rural Payments and Services Department’s Knowledge
Transfer and Innovation Fund (2019). A DLT platform was used to
establish a decentralised private network between the farmers, SRUC
(acting as verifiers) and third-party validators to enable them to co-create
a persistent digital record through time of data transactions about the
oats. All parties in the network stored the decentralised record for resilient
mnformation security. The DLT platform also enabled the collaborative
building of a shared but permissioned and encrypted digital register,
which collected and secured data about the oats” GF status, throughout
their growth lifecycle from the different participants. We brainstormed and
mapped this process using Visio as a tool to construct a diagram, defining
what actor undertook which step, and what digital data were required to
prove its validity. Some process steps required sub-steps, where a number
of processes would be repeated in the parent step through time (Figure 1).

Gluten Free Dats Cycle Process for Blocks of Fields

Figure 1: The process mapping of steps and data required as
proof in the gluten-free oats cycle.

We then constructed it as a process of steps by actors in the DL platform’s
process designer user interface (Figure 2).

Figure 2: The SICCAR DLT platform’s process design user
interface (see http://wallet.services).

The farmers and verifiers in the private network could both read from
and write on the register via a controlled process in a programmatically
governed way. Fach party only had access to write or read the data for
which they had explicit permissions. Permissioning was agreed by all the
parties via a function in the process designer user interface, and was written
as cryptographic rules to the shared register as part of publishing a multi-

party process (Figure 3).

Step Faial Laseal Ll irtpanysssure —ifiar
Feid ragury ol Tapcce kg - - -
¥ vmrry [ - - -
Fremd ey Camnt bty - - -

Figure 3: Granular permissioning of cach piece of data in
SICCAR (see http://wallet.services).

Dara was only decrypted if a participant is a member of the waller that
the data transaction was sent to (proof of authority is the consensus
mechanism the DLT platform uses). Figure 3 shows that the Field Record
Upload, the Block 1D and the Grower Identity data, all part of the Filed
History step in the process, should be decrypted by the Farmer, Third-Party
Assurer and the Verifier actors. Access to the actors’ wallets is controlled
by adding and remowving delegates from wallets, and this was managed
using each organisation’s pre-existing enterprise user authentication and
ID management system or directory, and the user management application
in the DLT platform. Webforms gave access to all actors in the network
through a simple web address, where they could only see actions and
data relevant to them, minimising compliance and regulatory obligations.
(Figure 4 shows the Farmer’s first actions in the shared process, requiring
data upload via a webform.)

Field History

Field History

Fiwld Record Upload ™ &
B O e
Block 1D &

Grower dentity * &

Figure 4: Webform viewable by the Farmer actor,
requiring data upload into the DLT platform
(see http:/ /wallet.services).

Farmers’ data had to be validated as being true by the verifiers. Third-
party assurers were given access to certain data ro audir for certification.
Once written on to the register, the data was encrypted so it could not
be tampered with. The DLT platform’s directed acyclic graph (DAG)
architecture model enabled the representation of complex split and
combined chains, and for agricultural processes that at points had multiple
repetitive steps — Figure 1 shows the requirement for the cultivating step to
have a number of sub-steps.

API access to the public data, provided for transparency on the register in
unencrypted format, powered a mobile-friendly web app that consumers
could access via their phone’s camera capturing a QR code to trace and
track the gluten-free status of the oats using the data defined as public

(Figure 5).

This app was launched by consumers taking pictures of a QR code on the
packaging of the oats (Figure 6).

The output of the project was the construction of the secure, private,
permissioned DLT network and the publishing of a shared rules-based
process on an encrypted distributed register, which was accessible to the
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Figure 5: Unencrypted data defined as public, and so viewable
to the API, and powering a mobile-friendly web app for
consumers to view.

THE

OAT

COMPANT

Figure 6: The QR code on the packaging of the oats,
which opens the app showing public data, to prove their
verified and assured gluten-free status.

consortium members through a user interface of easy-to-access mobile-
friendly webforms governed by wallet services. This live and tangible
output — a proof of concept (POC) — had a number of outcomes.

OUTCOMES: The project’s outcomes, a live, published POC that could
be interacted with and demonstrated, proved that the DLT solution
enabled and facilitated the provision of transparency to consumers (see
Figures 5 and 6, above). Consumers could track provenance, and trace and
monitor gluten-free levels of the oats throughout their lifecycle from seed
to shop. It also tilted some power in the supply chain back to the farmers,
as they were able to evidence the quality of their processes to buyers and
food producers for a better price. This builds on the hypothesis that value

distribution becomes fairer with increasing transparency as proposed by
Gardner et al [34]. In our case, the DLT solution was an economically
fairer sociotechnical development for farmers. The DLT platform
developers received a license fee, and SRUC had a live POC, which could
be demonstrated to achieve impact in the sector: 100 professionals in
the sector experienced demonstrations at the Future Farming workshop
in Aberdeenshire on 19 February 2020. There have been another 100
views of the YouTube video demo of the POC [35]. The live and video
proof of concept demonstrations, and short online qualitative case study
report further attracted the interest of the press and generated stories.
In September 2020, there had been one international BBC programme
produced that featured the project and its case study [36], one national
press story ([37]), two regional press stories (|38], [39]), and four sector
press stories ([40], [41], [42], [43]) — significant external coverage, although
actual reader numbers cannot be measured from these external sources.

4. Discussion

Knowledge transfer to the agricultural sector was a key impact enabled
from publishing the participatory action research project as a PCIO case
study, which the press picked up on. Another impact of utilising PAR
during the lifecycle of the project meant we were focussed on generating
outcomes for all parties’ benefits. PAR also demands reflection and
evaluation, at the end of cycles, and a summary of learnings within them.
For the DLT platform developers, there were learnings that became part of
their platform through their agile software development processes: the idea
of steps and child steps. This was needed for agricultural processes that
had multiple repetitive steps (see Figure 1) and for processes that needed
to eventually combine. Halfway through a harvest cycle, adding data to
a register, the consortium recognised the need to consider what would
happen if a field or harvest failed to be gluten-free due ro contamination,
therefore requiring the ending of a register (the oats continue into the
supply chain for food production, but without the special quality being
guaranteed). The design of the register therefore changed at mid-point,
and at the end of the harvest, when it was recognised that registers tracking
field blocks needed ro combine to become the single record for the store.

The learning for SRUC as validators of evidence was that sometimes the
best digital evidence would be pictorial and direct from a users’ smart
device in their pocket on the farm. The metadata of the picture provided
the triangulation data proving date and rime of pictorial evidence and
location of device. The learning for the farmers was that any data they
input into the new DLT system ended up being an irritating time-wasting
duplication of effort, and that for the system to be an acceptable TT
addition, data input would need to be automated from edge devices such
as sensors, and that Bring your own Device would need to be strongly
authenticated securely into the DLI' nerwork.

5. Conclusions and further research

Participatory action, connectivity and collaboration were important in our
applied research and development project. The consortium agreed that the
PAR project resulted in a proof of concept which proved the technical
viability of DLT, and as a case study in the PCIO format, this gained
sector and press interest. The need to automate evidence directly from
machines — hardwares such as ToT devices and softwares such as sector-
specific management systems — as well as from user devices not necessarily
in wallets is a technical challenge to overcome next. All hardwares and
softwares would need to be strongly authenticared and validated to be
acceptable into a secure, private and permissioned DLT network as an
actor. The business model was not proven by the project or the PoC, and
this would also need to be worked out as part of a more extensive pilot
and roll-out.

PAR as an action-focussed cyclical process enabled the consortium’s
project and fitted with natural cycles of growth and harvest, as well as agile
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software development cycles — it presented a very democratic mode of
approaching research, learning and the action of technical development.

Multidisciplinary collaboration with external partners enables a type of
radical knowledge co-production that can enhance the learning, knowledge
and expertise of all those involved, leading to positive research outcomes.
Despite the potential benefits of the PAR approach when working with
external partners on multidisciplinary collaborative projects, there are
a number of organisational barriers to be considered. However, PAR
provided the framework to establish research questions, develop methods,
conduct collaborative data collection and analysis and produce outputs, but
the details of the process must be context-specific. This has meant that to
date, PAR and co-production projects occur at a relatively small scale [44).
As agri-food-focussed DLT proof of concept projects and pilots continue
and mature, processes will be longer and more complex as different parts
of the supply chain join in. The democratic and collaborative nature of
bigger, longer-standing DL networks will find that PAR is an appropriate
rescarch method to achieve evidence-based practice and provable outcomes
and impact through its focus on dialogue, discussion, co-development and
trusting relationships.
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Abstract

Blockchain technology can be made more efficient with an incentive mechanism using tokens. This article proposes an innovative method of initial

token offerings (ITO), allowing issuers such as the government to sponsor and implement policy targeted at specific products, projects or technology.

Sponsor’s qualifications can gradually be relaxed and guided by a pre-determined process. With a combination of call auctioning and commanding
price (CP) determination, the initial issue price is fixed by the sponsor and ultimately by the consensus of all stakeholders. This approach ensures

that the initial roken price is non-zero at launch and leaves room for revaluation in line with subsequent development of the project or technology.

ITO can attract more enterprises, teams and individuals to participate in the innovation activities of critical projects or technological breakthroughs

by reducing their economic costs and risks, thus accelerating project collaboration. It also combines a conducive regulatory environment and market
forces to achieve flexibility and effective management of technological innovations,

Keywords: /oken; commanding; issue price; circulation
JEL Classifications: G/8, G28, G38, K22, K23, 016, 038

1. Introduction

Over the past few decades, financial innovations such as stocks, bonds, real
estates and complex instruments have generated good market returns for
investors. But the continual artificial economic growth via the issuing of
debts through quantitative easing will not last forever [1]. Digital currencies
have the potential ro become a new form of value carrier or even the new
type of default currency, going beyond the current definition of money
and extending the concept of value through tokenisation [2—4]. Today,
initial public offerings are an essential way to raise funds for traditional
companies. But with digital currencies, more innovative ideas have been
adopted. Whether these recent innovations will sufficiently meet the needs
of the future monetary system is still debatable [5-11].

An Initial Public Offering (IPO) is an act of offering the stock of a
company on a public stock exchange for the first time, a method regulared
by most state securities and exchange administrations. With the advent
of Bitcoin (BTC) and the beginning of the token economy, four notable
financing methods have emerged in the blockchain world. Initial Coin or
Crypto-Token Offerings (1CO) [12] refers to the initial issuance of tokens
by blockchain projects to the public in exchange for cryptocurrencies
such as BTC, Hthereum (E'TH) or others with liquidity for the project
operations. Initial Fork Offerings (IFO) refers ro the issue of new tokens
generated by forking mainstream cryptocurrencies such as Bitcoin. Initial
Miner Offerings (IMO) refers to the issuing of tokens in exchange for
mining machines or related hardware equipment. Initial Exchange
Offerings (TEQ) refers to issuing tokens that will be listed directly on the
cryptocurrency exchange [13-16].

The sole purpose of these four fundraising methods is to raise capital
from investors. There is no circuit breaker in the round-the-clock trading
of digital currency on crypto exchanges. The lack of regulation has little
consumer protection, and investors may risk losing the entire amount of
investments' [17, 18].

There are also enormous compliance and capital risks in ICOs and TEOs.
While Security Token Offering (STO) meets regulatory conditions in some
jurisdictions, there is a long time lag in actual offering and listing as there
are many regulatory hurdles. A time period of up to six months’ lag to
settle simple legal issues is not unusual. Long audit period is also a pain
point for these time-sensitive blockchain projects. Unable to meet the
urgent need of capital, STO has little advantage over IPO [19-27).

The core value of blockchain technology comprises the proof of existence
and a token |28]. The former refers to maintaining immutable records and
is an essential feature for blockchain. The latrer is subject to increasing
scrutiny by most regulators. A token mechanism is especially vital to
incentivise connection and collaboration. A blockchain without token
commands a lower valuation [29-31].

The choice of a valuation model is an issue, as is the risk. In an 1PO, one
or 4 combination of valuation methods such as time-adjusted returns and
market comparison can be used for price-fixing, In book-building before
IPO?, the price may be based on cumulative bidding, fixed price, auctioning
or other established methods. After listing, market makers® are allowed to
provide bid-ask within the maximum spread to provide liquidity and price
stability. However, in an 1CO, the issue price is mostly decided unilaterally
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and predominantly by the issuer. There was also the use of discriminatory
and uniform pricing methods for some projects. Meanwhile, some official
policies have been released lately®, and their effectiveness remains to be
seen. Generally, there are insufficient regulations on market-making that
provide market stability and liquidity [32-35].

2. Tokens as a Core Value of Blockchain Technology

Cognition is fundamental to Commanding Price (CP) mechanism. The
mental action or process of acquiring knowledge and understanding
through thought, experience and the senses is key to commanding price
formation (CPF). CPF is observed in the pricing of new inventions,
valuation of start-ups and emerging museum art pieces, and intention may
be at the core of commanding pricing, The initial pricing decision is linked
to the intent, and in the case of the low price of a ticket to a museum,
the government’s intention is to promote high visitations. The core of
CPF is its linkage to a purpose and may create other consequences such
as an arbitrage opportunity. The risk and responsibility of balancing the
conflicting interests, in this case, arbitrage opportunities and promotion
of education welfare for the visitors, need to be balanced by the central
planning authority. Very often, the inability to balance these competing
interests of commanding pricing may lead to public resistance as there
is an inherent risk of distortion of free-market structure that evenrually
breeds monopolies.

Hayek believed that the principle of self-organisation of the market
economy was a significant contribution of classical economics and
opposed any form of economic planning, Hayek argued that even the right
to issue money should be returned to private banks without a monopoly
from the administration. The theory of liberalism and non-government
interference in economic activities and the idea of fiscal revenue based on
the principle of fiscal balance have dominated the capitalist world for more
than a century. From Hayek’s point of view, the primary role of the state
should be to maintain the rule of law and to avoid involvement in other
areas as far as possible [36, 37].

After entering the period of monopoly capitalism, the contradiction
between the social nature of production and the private possession of
the means of production became increasingly prominent, and the period
of early 1930s saw the break out of the world economic crisis. Keynes
believed that the doctrine of achieving balanced employment through the
automatic market regulation mechanism had been falsified. He actively
advocated state intervention in economic activities, making fiscal revenue
an essential tool for simulating effective demand, that is, consumption
demand and investment demand, and strengthening macroeconomic
management. The main conclusion of Keynesian economic theory is that
there lacks an automatic mechanism that is powerful enough for production
and employment to move towards full employment in the economy [38].

Keynes proposed the Bancor plan in 1944 at the United Nations Monetary
and Financial Conference in Bretton Woods, New Hampshire, which
eventually became aborted following with the White Plan proposed by the
United States. In Keynes’s monetary scheme, there should be a unified
world currency, i.e. Bancor Coin, by the International Clearing Union.
The allocation of money would be calculated based on the average value
of import and export trade in the three years before World War I1. The
Bancor agreement can be considered as a form of the commanding pricing

method. [39)

Hayek argued that free-price mechanisms were not designed deliberately
in advance. But these mechanisms were led by spontaneous social order or
by human behaviours rather than human designs. Effective exchange and
use of resources could only be maintained through price mechanisms in
the free market. [40]

The applications of commanding price mechanism are seen often in the
practice of finance. There are notable examples such as the linked exchange
rate” and the Secured Overnight Financing Rate (SOFR)?, perceived as the

issuance with official endorsement and sponsorship. According to the
value theory of consensus’, value is derived from consensus. In a future-
oriented monetary system, no matter how a specific pricing method is
implemented, the only way to generate value is to reach a consensus on
price within a specific range. Government-commanded token prices are
similar to the national price-stabilised commodity prices. The idea of price
stability in China has had a long history [41].°

Digital cutrency is a possible new form of wealth in the future. If there is
an absence of a commanding or sponsoring party, there will possibly be a
repetition of history, which saw many digital currencies having a breakout
in price and subsequently going to zero. Moreover, if the government-
sponsored issuance does not provide enough resources to attract users to
reach a consensus, the digital currency system is sustainable. For instance,
some Latin American countries continuously printed money withour
a broad consensus among the public, which saw the sovereign money
depreciating sharply.

Therefore, the pricing method for the future business systems should
be a balancing mechanism between the commanding and multi-party
participation, with both the guidance of the nation’s will at the macro level
and the flexibility of market forces, in order to find an entry point of the
combination of the planned economy and the free market. In the early
stage of project development, the commander (price fixer) or sponsor takes
on the responsibility of endorsement and backstop to attract participants.
With the organic growth and increase in participation, the commander can
gradually exit, and the pricing will be determined by the consensus reached
by the growing number of participants. The corresponding token price
fluctuation will be volatile and should be issued 1n a limited price range
to reach consensus gradually. A commanding mechanism with multiple
participants is more likely to use blockchain to accelerate the process of
reaching consensus among stakeholders. The future economic activities
will include more pricings on these specific contents in different price
ranges to make the valuations of innovations quicker and more reflective
of the market forces.

3.1TO 1.0: A Token Technology Sponsored by the Government

Although many governments have yet to allow 1COs, the government
iself is suited to use the token technology to effect macroscopic control
in a consortium blockchain scenario. We refer to the initial token offerings
sponsored by governments as TTO 1.0, which can be regarded as an
extension of the contemporary tangible standardised futures marker, such
as that in grain or steel, to a more abstract and intangible non-standardised
product market. By adopting the token technology, the government can
provide precise and rapid resource subsidies for key products, technologies
and services intended to support and guide technological innovations in a
directional way.

From the perspective of macro-control, especially in dealing with time-
sensitive emergencies, the government should use token technology to
provide accurate, fast and effective resource-allocation channels for key
issues that require various types of support. ‘The most direct application
scenario is the distribution of government subsidies. The government
can participate in a consortium chain and allow the positive effects of
tokens to be fully realised. In a contemporary public chain, the token price
corresponds to the future value instead of the present value. The former
is more difficult to determine. Public chain’s token prices evolve similarly
to a rollercoaster ride — when good news emerges, prices may seemingly
irrationally rise ten-fold or even one hundred-fold [42], and they may
subsequently drop drastically by more than 90% [43]. These fluctuations
leave many without the confidence to invest, exerfing unnecessary
pressures on the project team and rthus the morale. However, with the
government’s involvement, this shortcoming can be corrected to a certain
extent. For example, government subsidies or industry guidance funds can
be used to establish the fundamental token value, and resources can be
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distributed within companies by giving tokens. The support fund is linked
to the future earnings of the target industry. One of the possible ways of
linking is that the government making equity investment with the tokens
in the enterprise or team according to the information of the industry,
enterprise or team size and support intensity and so on, so as to integrate
the support fund into the industry in the form of tokens. The government
investment should not focus on the capital but should instead be made
in hopes of supporting the industry and the environment needed for its
success. As a result, the project’s value would not decrease to zero at the
initial stages and instead would have substantial upside potential.

Government subsidies and industry guidance funds already exist and have
come under much criticism. From the perspective of liberal economics,
they are considered the method of a planned economy, which is inefficient
and has the possibility of policy arbitration, erc. Despite how these
criticisms make sense, there seem to be no better solution, until now. With
the advancements of blockchain technology, it serves to be the better
solution. For example, China now wants to encourage the development of
a new energy-based vehicle industry. While clean energy is the future goal,
marker guidance alone is not sufficient as the domestic technology does
not have a clear competitive advantage.

Furthermore, a large amount of funding would be required for the
manufacturers” initial capital. Reaching profitability will likely rake years,
and government investments can serve to be very helpful when emerging
enterprises experience such difficulties. The current practice is that the
government will provide subsidies for all new domestic energy-based
vehicles so that the subsidy amount will directly reduce the price and
hence, consumers will be able to buy vehicles at low prices. Consequently,
numerous previously unknown electric car brands have suddenly emerged
while prices have risen to unjustifiably high levels without a match in
quality, demonstrating a deceptive effect of subsidies on the car market.
From the government’s point of view, this problem is challenging to solve.
Having to decide both on the item and amount of subsidy means that
many background operating aspects remain subject to manipulation. Fven
if the government stipulates numerous rules to apply to indicators, there
will still be artificially manipulated results of the corresponding indicators
that lead to cheating and underhanded actions.

If the government wants to provide targeted support, instead of cars,
perhaps it should subsidise critical technologies that can be implemented
with the token technology. In the electric car industry, battery technology
and electric-kinetic conversion are two key technologies. The government
-an issue two kinds of tokens, such as Token A for the battery field, which
can be used for battery trading, and Token B for electricity-related uses,
which can be used to buy and sell electric engines. Token A will be given to
businesses that can only purchase battery equipment so that the respective
tokens will always remain inside the ecosystem. Besides, the company
can continue to hold Token A, with the expectation that the token price
would rise in the future. As the industry develops and battery technology
becomes more advanced, and as the toral quantity of Token A is limited
(e.g. 10 million), then one unit of Token A will become more valuable in
the future than at present. This means that if the battery industry develops,
Token A will continue to appreciate. This is likewise for the mechanism
of Token B to the engine field. The interesting fearure of the two tokens
is that they provide more targeted rewards to different businesses and
technologies, and allow a flexible approach with a higher tolerance to the
varying development speeds.

By introducing the blockchain technology, the industry-led fund model can
achieve specifically targeted subsidies.

The first aspect is the use of tokens under the guidance of authoritative
institutions. Subsidising key technologies to be innovated or optimised for
upgrading rather than subsidising products will focus more precisely on
mndustry support. Government subsidies and industry guidance funds can

be used as a basis value; subsequently, tokens, instead of currency would
be issued to keep the funds circulating in the ecosystem, which will help
achieve the vision of supporting the industry and establishing a healthy
ecosystem. This approach is relatively fair towards companies. With
government start-up funds, small-scale companies can also participate
in the industry, and as long as they can solve the fundamental problems,
they will gain profits by selling qualified rechnology and products. 1f the
government holds a portion of the tokens, and as the market develops, the
tokens will rise further, and thetr future value is likely to exceed the initial
value.

The second aspect is the targeted industry incentives by issuing tokens
with basic prices. Tokens can be used to implement more detailed and
precise incentives, channel funds into the cutting-edge fields, thereby
spurring innovation. More specifically, it is possible that developing :
certain process can affect the entire ecosystem and industry both upstream
and downstream, and smaller-scale companies can focus their resources
on solving key problems to increase their competitiveness in the market.

The third aspect is that tokens can produce more value when combined
with the market. The tokens in the ecosystem are traceable, and an increase
in circulation of tokens produces more value than a one-time trade of
the traditional fund subsidy. Circulation also involves the market forces
and the government only needs to ensure that a macro regulatory system
is in place. It can be said that the government can both lead and let go.
The system can have central regulation, distributed liquidity advantages
together with the perfect combination of a planned economy and a free
market. Therefore, we believe that the adoption of token-based blockchain
technology is an appropriate solution,

In addition to the guidance and management of internal innovation,
ITO can also be applied to the overseas expansion of Digital Currency
Electronic Payment (DC/EP). According to the publications and speeches
by YAO Qian, MU Changchun and other researchers from the central bank,
China’s DC/EP have basically completed the top-level design, standard
formulation, functional development and joint adjustment test. Under
the principles of stability, security and controllability, China’s DC/EP has
been started in four pilot cities, namely Shenzhen, Xiongan, Chengdu and
Suzhou, for the internal test. The first batch of pilot institutions includes
four statc-owned banks and three major operators. The pilot scenarios
include transportation, education, medical treatment and consumption,
and more optimised DC/EP functions will come out to proceed with a
legal tender in the digital form for application prudently. The domestic
Ren Min Bi (RMB) digital currency should emphasise the stability, and
the internationalisation of RMB needs to consider the growth aspect.
By adopting ITO, at the initial phase of the issuance, overseas digiral
currencies can be related to the domestic RMB by providing a base price.
Hence after, foreign-based digital currencies will depend on participants
and market forces to achieve its circulation value. As China’s international
status ascends, RMB will appreciate, matching its offshore development
and its organic growth process.

4. Possible Risks and Coping Strategies of ITO 1.0

Many countries still forbid token issuance because of the potential risks
and unclear countermeasures. [44]

One concern is moral hazard. At present, the objective of government-
led funding in the non-public investment field is to foster companies.
At the same time, funding in the public investment field also means the
government is endorsing the project’s background and authenticity,
which would attract more investors. Without additional implications, the
worst-case scenario i1s government being held responsible for mistakes
in investment decision-making, However, the existence of additional
implications could change the role of the government from that of a referee
to that of a participant, and even potentially make them jointly liable for
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being the party that is providing false statements to project participants and
deceiving public investors. There is no doubt that the relevant individuals
who make decisions and provide information will face a significant moral
hazard. In the stock market, there are many cases of local governments
being involved in public companies’ fraud, and these serve as cautionary
tales. Specific measures that include setting up regulatory authorities and
giving exchanges significant administrative powers are also implemented to
balance the market.

The second concern is the dilemma caused by information asymmetry.
The asset-side or project teams has a natural advantage of information
asymmetry. Should there be no legal provisions for information disclosure,
the advantage will certainly be significantly nlted towards the asset-side.
From the point of view of objective information disclosure, blockchain and
the Internet of Things are suitable for objective information disclosure of
production indicators. However, detailed granular information disclosure is
difficult to implement for financial and business operating indicators, as it
can lead to a complete loss of an enterprise’s privacy. However, if financial
and business operating indicators are not disclosed, the information
asymmetry problem faced by capital providers cannot be solved. The
crowdfunding mechanism established by the United States JOBS Act may
provide a way out by advocating a cap on funds, a cap on financing on the
asset side, and an exemption from certain disclosure obligations. However,
in the context of blockchain and rokens, significant innovations are still
required to apply the blockchain technology.

It can be expected that ITO 1.0 will encounter those two challenges during
implementation. In this regard, the government only endorses and leads
in the early stage of the cold start of a project, and then transitions to
using the market mechanisms to distance itself appropriately. The private
information of companies is stored in the blockchain over time but is not
disclosed synchronously. Instead, disclosure is performed step-by-step
according to time period or milestones achieved so that the demands of
both privacy and regulation can be satisfied.

The government does have an endorsement role in the cold start of TTO
1.0, using fiat currency funds and their credibility to sumulate the technical
direction or fields they intend to support to attract teams with qualified
technical expertise. However, this endorsement is not long term and is
limited to solving the cold-start problem only. Instead of a long project
cycle in the stock market, the project cycle in I'TO 1.0 is much shorter,
which can reduce the fund risk to some extent. Of course, a project
may evolve in two ways. If the project is unsustainable, participants will
not be optimistic about the future and will sell the tokens to withdraw
from the project. Hence, the token price will fall and the government will
ultimately be able to buy the tokens at a low price, and all participants will
quickly exit. Alternatively, if participants are optimistic about the project
and are willing to obtain more tokens at high prices with the expectations
of higher revenue in the future, the government only needs to develop
macro-regulatory principles on the premise of allowing participants to
liberalise the market instead of continually endorsing the entire project.
The government’s endorsement is not a one-time event, Le., tokens can be
tssued and released gradually to balance the market’s supply and demand,
and can also stop losses in time for the case of unsustainable projects.

ITO 1.0 reduces the likelihood of corporate policy arbitrage. For listed
enterprises, there is a possibility of collusion, but in the I'TO mechanism,
participants are not a single subject but rather multiple subjects with a
horizontally competitive relationship. The supporting rules are no longer
aimed ar enterprises but instead target key rechnologies or key links. In the
interaction of government and participants, the cost of arbitrage increases
and supervision from competitors increases as well,

Alternatively, consider the battery technology of new energy vehicles as an
example. Since the government will regard battery technology as the key
point, the subsidy will target only the participants that are closely related

to the link. If a company colludes upstream and downstream and forges
battery data on the chain to try to obtain more tokens, other companies in
the battery sector will be able to expose such a fraud, and the government
can monitor the audit checks.

To deal with the difficulty of information asymmetry, a possible solution
based on the blockchain technology entails one-time storage and multiple
disclosures. Sensitive financial data will still be stored in a timely manner.
But in order to maintain the basic standards of privacy, only non-sensitive
data will be disclosed at that time. Depending on the sensitivity of the data,
disclosure of detailed granular data can be further delayed for a perod,
such as a week, a month, a quarter or a vear gradually, or the data can be
disclosed as required by a project milestone. In other words, data cannort
be tampered with from the beginning as it has been recorded as a trusted
block, and yet disclosure can be deferred to provide a basis for subsequent
audits while protecting privacy. The verifiable random functions (VRFs)
can also be used to validate some data that is not fully disclosed.

As a new financing method, I'TO will be confronted with many challenges.
The design and implementation need improvements. If its dynamic
mechanism together with flexibility is properly applied, it will play a
significant part in future investments.

5.1T0O 2.0 and ITO 3.0

ITO 2.0 refers to a version of I'TO that allows companies or organisations
to sponsor token issuance, and I'TO 3.0 further allows qualified individuals
to sponsor and issue tokens. The evolution from ITO sponsored by the
government to I'TO sponsored by enterprises, organisations or teams and
finally, to ITO sponsored by individuals, is a gradual process from ITO 1.0
to I'TO 3.0. Sponsors can encourage products or technologies they want
to support, and participants form a healthy ecosystem within different
limited domains. The pricing method of tokens is related to the cognitive
level within those domains; in other words, the value is derived from a
CONsensus.

There are two main pricing mechanisms for I'TO 2.0. The first, bargaining,
is the pricing method involving the two sides of the peer-to-peer pricing,
It is not only because of the relative reciprocity that both sides have
expectations of the final completion of this pricing, but also because
of the recognition of the other’s expectations and hence the greater
expectations of profit. The whole process of bargaining is the process
of constantly testing each other’s cognition, which only involves a few
participants because the subject marter is clear, as is the goal. The second
mechanism, negotiation, is multilevel and more common. Because of the
existence of a cognitive asymmetry, negotiation is possible. A so-called
mismatched price is normal. A transaction can be concluded because the
value reference systems used by both parties for the current price may
be different in terms of the value generated by the transaction, such as
subjectively believing that other aspects of the transaction can compensate
for a disadvantageous price, or because of different expectations arising
from the negotiation as to the future value.

Auctioning is a pricing method in ITO 3.0 that is followed by greater
acceptance, and the consensus can be reached in a slightly larger domain.
The essence of auctioning is holding the opinion that the current price does
not reflect the real value. Participants are willing to buy ar a higher or lower
price, and a stock transaction essentially entails auctioning. In the token
market, aucrioning 1s also the main way for traders to reach a consensus.
The value arises from a consensus, which is based on the trader’s cognitive
level. A person’s measure of value is subjective, and the fair value of an item
within an organisation can be regarded as an extension of the organisation’s
consciousness and cognition. This also means that different people have
different reference criterion that may even be entirely subjective. The price
movements arise from the evolution of cognition. In the early stages of
cognition, or the early stage of formation of a commanding price, the
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room for negotiation is plentiful, but time is relatively limited. It is only
if all conditions and game information are transparent and sufficient that
price formation can gradually continue, approaching the necessary labour
time. As the degree of consensus deepens, the convergence trend towards
the value and price of the token remains valid.

Through TTO 2.0, organisations can attract talent to participate in the
research and development of key products or technologies and attract
investors to support the project. This would help the organisation enhance
mnnovation capabilities and provide new financing channels. Companies
can invest in key technologies for other organisations to quickly achieve a
multidimensional strategic layout as well. TEO can be regarded as a form
of ITO 2.0 with issuers that are qualified exchanges that provide real
resources as an initial price to sponsor the project or technical innovation.

Through ITO 3.0, individuals can invest personally in the direction of
interest to them. I'TO 3.0 can also attract external investment, helping to
gather resources to solve key technological problems or develop targer
products. Accordingly, those with a more robust learning ability and a
higher cognitive level will be more likely to access resources and make
breakthroughs in their field of expertise, which is also a way of developing
a knowledge-based economy. ICO can be considered as a form of TTO
3.0 with qualified individuals providing resources to sponsor the project
or technology.

The transition from ITO 1.0 to 3.0 must be organised; otherwise, there will
be adverse phenomena, disrupting the financial market. The technology
innovation must first be sponsored at the government level with the
practical implementation of the mechanism being validated and optimised.
Afterwards, an appropriate policy will allow organisations to issue tokens,
and finally enable individuals to participate as sponsors. Starting with
the government-sponsored ITO 1.0, the actual participants comprise
businesses, organisations and capable individuals who are willing to believe
in and contribute to the project through the government’s endorsement.
Regardless of the version of 1TO, the underlying consensus value theory
still applies, Le., the value arises from the relevant participants reaching
consensus as to the same entity. Afterwards, the tokens as a carrier of such
consensus can circulate in communities and represent economic value.

6. Combining Call Auctioning and the Commanding Pricing Method

Compared to blockchain systems with token mechanisms, systems without
tokens are limited in data storage and sharing, which will restrict their
potential. TTO can be applied in the consortium blockchain first, which
requires an incentive mechanism as well. In a consortium chain that
integrates human and computer intelligence, nodes cannot fully foresee
the future and prepare thoroughly. Hence a dynamic evolution that is
supported by the incentive mechanism is needed. The corresponding
participants must continuously adapt and improve their cognitive level,
allowing tokens to be circulated continuously to create value.

The pricing method of TTO is a composite method that combines call
auctioning with the commanding price, which is depicted in Figures 1 and
2, and users are only allowed to participate in ITO with an agreement on
the pricing method. Pricing can be implemented and performed in the
form of smart contracts in which the rules are specified clearly, and the
nodes involved in an I'TO are required to authenticate themselves to take
further actions. The pricing process can be divided into the four steps

described below.

Step One. In this step, the sponsor plays a significant role during the
transactions. The sponsor holds the collateral assets as a reserve according
to the number and price of issued tokens to determine the token’s initial
reserve tate. The sponsor is also responsible for fulfilling users” transaction
needs. If any user’s purchase or sale orders are more than the size that can
be fully matched with other users” orders, the sponsor is required to trade

with users. The sponsor’s role is distinct from the operation of traditional
exchanges.

Step Two. The latest token price is determined by call auetioning among all
nodes involved in circulation, which further sets the closing price of each
transaction within the call auctioning period.

Step Three. Under certain conditions, such as when token prices calculated
by call auctioning is very different from the recommended marker price
calculated according to liquidity, the sponsor is authorised to establish a
commanding price. It can be realised by adjusting the reserve rate, and the
commanding price will serve as the starting price in the next round of call
auctioning. The range or rule of the commanding price can be specified in
the smart contract in advance.

Step Four. In this step, each transaction is confirmed accordingly to a
tamper-proof valid order record. The confirmation is a 4-step process as
follows.

In step one, the initial reserve ratio W is determined by the formula (1),
where Balance is the total amount of funds committed by the sponsor,
and Token Total Value is the product of the total token issuance and the
price at issue. The value of W ranges between 0 and 1; the total amount
of adjustable collateral funds usually does not exceed double the collateral
funds of issuance, and those amounts can be rcgu]‘.{tcd in the smart
contract in accordance with the actual circumstances of the project.

B Balance
" Token Total Value
Formula 1: Initial Reserve Ratio W

In step two, auctions in I'TO are significantly longer than the general stock
market short-term call auctions and may last up to 30 days. During a round,
users can allocate orders before the deadline is reached. The system will
then confirm the latest token price based on the data with the largest
number of valid matching orders.

In step three, based on the orders placed during the period, a proposed
market price is obtained using formula (2). If the price is significantly
different from the latest deal price obtained in step two, or if the
sponsor considers the difference from the expected price to be large,
the commanding price may replace the price generated by step two and
become the new token price and the starting price for the next round of
the call auctioning cycle.

Balance
TokenSupply + W

Formmuda 2: Token Price

TokenPrice =

In step four, the issue price is used as the starting point in the first round,
while the token price generated in step two or step three is used as the
ending price. Applying the linear or exponential interpolation rules, the
transaction price is calculated for each day during the period. Lastly,
backtracking is performed, and the valid orders are confirmed based on
their dates.

Table 1 simulates the intervention of the commanding price and its effect.
If the price becomes unacceptably low, the sponsor will reduce the reserve
rate. If it is overpriced, the reserve rate will be raised. The specific mode
of regulation is determined by the smart contract. In Table 1, based on
the commanding reserve rate, the amount of reserves is adjusted, and the
relevant token price can be calculated. A commanding price can also be
set based on the issue price and price movements of the previous period,
and changes in reserve rates and adjustments in funds are obtained. Smart
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contracts can regulate the ranges of commanding price.

The difference between I'TO and other pricing methods is that due to the
combination of the two pricing mechanisms, the price clearly reflects the
respective attitudes of participants and sponsors towards the project. This
provides sponsors with a way to contain bubbles or exit projects.

If participants are not optimistic about the project, they will choose ro sell
the tokens to cash out and exit the market as soon as possible, resulting
in a decrease in the token price. At this time, if the sponsor chooses to
intervene and make adjustments to raise the price, it signifies that the
sponsor is willing to continue to support the project. However, if the
sponsor intervenes and lowers the price further, it signifies that the project
has failed, and the sponsor is willing to suspend or terminate the project.
In another case, if the participants are optimistic about the project, there
will be more purchase orders, and the token price will continue to rise. In
this scenario, if the sponsor raises the price, it indicates that the sponsor
has a positive attitude towards the project and will increase support. The
sponsor can also choose not to intervene in price formation and exir the
market smoothly; however, if the price is reduced by an adjustment, it
shows that the sponsor holds the opinion that the price is inflated and the
bubble needs to be contained.

Algorithm: The Combination of Call auctioning and
Commanding Pricing Method in ITO

Input token, token_issuePnce, token_presentPrce, section_days,
all_transactions, W, balance, tokenSupply

// Calculate the call auctioning price.

find auctionPrice in all_transactions which with most matchmaking
tokens

if auctionPrcelength > 1 then  // More than one pace with same most
token amounts

auctionPrice = average value of price
prices

end if

/[ calculate the average of those

// Decide to use commanding price or not. Confirm token’s present
price.

new suggestPrice = balance / (tokenSupply * W)

// the judgment condition can be modified as appropriate

new delta = (auctionPrice + suggestPrice) /2*token_presentPrice * 10074
— 100%%

if delta >30% | | delta < -30% then

input commandingPrice // or input new W to calculate the
commandingPrice

token_presentPrice = commandingPrice

else token_presentPrce = auctionPrice

// Caleulate specific price of each transaction.
new deltaAll = (token_presentPrice — token_issuePrice)/section_days
new dayPrice[]length = section_days
for(i=1; 1<= section_days; i++)
dayPrice|i]=token_issuePrice + 1* deltaAll
end for
new unconfirmed TXs is null
for{day=1; day<=section_days; day++)
find day_transactions in all_transactions which is valid and date is day
day_transactions = day_transactions + unconfirmedTXs
unconfirmedTXs = null
for cach tx in day_transactions do
if tx 15 buying and tx.price > dayPnce|day| then
tx 15 confirmed at txprice
end if
else if tx is selling and tx.price < dayPrice[day] then
tx 1s confirmed at tx.price
end if
else if tw.price equals dayPrice[day| then
tx is confirmed according to buying or selling
end if
if tx 18 not confirmed then
add tx into unconfimedTXs
end if
end for
end for

Figure 1: Pseundo Code of Combination of Call Auctioning
and Commanding Pricing Method in ITO

In a blockchain system, each node is responsible for its credit by acting
honestly, and therefore they would tend to upload authentic data. If
other nodes intend to gain and use those data, they will be required to
pay relevant tokens. In such a system, the legal tender is not suitable for
replacing tokens. The reason is that the value of the former is stable, while
projects experience dynamic developments, making it unstable. There
is a likelihood of success and failure of projects. The value of a project
is usually not reflected in the present value but retlected by its future
development. Positive developments made by the project will result in a
healthier ecosystem, increasing the value of the project. Similarly, the value
of a project could reduce to zero or even negative if development fails to
vield results.

Calculate the call auctioning price

|

Calculate the suggest price

|

Calculate the fluctuation range
according to acutioning price,
suggest price and the present price

Moes the range excesd th
threshhold?

New present price will be a
commanding price

T

Calculate the token prices of each
day within the time interval

l

Calculate the specific price of each
transaction

l

Matchmaking and confirm the
transations

New present price will be the
auctloning price

Figure 2: Flow Chart of Combination of Call Auctioning and
Commanding Pricing Method in I'TO

Apart from its function as a digital currency in the block chain, tokens
can also act as an incentive mechanism to accelerate consensus reaching
processes. Using ITO 1.0 can be an advantage when solving some of the
public benefit problems that are not easy to address at the macro level.
When the government supports a project, it may be difficult for the initial
participants to receive the benefits directly in a traditional way. Hence,
utilising ITO provides participants with a way to receive visible benefits
while contributing to government-supported projects.

For example, promoting foreign trade platforms is difficult because it is
hard to formulate uniform rules and standards. There may be many parties
who enter with the mindset of wishing to invest little but wanting to gain
massive profits. Without consistent rules and standards, if provisions
can be set by anyone, many interested parties will come into disputes as
they wish to be the ones gaining more profits. If the ITO mechanism is
adopted for government sponsorship, once the platform has become well-
established, the government will be willing to support it contributing to
the enfire economic system. However, the government cannot be deeply
involved, as rent-secking problems may arise otherwise, evident from
cases in recent years, suggesting that a fully government-led platform is
not necessarily suitable for the business market. Once the government has
provided supporting resources, it will encourage individuals, companies,
associations and other subjects to participate in platform construction.
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The government can then evaluate the capabilities of each participant and
allocate them resources in the form of tokens. The base price of a token
is determined by the funds the government has provided. As the project
progresses, the government can proceed to gradually exit the project,
allowing the token price to evolve with the value of the platform. In other
words, if the platform is successful, the token price will rise; otherwise, it
will fall.

Table 1: A simulation of Huctuations and commanding prices: the negative
value stands for sponsor buying-back, and positive value represents users
buying-in.

W 2 Change of
W Reserve Liquidity =~ Market Price Liquidity
05 | 5000000 10,000,000 1 0 e
_ price
0.5 4,000,000 9,000,000 (.B88888889 -1,000,000
0.5 2,660,667 7,500,000 0.711111111 -1,500,000
0.5 1,244,444 5,500,000 0.452525253 -2,000,000
' Reduce
the
0.35 1,244,444 5,500,000 0.646464646 0 everse
rate to
| 0.35.
0.35 1,179,798 5,400,000 0.624231735 -100,000
. Reduce
the
0.3 1,179,798 5,400,000 0.728270358 0 FEVerse
rate to
0.3.
03 | 1,398279 | 5700000 0817707069 | 300,000
0.3 2,379,528 6,900,000 1.149530227 1,200,000
0.3 4,678,588 8,900,000 1.752280158 2,000,000
Rause
the
04 | 4678588 8,900,000 1314210119 0 reverse
rate ro
| 0.4,
0.4 5,992,798 9,900,000 1.513332864 1,000,000

Should a platform’s development be unsustainable, participants in the
project that are unoptimistic will sell their rokens, resulting in the token
prices to fall. The government can buy back these tokens at a lower price,
allowing participants to exit the platform, shutting down the project as
a result. If the platform development can continue, participants feel
optimistic about the future trend and may pay high prices to obrain more
tokens, and the token price will rise; ultimately, those holding more tokens
will reap greater benefits in the future. The government can gradually
release tokens to regulate the marker’s supply-and-demand balance despite
not being operationally involved. They can transfer the commanding right
to the market itself while potentially benefitting from the process, and
participants holding a significant number of shares are able to obtain the
platform management rights eventually.

Foreign trade platforms with token-based technology have the advantage
of being potentially more flexible and efficient. For example, in January
2020, enormous amounts of medical supplies were needed in Wuhan.
Medical supplies were provided through a variety of organisations and
channels, which involved a large number of logistical networks, resulting
in low efficiency as a result due to confusion and miscommunication
between different parties. A token-based foreign trade platform will allow
information on the platform to be secure and accessible by all parties
without the ability to alter the information. It will enable collaboration
between the parties to be a smoother and more transparent process,
reducing the likelihood of miscommunication. Presently, the coronavirus

is still spreading all around the world, and the overseas demand for
supplies is rising, In this context, a new foreign trade platform to facilitate
international trade information sharing and distribution of supplies would
be greatly beneficial.

Positivity of Participants

Token price keeps
rising  but  the

Token price keeps
rising and sponsor
choose to support
or exist smoothly.

sponpor  intervene
in to  contain
bubbles.

Negativity of Sponsor Positivity of Sponsor

Token price keeps
falling and the
sponsor decide to

suspend or
terminate the
project.

Token price keeps
falling but sponsor
will stll  support
the project and
mtervene i to
raise the price.

Negativity of Participants

Figure 3: The attitudes of sponsors and participants will
be reflected in token price.

7.1TO is a New Direction for Future Scenarios

Fundraising and value management are always worthy of in-depth study.
The traditional financial markets, such as stocks, futures and options, can
be regulated by some effective and centralised framework”. This kind of
policies can confine the flucruation of value within a limited domain.
Still, they are not sufficient for pricing the potential value of innovative
technology in scientific research or the pricing of the projects in the pre-
private-equity stage, without enough flexibility and efficiency. In the way
of blockchain fund raising, although ICO has high flexibility, the issuance
price of the token is almost dominated by the issuer, and there is no
effective regulations and rules to ensure the stability of the token value and
the liquidity of the market.

I'TO proposes a solution to the problems above. Itis a fund-raising method
between the government-supported funds for companies or research
teams, and the private placement and IPO. Combining the advantages of
planned economy and market economy, it is able to carry out in-depth
and accurate support and investment, and guarantee the stability of the
token value through the implementation of blockchain technology such as
a smart contract to avoid the token speculations'.

Once the mechanism of ITO 1.0 has been validated, the I'TO policy can
be gradually liberalised and move on to ITO 2.0 and ITO 3.0. ITO 2.0
may allow funds, companies and even capable teams of individuals to
participate in the issuance of tokens. In TTO 3.0, eligible individuals can
also be allowed to raise resources to gain support. A healthy ecosystem
will form within different scopes, and a merger will occur gradually into a
system with a robust and diverse ecosystem, which will be a new direction
for future investment.

There are more scenarios where ITO can be greatly beneficial. Education-
oriented tokens that can only be used to exchange learning resources can
be issued to students, and those who learn well or improve significantly
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will receive more bonus tokens that can be exchanged into gifts or even
cashed out. This provides a competitive and intense learning environment
to solve the inefficiency problem of contemporary online education. In the
fields of patents or intellectual property, some local governments provide
extensive subsidies, but the latter are usually largely focused on quantity.
In fact, different locations have their own local advantages that should be
particularly prioritised to form a representative and competitive field. The
local governments should plan and position first; for example, if they wish
to encourage solar energy technology, the corresponding patents will be
rewarded with subsidy tokens. Such tokens can be circulated and transferred
within the relevant locality and facilitate patent-driven productivity gains,
increases in social capital, ete., and ultimately may gradually form a unique
competitive advantage. Such focused investment or support can be
implemented through utilising the token-based blockchain technology.

ITO can be applied not only to the economy but also to public affairs.
For instance, it can be applied to coronavirus-related topics, including
developing cures, analysing public opinion, optimising logistics, etc., where
different organisations or individuals can be assigned related tokens and
social capiral. Individuals can support different nodes by voting with their
tokens. However, if pardcipants do not make correct choices, voted tokens
will become a cost to uninformed voters, and only informed voters with
sufficient knowledge will gain more tokens. Therefore, individuals will be
encouraged to do proper research and invest in nodes that solve problems.

There are many I'TO scenarios that governments can get involved with. For
example, sewage treatment is an area the government is willing to invest in,
but local governments and enterprises may have the impulse to use policies
to arbitrage. On-the-spot inspections cannot fundamentally prevent this
phenomenon. If the blockchain technology is introduced, tamper-proof
water quality monitoring data will be continually uploaded, and upstream
and downstream water quality indicators can also be connected for
comparison. This prevents and limits the ability of local players to distort
data. The rewards of successful treatment can be regulated through smart
contracts; Le., relevant enterprises, organisations and scientific institutions
can be assigned some tokens initially, but rewards will eventually be given
according to actual contributions and achieving established targets. The
issued tokens can circulate immediately, and their value will derive from
the industry undergoing a healthy development; otherwise, the tokens will
become worthless. Compared to giving money directly, tokens can provide a
greater incentive with the potential of rising to ten times or even a hundred
times their initial value very quickly, which will require each participant to
contribute and engage in mutual supervision through fair competition in
the market rather than depending on government intervention.,

In addition to the applications of smart contracts for value management,
ITO can also be used to solve the problem of in-depth and accurate
financial investment that is difficult to achieve through centralised
policies. For example, for the scientific research projects of universities or
rescarch institutions, ITO can be used to issue specific tokens of different
technical steps in the research achievements, and invest in one or several
vital fields. On the one hand, it provides financial support for scientific
research achievements; on the other hand, with the transformation of
scientific research achievements, corresponding tokens can deliver their
growth potentials at their ascending prices. For enterprises or industries,
differentiated supports can be carried out according to their scales. That
is, the small-scale companies can be given token with relatively loose
conditions, and the token circulation can be tracked for its value evaluation;
for the large-scale ones, enterprises can be rcquircd to carry out fund
matching according to the proportion of support amount, and relevant
expenses can be reduced by issuing different kinds of tokens to ensure
support funds are used in the target fields.

ITO has significant advantages over traditional financing, First, with the
government acting as the sponsor, in the initial stages, the project will
be valued appropriately with room for appreciation. Second, it makes

it possible to address project details and provide specifically rargeted
investment or support, which can reduce the costs to enterprises while
making it conducive to the development of smaller businesses. Third, the
circulation rules of tokens enable enterprises to access resources quickly,
encourage the formation of a healthy ecosystem in the industry and will

lead to sharing of value-added dividends.

The teaditional financing methods of a blockchain such as ICO and TEO
are often regarded as tools for money laundering that disrupt the order of
financial markets to some extent. However, blockchain technology such
as 1TO can help the government strengthen its guidance and facilirate
innovation instead of causing negative effects. The key is to start from a
government sponsor, liberalise the policy gradually according to the status
of system development and use the right to sponsor token issuance to
release tokens gradually ro qualified institutions, organisations and finally
individuals following a smooth transition from ITO 1.0 to ITO 3.0 to
reach the full potential of the blockchain technology.
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" In June 2018, for example, the FCoin exchange was a hit with investors because of
the potential trading revenue from transactions for investors actng as a mining node
for an exchange. Binance’s founder Changpeng Zhao described the mining mode
as “not only a disguised 1CO, but also an over-priced ICO”. The price of FCoin
increased by 100 times within two weeks of the launch. However, the price peaked
on June 13, 2018, and subsequently crashed to almost zero. On February 10, 2020,
the FCoin exchange suspended its system. Founder Jian Zhang admitted thar their
biggest problem was not the re-launch of the network, but the inability to provide
enough reserves to pay off the debrs. The amount of non-pavment is expected ro
be between 7,000 and 13,000 BTC. FCown did not ser a maximum reward threshold
and exhausted the incentive payouts in a short ime. The right to issue new dividend
tokens was not within the control of the project team but dictated by the trading
volumes. Thus design fault resulted in scalping and arbitrage, worsened the platform
ecosystem and led to its eventual collapse.

2 For example, once the issuer obtains the ETL (Eligibility ro List) from SGX, the
issuer will lodge its prospectus with MAS for registration and commence book-
building to gauge market interest in the issue. https://www.masgovsg/-/media/
MAS/Regulatnons-and-Financial-Stability / Regulations-Guidance-and-Licensing/
Securities-Futures-and-Fund-Management/ Regularions-Guidance-and-Licensing/
FAQs-on-Offers-of-Shares-and-Debentures-and-CIS-8-Oct-18-Revised.pdf

* For example, https://www.masgov.sg/-/media/MAS/resource/legislation_
guidelines/securities_futures/sub_legislation/ Guidelines_Regulation_of_Markers.
pdf (Page 11) and htip://rulebook.sgx.com/ rulebook/66-obligations-designated-
market-maker

" The Monetary Authority of Singapore (MAS) released the Consultation Paper on
a New Omnibus Act for the Financial Sector on fuly 21, 2020, which is a big move
for token economy in Singapore.

https:/ /www.mas.gov.sg/-/ media/ MAS /News-and-Publications/ Consultation-
Papers/2020-July-Consultation-on-FSMA/ Consultation-Paper-on-a-New-
Omnibus-Act-for-the-Financial-Sector.pdf

* The linked exchange rate is a fixed exchange rate system, which fixes the exchange
rate between local currency and a certain foreign currency, and strictly follows the fixed
exchange rate, so that the currency issuance is linked with the foreign exchange reserves.
® The Alternative Reference Rate Committee (ARRC) proposed SOFR, a broad
measure of the cost of borrowing cash overnight as collateral for Treasury bonds.
" The price movement comes from the evolution of cognition. In the early stage of
cognition, or the formartion of a commanding price, the arbitrage space 15 large, but
the time is relatively limited. Only when all the conditions are rransparent and the
game is sufficient, can the formation of prices be gradually sustained, approaching
the necessary labor time. In reality, the facrors are often way complicated, even if the
production factors and conditions have been almost rransparent, the price of sreel
still ucruares significantly,

* At the end of the Spring and Autumn Period (approximately 500 B.C.), a series of
measures were proposed by FAN Li. Until now, the government taking measures to
dampen price pressure is still an important aim of macroeconomic regulation and
control (macro-control) in China. For example, during the COVID-19 outbreak, the
price of key goods such as masks and disinfectants have been monitored closely by
the state. Sellers will be fined or be taken off the online portal if they have been
found to sell the products at exorbirant prices.

 For example, the policies of Securities and Furures Act (CAP. 289) hrtps:/ /sso.age.
govisg/ Act/SFA2001 issued by MAS in Singapore have been adopred.

" For example, in a smart contract that is deployed in advance, the investment cycle
15 one month and the Hucruatnon limit 1s 10%, which means the issuer needs ro cash
in the token value wirth the investors every manth. If 1000 Token A are issued ar
the price of 2 BTC, and the price falls below 1.8 BTC within one month, the 1ssuer
needs to exchange with investors at the price of 1.8 BTC after maturity. The 1ssuer
cannot misappropriate the principal for marker making, and the issuing price in the
next cycle shall not be higher than 1.8 BTC, and therefore the investors’ loss will
be limited in each cycle. If the development of the project is not as expected, the
price of Token A continues to fall. After several cycles, the amount of funds raised
becomes smaller and smaller, and the project will be terminated gradually. On the
contrary, if the price of Token A continues to nise and exceeds 2.2 BTC in the cycle,
the contract will restrict that investors can only sell out instead of buying in Token
A, 50 as to assure that the token price will not increase too fast in each single cycle.
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Abstract

The proliferation of industrialisation and its environmental consequences over the last decades dictates the need for transitioning to a “Circular
Economy’ (CE) business model with a view to balancing manufacturers’ economic prosperity and environmental sustainability. Business models
based on ‘Industrial Symbiosis Networks” (ISNs), within which traditionally independent industries continually exchange energy, materials and by-
products, with no or minimum waste produced, have the potential to proceed in this direction. However, due to various cultural, organisational and
managerial barriers, their state of development in Greece, similar to rest of the world, is very low. That is exactly where this article sets its objectives,
aiming to alleviate these barriers and contribute in establishing cross-sectoral synergies by introducing an innovative business model, supported
by an exchange platform in the form of a blockchain-based B2B digital marketplace. The proposed business model will detail a plan for creating
symbiotic relationships among manufacturing companies in Greece and will be supported by a blockchain-based marketplace, which will enable
material, by-product and energy exchanges in a reliable and secure way. Blockchain will act both as an exchange platform and a trust mechanism,
since its decentralised nature, which is manifested in all its capabilities 1.e. smart contracts or tokenisation will increase the business model’s reliability
and facilitate its adoption and market penetration. The successful implementation of the proposed business model will bring about a multifacered
positive impact ranging from its contribution to exceeding the current state-of-the-art in the intersection of environmental science and information

technology, to benefiting society and economy through fostering sustainable regional development.

Keywords: Blockchain, B2B Marketplaces, Circular Business Model, Industrial Ecolagy, Industrial Synibiosis Networks, Industry 4.0
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1. Introduction

The proliferation of industrialisation over the last decades has
undoubtedly led to environmental degradation, while casting a long
shadow over manufacturing companies, failing to efficiently conform to
waste preventon policies and capture the financial and social benefits
of a more circular and sustainable manufacturing practice [1], [2]. At
the same time, the ever-increasing population dictates the contnuous
evolution of businesses” manufacturing processes, in order for them to
accommodate growing customer needs and ultimately Hourish m today’s
constantly shifting competitive landscape [3]. Unfortunately, these business
achievements come, all too often, to the detriment of the environment,
rendering industrial activity responsible for a plethora of adverse effects,
including waste generation, harmtul Greenhouse Gas (GHG) emissions
and depletion of natural resources [4]. As a matter of fact, in Greece, waste
resulting from such activities is predicted to amount to 18.074 tons in 2020,
while GHG emissions exceeded 7 megatons (Mt) in 2017 [5]. To add nsult
to injury, Greece’s voracious consumption levels are so unsustainable that
it would need to grow four times its current acreage to meet consumers’
future needs, which indisputably aggravates resource depletion, land use
and global warming, It is beyond the shadow of doubt that industrial
systems cannot be sustained for long, when natural materials become
scarce and waste to nature exceeds its carrying capacity, i.e. the ability with
which nature can decompose waste within a given time and space.

Under these circumstances, the need to ensure manufacturers’
environmental compliance without compromising their resource supply

and undisrupted production, and hence their economic benefits, is
of paramount importance. In view of the intrinsic mechanics of the
conventional linear economy, which rely on a wasteful ‘take, make
and dispose” flow [6], the need for transition to a sustainable Circular
Economy (CE) business and manufacturing model emerges as a viable and
imperative solution for achieving a better balance and harmony between
economic prosperity and environmental sustainability. Environmental
practices such as the 6Rs, ie. ‘reduce, reuse recycle, repair, rethink and
refuse’, fully encapsulate the essence of CE by promoting closed-loop
flows, which optimise material cycles, maximise resource efficiency and
reduce environmental impacts [7]. In this direction, Industrial Ecology (IE)
has been widely considered for over two decades, as an immensely useful
framework for facilitating and guiding this transition towards circular
and sustainable manufacturing [8]. This is accomplished by investigating
the hypothesis that an industrial system can be viewed as an ecosystem
constantly trying to avoid waste, reintroducing waste as a resource and
preserving the value of a product as long as possible [9].

The research presented in this article focuses on Industrial Symbiosis
(I8), a concept which dates back in 1997 coined from the successful case
of the Kalundborg recycling network in the northern part of Sjaelland
in Denmark [10]. Since then the term has become established within
the field of TIE and also within the business community and policy
makers. IS in essence, aspires to form interorganisational networks,
termed Industrial Symbiosis Networks (ISNs), emulating the symbiotic
functioning of ecological systems, within which traditionally independent
industries continually exchange energy, materials and by-products, with
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no or minimum waste produced [11]. These networks traditionally exploit
geographical proximity and manage to bring about a twofold advantage
over traditional industrial systems. First, they manage to improve resource
efficiency by transforming waste streams into new valuable resources,
which are thereafter used in other processes. In that way, ISNs prolong the
economic useful life of materials, which have exhausted their physical and/
or functional service life and would otherwise be disposed of. Second, the
production of waste, GHG emissions and subsequently the environmental
footprint of collaborating industries is significantly reduced [4].

However, despite its merits, the practical implementation of ISNs is
currently lacking the expansion the underlying concept of 1S deserves.
There are many reasons for this hampered performance. First of all,
participating in an ISN is an investment and as such financial barriers
and investment-inherent risks have to be overcome in order to proceed
in such a decision, Still, these barriers being hard in nature can be easily
quantified and in most cases the decision to proceed in the development or
participation in an ISN would be favorable, since the benefits of creating
a demand-supply network of processed by-products are significant [12].
Alas, as literature proves, there is a variety of cultural, organisational and
managerial factors negatively affecting decision making on forming or
participating in an ISN, as shown in Figure 1.

Greece is not an exception when it comes to the application of IS
concepts in industry and manufacturing systems. The state of 1SN
development is very low and Industrial Symbiosis, as a concept, is not
well acknowledged among stakeholders, policy makers and regional
authorities [13]. Therefore, in light of Greece’s environmental status quo,
peaked consumption profile and resource scarcity, the adaptation of the
ISN paradigm by the Greek industries seems like an imperative. That is
exactly where this research sets its vision, objectives and aspirations aiming
to contribute in alleviating the aforementioned barriers by introducing an
innovative Circular Business model for ISNs in Greece supported by open-
source blockchain technology, which seems a perfect fit for tackling major
obstacles of ISN development and operations, such as trust, information
sharing, compatibility, misalignment and limited management awareness
and insights.

for ISN

Figure 1: A Taxonomy of barriers for ISN development

2. Challenges

Our initial review of available literature and the current perception of
industry and policy makers as expressed in white papers and regularory
documents supports — with little or no dispute — the argument that
Circular Economy and specifically Industrial Symbiosis Networks have
the potential to support the sustainable, environmentally responsible and
‘clean” growth and development of industrial manufacturing systems.

Nonetheless, the development of ISNs globally and the number of cases
where the ISN model has become prevalent is still lagging, with most of
the cases referring to the establishment of eco-industrial parks [14], [15].
The main reasons behind that situation are summarised in the barriers of
Figure 1, which are hindering ISN development and therefore, in essence,
outline the framework of challenges this article aims to address. Indeed, the
proposed business model aims to a) provide the impetus needed to tackle
these obstacles of ISN development by raising awareness and providing
them with a viable circular business model and a roadmap with guidelines
for its implementation, b) support Greek manufacturing companies to
examine ways to build a knowledge base of material/by-products and
waste exchanges and to further study and rethink their business processes
in order to facilitate the establishment of synergies across companies
of the same or different industries and ¢) support the development and
operation of closed-loop material/ by-products and waste exchanges
within and across industrial ecosystems supported by an open source, low-
cost and reliable information technology infrastructure.

Lack of management knowledge and awareness of ISN concepts,
mechanisms and benefits is a key challenge to overcome when attempting
to identify potential synergistic opportunities. Absorptive capacity,
Le. the ability to ‘recognise the value of new, external information,
assimilate it, and apply it to commercial ends’ [16], succinctly captures
the capabilities needed for knowledge transfers to translate into financial
incentives. The proposed business model will be aligned to the need for
enhanced absorptive capacity of stakeholders and effectively address it
by creating mechanisms to educate potential stakeholders and enhance
their understanding of IS concepts, technical and organisational aspects
of symbiosis, rules of participation, expected benefits and their sharing
mechanisms. As for information sharing between potential participants, it
is obvious that lack of it can create conflicts leading to reduced intention
and willingness for resource sharing. The proposed research addresses
this challenge by establishing a means of coordination of information
Hows pertaining to resources’ origin, availability, quantity and quality.
Emboldening exchanges of such knowledge is capable of increasing the
cognitive proximity and understanding of each other’s business, thus
leading to improved selection capabilities and utilisation of resources
to the furthest extent possible. Another dissuasive factor against ISN
development is the lack of compatibility, which can result from different
company sizes, management culture or even more operational reasons
such as old and long-standing contracts. The proposed research addresses
this challenge by establishing direct information exchanges and knowledge
base access, in order to enhance visibility even for smaller companies and
transparency regarding available resources and production outputs (waste/
by-products) for all the companies participating in the ecosystem. This
approach will eventually eliminate the unfamiliarity with one another’s
business and lead to the creation of synergies between industries and their
manufacturing systems.

An additional fundamental challenge 1SN development is faced with
is the lack of support, i.e. deficiencies in policies, outdated regulations
and restrictive definitions of waste, by-products and industries’ potential
involvement in their usage. Again, the proposed business model, through
its successful operation, will be able to contribute, in the long run, to the
identification and specification of required legislation and regulations on
all scales, including companies, industries, supply chains and beyond, to
support IS applications. Last but not least, although the introduction of the
proposed business model might point the way towards legislative changes,
its influence on current management practices and decision-making in
organisations will probably be ponderous. It is only through its success
and expansion over time that the proposed business model will be able to
shift companies’ focus rowards reshaping actual strategies to examine the
lack of training, expertise and resourcing of time and personnel under the
lens of organisational ISN-oriented change.

Intentionally we left for last the challenge of trust, which according to
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literature is the most prominent between challenges, since most potential
participants have no experience of a symbiotic relationship and no
cooperative mechanisms of this nature in place, thus they are hesirant to
adopt an ISN business model. Indeed, building a trusted 1S ecosystem is
of paramount importance and overcoming common obstacles, such as
competitive attitudes or corporate ‘social isolation” is a vital prerequisite
for forming viable, long lasting and functional synergies. To deal with this
difficult challenge and also provide the necessary technology support (see
Figure 1) for the proposed circular business model to work efficiently, we
mntroduce an innovative B2B (Business-to-Business) marketplace based
on blockchain technology, which will be described in detail in the next
section. Truth is that there are numerous research efforts studying the
potential of Blockchain in greening supply chains or applying Circular
Economy business models, but to our best knowledge, current literature
lacks any research efforrs dealing with ISN, supported by Blockchain-
based marketplaces. If one had to pinpoint a research fairly resembling the
one presented in this article, this would pinpoint the work of Nallapaneni
& Chopra [17]. The authors study the energy flows in Networks of Firms
resulting in an Industrial Symbiosis-based Multi Energy System (IS-
MES). They claim that the actual implementation of such an IS-MES is
vulnerable to cascading failures emerging from one firm in the network,
which makes them inherently resilient. To counter this resilience challenge,
they propose the use of the Blockchain-based Online Information Sharing
(BOIS) platform, where a firm-to-firm (F2F) IS relationship establishment
mechanism following the IS principles is possible through the blockchain-
based smart contracts. In essence, the potential of blockchain to support
environmental sustainability, according to [18], comes down to one key
feature: its ability to provide a verifiable record of who exchanges what
with whom and therefore who has what ar a given ome. Many of the
challenges for how we manage natural resources and maintain ecosystem
services arise because of a lack of trust and confidence in the rules
governing exchange and possession.

In the proposed business model, blockchain acts both as an exchange
platform and as a trust mechanism. Traditnonally, a B2B marketplace relies
on an intermediary (market owner) who brings together multiple buyers
and sellers to facilitate transactions. Because trust is fundamental for
valued relationships in B2B markets, this entity acts as a Trusted Third
Party (1'T'P), which safeguards against fraud and the misuse of trust among
market participants. Additionally, the TTP keeps the electronic registry
of the transactions, ensures its integrity and depends on the banking
payment system for sertling registered transactions. For these services,
the T'TP charges transaction fees covering its operating expenditures.
However, because the TTP controls the infrastructure, information flow
and the processes governing the marketplace, trust issues are raised.
Blockchain eliminates this issue by its trustless defimition, since there is
no central authority dominating the matket. Record keeping and data-
sharing in the ISN ecosystem will be kept in a digital ledger, visible to all
authorised members only, since the blockchain will be permissioned, thus
enhancing transparency and traceability, while at the same time protecting
sensitive information from unauthorised parties. Naturally the level of
shared information, especially as sensitive as sustainability information,
could be a point of conflict and tension and it is something that will be
researched in the context of the proposed research. Finally, regarding
the trust issues raised by the inherent reliability and security capacity of
the B2B blockchain marketplace, up to now few are the cases of failures
and attacks to such systems. Still, since the technology is yet at its infancy,
the research will put specific emphasis on security aspects. Regardless,
by definition blockchains share information in highly secure and reliable
cryptographic modes, a fact which when coupled with the inherent
technology characteristics of immutability, consensus and distributed
ledgers, enhances the trustworthiness of information and lessens the
probability of its falsification, fraud or corruprion.

3. System Architecture

According to [19], there is an immense need for a web of knowledge ro
facilitate the establishment of physical exchanges of resources among
diverse organisations. Furthermore, the definition by [20] further clarifies
that the exchanges must be novel and that IS requires the integration of the
following features in order to be successful and have a significant impact
in science and society, iLe. a) a functional web of knowledge, b) a network
of diverse organisations, ¢) novel sourcing of inputs, d) value-added
destinations of non-product outputs (and further end-life products), )
improved business and technical processes, £) a collective approach of a
system as a whole and, finally, g) a justified definition of the boundary
of the industrial ecosystem (material-based, product-based, geographic-
based). Exhaustive scrutiny of the CE and IS’ current state-of—the-art
testifies, to the best of our knowledge, that such efforts do not exist.

As already mentioned, forging 1S parterships  berween Greek
manufacturing companies, has thus far been madequate [13] for them to
fully reap the benefits of 1S — a fact, highlighting our proposal’s inherently
innovative character. Therefore, the proposed research puts special
emphasis on bridging technological advance and marker application,
while artuned to the triptych of balancing and maximising environmental,
economic and societal values. The proposed business model combined with
the development of the blockchain B2B marketplace platform will actively
serve this purpose by stimulating cross-sectoral connections, enabling
material flow compatibilities and leading to the formation of industrial
synergies. In the epicentre of the article’s innovation lies the notion of
third-generation marketplaces, i.e. decentralised B2B exchanges. The term
‘exchange’ refers to traditional price-setting mechanisms including auctions.
In essence, the proposed marketplace will utilise blockchain technology
tor waste/by-product trade diginsation, enabling multiple participants to
collaborate and transact using shared views of the system’s knowledge
base for selecting suppliers and products (waste or by-product type and
quantity) and current transactional information including shipping details
and expected delivery dates.

The marketplace will incorporate a private Payment system for Ecosystem
Services (PES) and a Smart Execution of Transaction (SET) capability,
based on decentralised applicaﬁuns running on the blockchain platform,
ie. Smart Contracts. Specifically, each participant of the ISN ecosystem
will be able to browse the knowledge base for identifying available products
(waste or by-products) they wish to acquire and then proceed in closing a
predetermined available smart contract embedding codified business logic,
rules and terms hard-coded using a programming language such as C++,
JavaScript or Java. The contracts will be fully transparent, verifiable and
permanently written into the marketplace’s blockchain. This SET capability
1s of great importance for the financial viability of the ecosystem, since the
design and operation of the contracts can be achieved at minimal cost,
several orders of magnitude lower than the costs of operating computer
servers and personnel as in traditional marketplaces. Moreover, the marginal
cost of developing a new contract or replacing a redundant one with an
improved newer version, as in the case of a change in contractual terms, is
expected to be equally low: Finally, as mentioned earlier, one has to note the
importance of SET for building trust among participants in the ecosystem,
since all transaction processes on decentralised B2B exchanges will be
self-executed and the transmission of information, product ownership
and value will take place in a fully autonomous fashion without a central
authority policing, monitoring and potential influencing the integrity of
fair transactions.

Each one of the transactions in the marketplace will be validated and
recorded in the blockchain registry upon the payment of the supplier of
waste/by-product. For that reason, the marketplace will use a private PES
functionality materialising the exchange of waste, by-products and materials
through a transparent and immutable way, monetised and translated into
tokens. The traditional energy-intensive Proof-of-Work (PoW) consensus
algorithm will be replaced by a new ‘Proof-of-Contract” method (PoC),
which will be based on the main principles of the Proof-of-Stake (PoS)
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concensus mechanism. Instead of having miners (PoW) or validarors/
forgers (Po8), in the proposed concensus mechanism, the ecosystem
will use the concept of ‘Closers’, i.e. members of the blockchain with a
high credibility score In the proposed research, credibility is measured as
a weighted sum of three factors, the number of ‘closed’ contracts, the
number of parties participating in these contracts and the sum of tokens
exchanged in these contracts. In that way, the major security concern
of PoS concensus mechanisms, i.e. the party owning more than 51% of
the ecosystem’ token value can manipulate transactions, is significantly
ameliorated. As the authors in [21] argue, while in the PoS one needs to
store enough tokens to dominate the ecosystem, in the suggested hybrid
consensus-reaching approach using credibility score, one needs to use
enough tokens in order to make contracts. Since storing and using tokens
are opposite ideas, it is harder to increase both of them, and its harder to
manipulate the ecosystem.

The successful execution of the transaction will release — as a reward — the
number of tokens hard-coded in the smart contract. It is reasonable, that
the exchanges in the ecosystem are not necessarily reciprocal, meaning that
a company might have materials, by-products or waste to offer without
needing to receive any in exchange, or vice versa. This will undoubtedly
contribute to the accumulation of unutilised tokens within the network.
To address this eventuality, the ecosystem will explore the options offered
by an Initial Coin Offering and the token’s participation in an established
exchange, such as Coinbase.

The high-level architecture of the proposed Blockchain-based marketplace
is presented in Figure 2, It has three access points, depending on the user
type (project, business stakeholders supply-side and business stakeholders
demand-side) attempting to enter the ecosystem and all users have to be
registered before using the markerplace functionalities. The architecture
is segmented in five integrated functional areas, ie. Identity and Access
Management (IAM), Database and Knowledge Management (DKM),
Ledger Management (LM), Smart Execution of Transactions (SET) and
Payment for Fcosystem Services (PIS). Hach functional area includes a set
of blocks, each one providing a specific set of ecosystem functionalities,
for example the Query Execution Manager (QEM) is a functional block
of the Database and Knowledge Management area and is responsible for
both scheduling query execution and directing queries to the appropriate
tables inside the system’s knowledge base. The QEM enhances response,
decreases processing times and delivers data to users in appropriate
formats.

Figure 2: Functional Blocks of the Proposed System

The Blockchain-based marketplace will be the epicenter of the proposed
business model, which will take advantage of its functionalities in order
to secure its flawless and undisrupted operation, while creating a trusted
collaborative environment for all the participants of the ecosystem.

4. Expected Impact

Industrial Symbiosis (IS) and the formation of interorganisational
networks operating on a symbiotic nature can play a significant role in the
global efforts for industrial sustainability and manufacturing compliance
with Circular Economy principles. And the stakes for such a strategy,
management, corporate culture and organisational change are far from
insignificant. Actually, according to [22], the application of Circular
Eeonomy principles in all sectors and industries will benefit Hurope
environmentally and socially, while having the potential to generate a net
economic benefit of EURO 1.8 trillion by 2030, resulting in over 1 million
new jobs across the EU by 2030. The proposed reserach provides a set of
targeted solutions and services for enhancing and supporting all the above
success factors for an ISN to flourish and create significant scientific, social
and potentially financial impact.

The research presented in this article is expected to have a strong socio-
economic impact, since the adoption of its results can potentially lead
to the emergence of novel ISNs in the Greek periphery and enhance
regional development, by enabling existing and new industries, as well
as communities, to access more competitively priced resource inputs
and reduce their waste management and emission control costs. More
resource inputs will be transformed into markerable products, which
further enhances resource productivity and provides economic benefits.
Moreover, in some cases the adoption of the proposed business model
will bring new processing or transfer needs, which will in turn stimulate
new business development and employment. Finally, the success of the
proposed research can ignite a series of improvements to regional eco-
innovation capabilities, with profound implications for more sustainable
regional development.

Essentially, the adoption of research results can provide an important
competitive advantage for the traditional Greek industries that have been
affecred by the global economic downturn and industrial restructuration
taking place in Europe and wotldwide, and in addition protect them
from the forthcoming new wave of economic crisis as an aftershock of
the COVID-19 pandemic. Creating symbiotic relationships and adopting
new, innovative and sustainable business models that take advantage of
otherwise unused industrial Hows may be a partial solution to disrupted
supply chains as a result of natural disasters.

As for individual organisations participating in an ISN network and
adopting the proposed business model, the impacts are numerous and
multifaceted. First of all, IS exchanges can potentially generate significant
cost savings, by reducing the cost of waste management and purchasing of
raw materials while at the same time reaping benefits from the sale of by-
products or the reuse and recycle of waste materials. Other, more difficul
to assess, economic opportunities are related to the strengthening of the
environmental position of the company and enhancing its Corporate
Social Responsibility (CSR) profile, which can be translated as a tangible
competitive advantage leading to the increase of the company’s customer
base. Furthermore, adopting a strong environmental commitment and
a pro-active attitude towards the introduction of further environmental
improvements will build a moral high stand for both management and
employees, which in turn contributes to strengthening the company
commitment, by providing resources on a continuous basis to invest in
environmental improvements, thus benefiing the environment and the
community as a whole.

Finally, one should not overlook the benefits of adopting the
proposed business model in management and cooperation culture of
participating companies. Although as displayed in Figure 1, the absence
of communication and cooperation is one of the main obstacles for
the development of environmental ISN initiatives, by embracing the
proposed business model companies are expected ro take positive steps to
improve communication with other agents at the intra-organisational level.
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Furthermore, the progressive integration of the environmental variable in
the process of decision-making of companies and its growing relevance
in strategic terms, will provide an excellent opportunity for the further
development of IS and collaboration projects once the environmental
gains of such a strategy are fully recognised.

5. Conclusions

In order to address the challenges inherent to implementing blockchain-
based solutions and overcome the well-known obstacles of ISN
development as shown in Figure 1, the research proposed in this article
will proceed in a set of action steps, presented in Figure 3. These steps
are in line with the Furopean Commission’s ambitious Circular Economy
Action Plan [23] and Agenda of Sustainable Development adopted by all
United Nations Member States in 2015 and more specifically, Sustainable
Development Goal (SDG) 12 under the heading of ‘Responsible
Consumption and Production’. Among other targets, SDG 12 seeks to
substantially reduce waste generation through prevention, reduction, reuse
and recycling and encourage companies to adopt sustainable practices and
mntegrate sustainability information into their reporting cycle, with the aim
of achieving sustainable management and resource efficiency by 2030 [24].

Figure 3: Research Action Steps

Finally, the research proposed in this article has unavoidable limitations,
propagated mostly by the barriers of ISN development presented in Figure
1, with the most prominent ones being the lack of technical expertise
by potential participants and the uncertainty regarding legislation and
regulations in support of ISN initiatives and blockchain adoption in specific
regions. In terms of technical implementation, the proposed research is
again limited by ‘soft’ issues that may arise during the initiation phase, such
as the persisting lack of trust in the technology, which most of the times
comes as a result of its inherent complexity leading decision makers to a
deficient understanding of underlying concepts and mechanisms. To that
end, the lack of blockchain standards further impedes the research efforts
for blockchain technology adoption and signing off of similar research
projects. In order to mitigate the effects of lack of trust in the technology,
the proposed research aims to develop and disseminate right from the
start, a proposed business plan for creating symbiotic relationships
supported by two white papers, the first detailing a roadmap for potential
business stakeholders and the second including guidelines and suggestions
towards ISN policy makers and regulatory bodies. The early identification
of limitations or enablers of the in effect — at the time of the study —
legislative and regulatory framework can be of great significance, especially
when it comes to attract investors and influencing initial participants.
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Abstract

The relation between blockchain tokens and the underlying networks as a determinant of success of use cases in the blockchain space is an

insuffciently explored issue in the literature. In the first part, we examine the token/network relation strength of various DLT tourism projects.

We find that non-monetary and non-financial use cases perform better than cryptocurrencies, and online coverage is a poor predictor of success.

Secondly, we provide preliminary empirical support to blockchain for tourism in the Republic of Moldova, a country, which is interesting insofar as

it features nascent medical tourism and blockchain industries with great potential. Thirdly, we further our analysis and investigate the intersection

between medical tourism and blockehain technology. We provide evidence that untapped socio-economic potential exists in these sectors.
Keywords: blackchain, Republic of Moldova, token, medical tosrism, health care, use cases

JEL Classifications: 111, 1.83, 014, P27, Z30

1. Introduction

Tourism 1s undergoing a wide-ranging process of transformation set in

Table 1: Analysis of all cited DLT companies
(external backing in the endnotes)

motion by digitalisation [1]. To meet emerging customer needs and build Blodkchain Success/ Failure indicator | Relation Strength
mnnovative platforms [2], the tourism industry combines money, technology project (oreen, orange, or red)
and knowledge. Ot particular interest is distributed ledger technology Destinia Medium
(hereafter DLT), a powerful driver of a technological revolution that
creates new opportunities for rourism companies [3]. CheapAir £5,000,000+ processed in Medium
BTCpayments since 2013
A blockchain is a distributed, shared, encrypted-database that serves as an AtrBaltic Medium
trreversible and incorruptible public repository of information. It enables
unrelated people to reach consensus on the occurrence of a particular
transaction or event without the need for a controlling authoriry [4]. Far Fastern Air Has ceased operations? Medium
aBitSky Good reviews” Medium
First, we review token-based versus non-token-based growth drivers in the Norwegian Air Popular; low-cost policy™ Medium
tourism industry and define a project’s token/nerwork relation strength Marco Coino 1958 brick-and-mortar Medium
accordingly. We are critical of tokens designed for pure monetary use cases. merchants listed™
We analyse a tourism ecosystem-enhancing project on the island of Agistri
in 2015, which has not passed the ‘smell test’ [5] since. RippleNet RippleNet Usage Surges Medium
300% In 2020 Q1=
We then look at a failed initial coin offering (ICO) in the loyalty industry Nautiluscoin Dead coin since Nov. 2017 Symbiotic
that bears resemblance to complementary currency systems. Some use DT Token Dead coin since 2017 Symbiotic
cases are dressed in the clothes of mediatised success stories, but hype Chain of Points | Failed 1CO on 31/03/2017 Medium to high
is seldom a good predictor of success. We therefore investigate more Fizzy (Axa) Experienced ended in Loose
promising non-native token-based use cases with weaker network/token November 2019+
relation strength. Buuyers Buuyers was removed from Loose
the Trade and Companies
Secondly, we analyse the results of a small questionnaire-based survey in Register on 05/20/2019%
the Republic of Moldova (hereafter RM), a small and under-researched Microsoft + Unveils Rezchain at World Loose
country where both tourism and blockchain sectors are embryonic. In spite Webjet Il'_""“"'t -\l”l"k‘_‘r (11/2019)x
of the small sample, our empirical survey serves as a stepping stone for Amadeus I'T «Blockchain is 'n\-‘crh‘\'}'!cc_in Loose
Part 3. Rashesh Jethi, Head of
innovation for Airlines™"
Finally, we investigate the intersection between DLT and medical tourism, Sihatech hlh"“u—f Llisted amongst the kapse
focusing o RM; world's top 10 startups
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2. Four types of blockchain/token relations

Scholarly controversy exists as to whether or not “the coin is an integral
part of the nerwork's incentive mechanism to maintain its security’, and
if ‘the two have an existential symbiotic relationship® [6]. We offer to
shed light on this debate in this study. In Proof-of-Work systems, miners
contribute to the network, and are rewarded with tokens if they first solve
a mathematical puzzle, in order to validate a transaction’ [7]. Yet, not
all blockchains are token-based, and not all tokens perform a monetary
function [B]. We propose a classification of use cases depending on the
strength of the relation between the token and the network: (1) symbiotic,
(2) medium-to-high, (3) loose-to-medium and (4) weak. Table 1 features all
surveyed DLT companies in this article.

Our clustering method draws on a simplified (and non-computed) Jenks
optimization method [9] in order to classify blockchain features by creating
homogenous classes, and using natural breaks in data values™. We provide a
novel measurement space in order to quantify the extent to which use cases
deploy a native token (a currency application). Our statistical arrangement
is structured around two discontinuous discretionary variables (token/
network relation strength and success indicator). Hence the value r =1 (l.e.
monetary use case) corresponds to a symbiotic relation featuring a native
token. By no means does this maximal value imply that the underlying
use case is flawless. Frequent flyer miles are a form of near money or
quast money [10]. Blockchain-powered loyalty points are native tokens
redeemable in the form of discounts and rewards. Yet one cannot pay
directly for the afferent services therewith, hence the value r=0.8. Some
use cases enable (monetary) payment in BTC (or other cryptocurrencies),
but the latter being non-native tokens, these use cases are not symbiotic in
the sense defined above; hence, the value r = 0.5. Finally, smart contracts
(e.g. automated compensation for insurance claims), certification, or record
keeping use cases may involve a payment authorization. However, tokens
perform a peripheral and non-monetary function, hence our chosen value
r = 0.2. It may be argued that the statistical data featured in Table 1 and
Figure 7 is not directly observable, and therefore difficult to interpret.
We disagree with this claim insofar as the numerical assessment of the
success/ failure of the projects, and the token/network relation, was based
on all public information available (press releases, articles and company
reports; see fn from ii to xiv in Table 1) and the expertise of the author
in the field of DLT.

Symbiotic relation

In the midst of a political crisis in June 2015 following a no-vote to a
referendum with prolonged fears of a ‘Grexit” [11], capital controls and
defiance towards the banking sector, the Greek island of Agistri rested
a cryptocurrency called Nautiluscoin [12], in order to kick-start the local
tourism industry. In spite of the media coverage, the project was short-lived
with allegations of scams with ramifications in RM [13]. DLT entrepreneur
Antonoupoulos has voiced criticism at Nautiluscoin, pointing to its
absurdity in a tweet questioning the alleged superiority of a cryptocurrency
solution to the Greek crisis over a mere cash-based one (Figure 1). While
debunking the Nautiluscoin scam, Miller [14] criticizes the potential of any
monetary crypto-instrument to boost tourism on the island of Agistri:

Kelly has struck a deal with the Mayor of Agistri to use the small island
as a ‘pilot program’ [...] how will he convince merchants to accept
Nautiluscoin? Kelly cites tourism as the vector for promoting Nautiluscoin.
I don’t understand how an altcoin will promote tourism. My research
indicates the island is already a tourist destination, so let’s assume that’s
true. I have to imagine in times of crisis, merchants want what tourists
already have: cold, hard cash.

Confirming the predictions of Antonopoulos [15] and Miller [14],
Nautiluscoin crashed in late 2017 (Figure 2). DT Token [16], an altcoin
issued by a developer affiliated to a Nautiluscoin stakeholder, promising
massive discounts and loyalty rewards in the tourism sector, officially

became a dead coin the same year (Figure 3). Both displayed a symbiotic
relationship: r = 1.
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®

If Greeks already have cash in hand, bitcoin
is unnecessary. If they don't, then bitcoin is
unattainable. It's a bank liquidity crisis

OEPBOROTEH
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Figure 1: Tweet by Andreas Antonopoulos on 29 June 2015
Source: Twitter
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Figure 2: Evolution of the Nautiluscoin price (2015-18) Source:
https:/ /coinmarketcap.cm/ko/ currencies/nautiluscoin/
DT Token (DRACO)
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Figure 3: The death of DT Token
Source: https:/ /www.coinopsy.com/dead-coins /dt-token/

Mediwm-to-high relations (loyally schemes)

Hereafter, a medium-to-high relationship r = 0.8 is posited for loyalty
and rewards. DT has a transformative potential for improving loyalty
prvograms [17]. Considering that most accumulated points in loyalty
programs, always very popular in the tourism sector, worth $50 billion [18],
are never redeemed, the startup Chain of Points had sought to use its own
token to incentivize participation in loyalty schemes [19]. Tokenization
experiments of loyalty and rewards programs mirror complementary
currency systems:

a specific unit (or system) of account that complements the official
currency and has been developed by a group of agents (individuals,
economic and social structures, local authorities or banks) that has formed
a local network with a view to accounting for and regulating exchanges of
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goods and services [20].

These ambitious crowdsale announcements eventually proved delusional
[21]. Figure 4 shows that the ICO has failed, while www.chainofpoints.com
was inactive at the time of writing,

Edol  ThSse  Cuet
Name Suhe | USDRdsed | KO Pee | piee  Tdegum Hpe  Rebm) | Raling
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[ ¥

Iigure 4: The failure of the Chain of Points ICO
Source: https:/ /www.icodata.io /1CO

In Table 2, we document the intensive media coverage of both failed
projects received over short periods of time (with r=1 and r=0.8). In light
of these disappointing results, we claim that against the odds, the most
fruitful DLT use cases in the tourism sector lie outside the financial and

monetary sphere, and display week or medium relation strength.

Loose-to-medinm relation

For the following non-native token-based and financial use cases, r = 0.5

(Table 2). In Thailand, tourists are wary of credit card fraud and seek

Table 2: Online coverage for our two (near) monetary use cases

Digital curren roject for Agistri
island: media sources over a period of
three months.

Initial Coin Offering of
Chain of Points: pre-1CO
period of six weeks

A bitcoin-like solution for Greece CNBC Article
Bth of May 2015 by Brian Kelly
Drachmae: a Bitcoin-like Solution for Greece's

Troubled E y Bitcoin Mag Tdth May
2015 by Giulio Prisco
Dract Could biteoin-inspired y be

the answer to Greeee's economic woes?
Intemational Business Times Article 13th of May
2015 by Anthony Cuthbertson

Could a digi-drachma avert a Grexit? Reuters
BY JEMIMA KELLY June 5th 2015

Electronic currency can rescue Greek
economy, The Argus by Finn Scott-Delany
Tuesday 9 June 2015

Worried about Greece holidays? Should you
go, where to stay, safety tips - facts to know,
Sunday Express Newspaper 3rd July 2015 by
FELICITY

Greek Economic Crisis: Is A "Parallel’
Currency The Answer?, Forbes 5th of July 2015
Roger Aitken

Greek island agrees to test digital currency,
CNBC 8th of July 2015 by Brian Kelly

Tourists nearly absent for Greek island's peak
season, Greek islands, normally packed this time
of year, are struggling 1o get by. CNN's Phil Black
reports, 11th July 2015
Crip las y Blockchain fi parte
del show televisivo ‘Athena’ en la isla griega de
Agistri, criptonoticias by Jaime Sandoval 24th
August 2015

Digital currency ecosystem tested on island,
TechCityNews 23rd November 2015 Nia Williams
Drachmae Preview and Interviews Agistri,
Greece ecosystem tested in Agistri, Tkon Media
5th December 2015

How Bitcoin Disrupts Telecommunications,
28th February 2016, by Kokkinos Marinos,
Cointelegraph

Drachmae Project plans blockchain based
travel club Token Crowdsale, 2ud May 2016,
Hans Lombardo, AllCoinsNews

Chainreactor Beta-Testing Permissioned
Blockchain with D'T-Chain 16th May 2016,
Hans Lombardo, Blockehain Finance

Is A Blockchain Solution for 'Brexit' Voting &
Transparency The Answer? Forbes 5th of July
2015 Roger Altken

Chain of Points Launches
Crowdsale to Help Small
Businesses with Loyalty, Finance
Magnates, Avi Mizrali, 18 January,
207

Can Blockchain Help Loyalty
Programs? Bitcoin Magazine 27th
February 2017 by Michael Scon

1PayYou CEO Kavner Joins
Blockchain Loyalty Startup

Suberg

Chain of Points Announces Start
of POINTS Token Crowdsale
with 21 Million POINTS
Available, Finance Digest (non
dated)

Blockchain loyalty startup Chain
Of Points adds iPayYou CEO to
board of advisors Block Trnlune
Article by David Pimentel 6 March
2017

iPayYou Founder Gene Kavner
Joins Chain of Points Board of
Advisors Finance Magnates by Awi
Mizeahi 28th February 2017

merchants accepting Bitcoin [22]. Destinia, in 2013-14, began to list its
prices in Bitcoin. Online booking site CheapAir, Latvian national airline
AirBaltic, Taiwan’s Far Eastern Air [23], aBitSky, Norwegian Air all accept
payment in Bitcoin. In Southeast Asia, there is increasing acceptance of
Bitcoin Cash [24]. Marco Coino is an application that helps locate brick
and mortar stores accepting Bitcoin Cash (Figure 5). With Bitcoin and
Bitcoin Cash being already established cryptocurrencies, these use cases
are devoid of native blockchain tokens and do not qualify for symbiotic
token/network relation. Rather, we opted for medium relation strength
(Table 1).

A resilient banking system provides reassurance to tourists, and enhances
the competitiveness of tourism destinations. DLT financial applications
[25] pertain to compliance costs, clearing and settlement, Know-Your-
Client (KYC) and Anti-Money-Laundering (AML), and help strengthen
banking operations.

Comment: in spite of substantial media coverage and hype, both projects
have failed to live up to expectations.
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Figure 5: Bitcoin Cash Map
Source: https://map.bitcoin.com/

RippleNet is a global network of more than 300 financial institutions
wotldwide enabling faster, lower-cost payments. Recently, Ripple Inc.
announced an upgrade of RippleNet, and the launch of “Easy App’, a QR
code-based application enabling tourists in Thailand to pay for goods and
tourism services without needing to change currencies beforchand [26].
Although it uses a native cryptocurrency called XRP, RippleNet is best
seen as a challenger of the SWIFT nerwork, relying on established banking
institutions and fiar currencies to sustain its cross-border operations (r =
0.5).

Weak relation

For smart contracts, review cerfification, online booking and e-healthcare,
r = 0.2. Smart contracts are blockchain-powered programmes, for
deciding whether an operation should be permitted. They can send an
acknowledgement or (non-monetary) token access mechanism to the
physical asset, or a user e-wallet, to open a rental car or hotel room [27].
Fizzy [28] was a web and mobile insutance cover experiment for flight
delays that ended in November 2019 [29]. The compensation of a loss is
no longer based on expert assessments of customer claims, but on data
stored on the blockchain, Axa ended the experiment in November 2019.

Travel sites often aggregate reviews and ratings about tourism service
providers [30]. These online user-generated reviews tend to dramatically
reshape the rourism industry [31]; controversy surrounding verified
opinions, distorted rankings, and satisfaction rate authenticity has not ended
[32]. Buuyers (Figure 6) set out to offer a customer review management
tool, in order to monitor the online reputation. It offered professionals an
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innovative and collaborative label that would ensure the most transparent
customer relationships. By certifying reviews before registering them on

the blockchain, transparency and credibility could have been increased [33).

Microsoft and Webjet have designed a blockchain proof-of-concept travel
solution, facilitating booking data processing [34]. The new blockchain
called Rezchain powered by Microsoft Azure, consisting in a smart
contract solution and data reconciliation service [35], was successfully
launched by Webjer [36]. It helps streamline processes, and reduces costs

across the industry with substantial reduction in losses associated with

transaction disputes. The travel industry has suffered massively from the
2020 coronavirus pandemic; the Webjet share price is nonetheless showing

signs of resilience,

Figure 6 Authentication of customer reviews
Source: Buuyers

Authenticity n tourism [37] [38] comes under many forms. Tourists in
search of authenticity in a restaurant can keep an eye on the food supply
chain [39] [40].

Travelers are required to show their 1D at multiple stages of their journey
from booking to boarding to checking in at the hotel. DLT increases
security while simplifying traveller identification [41].

G
Combined with DLT and mobile services, it enables early-stage innovation

mification is the process of layering game-like features onto a platform.

and engagement in the creative process [42]. Destination marketing
organisations and tourists benefit from gamified mobile experiences [43].

In case of emergency, access to a permissioned blockchain helps detect
a competent expert, who has access to the healthcare data remotely in
case of a rare condition. Patients can store c11t.‘ryptc(1 vital information and
instruct who has access to the private key and the medical information.
The ledger stores medical procedures and advanced directives, such as not-
to-resuscitate orders [44]. Sihatech is funded by Saudi Aramco (worth $2
trillion) through the Aramco Entrepreneurship Ventures Fund. Sihatech
has built the largest database of private doctors in Saudi Arabia and has
launched an elective medical pmccdurc ﬁn;m{_‘ing module called _I;lm;tlck,
Sihatech is listed amongst the world's top 10 start-ups [45].

Interpretation: Successful projects cited in this study display weak or loose
network/token relation strength. Furthermore, there is no correlation
between online coverage measured by Google search results, and the

two Liiﬁcrc[iun;tr}' variables (success/failure and token/network relation

strength),
3. Questionnaire-based survey on DLT in Moldova

We conducted a small online survey on the potential of DL for tourism
in RM for a segment of the tourism industry, namely medical tourism. We
The JBBA | Volume 4
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Figure 7: 3D representation of all use cases

collected the answers to ten quc.«‘!inm 1)}' [unl_\'j four rr:&prmdcn[s, who
all hold a senior management function bearing an either direct or indirect
rcl;n'i{mship to the Moldovan tourism indu&l'r_\"""', Of course, the small
size of the sample prevents us from inferring any statistical significance
therefrom. Yet, given a combination of limiting factors such as country
size, the embryonic tourism market [46] and the nascent technology [16],
the turnout remains acceptable for qualitative research purpose, and
justifies the inclusion of the results thereafter. Three respondents admitted
to a poor understanding of the technology, against one who claimed to
have a good one. Regarding the upgrading potential of business models,
the answers were equally split between process automation, enhanced
transparency, and improved trust. Regarding the (open-ended) question of
the imp;u:r of DLT on existing and new business intermediaries in RM, a
single

spondent stated that some tourism agencies would be compelled
to adjust their portfolio of products and tourism services in the future. No
respondent stated that their employer currently had a budget for DLT. One
stated that it will be the case in the i"LllLlrc, and another did not know. To
the (open-ended) question of the impact on the level of disintermediation
entailed by this technology, one stated a lack of technical knowledge
while another thought that disintermediation carried some opportunities.
Regarding the potential on medical tourism, the object of the next section,
one respondent identfied good potental, one believed the contrary, and
the two others either did not know, or did not answer. To the L]L]L‘Sfi{)ll of
the potential of blockchain tokens in order to improve the attractiveness
of the tourism indu::!ry in RM, three did not know what blockchain
tokens referred to, and one respondent believed that they could be used
as a customized strategic promotion tool for the industry. To the ultimate
open-ended question of the main obstacles to technology adoption
one respondent stated that DLT implementation is the by-product of a
proactive mindset; (s)he mentioned the small size of the market, and lack

of knowledge about the technology and its advantages.
4, Medical tourism in Moldova: Can DLTSs help?

We now deliberately focus on a non-financial use case. Our selected

destination is an audacious bet, voted the least visited country in Europe
in 2013 [47]. RM is a rather unknown country with an embryonic tourism
sector that could draw on the success of other developing countries, which
have succeeded in improving their attractiveness levels, enhancing the
welfare of local population [46].

Within four years, Lonely Planet’s outlook drastically improved. RM
was placed on the hotlist of the best destinations in Europe: ‘Burope’s
final frontier: little wisited, lost in time and always surprising’. It warns
‘L‘xpuricm_‘c(l travelers to Europe’, ].i]it'l:.' to be ‘amazed and disoriented I)}'

Moldova’ [48].
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A landscape of low, rolling hills and a secretive cave monasteries are a few
of the gems you'll discover. The capital Chisinau, is wonderfully slow, but
the countryside is where you'll feel most at peace. Take a trip to Orhes, an
hour’s drive north of Chisinau, for a hike through fields and forests and a
glimpse at the sacred Orheiul Vechi. [49]

Starting in 4000 B.C., the Sumerians built a place around a thermal spring,
visited by travellers for its healing properties. In India, there have been
Yoga and Ayurveda healing techniques for 5000 years, attracting thousands
of persons looking for health improvement. In Japan, people have travelled
for over 1000 years for medical purposes to the ‘Onsen’ mineral springs. In

Greece, pilgrims used to travel to Epiduria, considered the ‘Sanctuary of

the healing God — Asklepios’. Starting in the 16th century, Europe became
a destination looked for medical tourism, due to roman baths or spa.
Amidst the popularity of worldwide travel, a growing number of people
are today aligning their trips with healthcare services. The basis of this
movement 1s known as medical tourism. The medical tourist is someone
who travels ourside the borders of their country, in order to benefit from
medical services. This notion excludes expatriates, medical emergencies,
and companions of medical tourists. Medical tourism is a particular form
of patient mobility, where patients travel across borders or to overseas
destination to receive treatments including fertility, cosmetic, dental,
transplantation and elective surgery [50]. The scope of medical tourism is
widening due to the customization of consumer expectations [51].

There is no consensus on the size of the global medical tourism market.
Research companies provide estimates of the market turnover and growth
potential. Allied Market Research [x] stated thart the global medical tourism
marker was valued at $53.77 billion in 2017 and is estimated to reach
§143.46 billion by 2025, registering a 12.9% growth rate from 2018 to
2025. Based on research conducted by this organization, it was estimated
that around 20 million people travel across the world each year for medical
toutism purposes, spending an average of $3410 per visit [37]. The global
medical tourism market was valued at approximately only USD 15.5 billion
in 2017, and 1s expected to generate revenue of around USD 28.0 billion
by the end of 2024, growing 8.8% between 2018 and 2024 [58]. Regardless
of these major variations between estimates, we encourage researchers to
revise their projections downwards in light of the Coronavirus pandemic

[59].

Table 3: Benefits, drivers and consumers expectations
Sources: [52] [53] [54] [55] [56]

Benefits Drivers Consumer expectations
Lower cost Powerful Market-drivers Quality (real or perceived)
Avoiding queues Globalization trends Adfordability
New treatments become available | Strength of the demand-side Availability
Some treatments are illegal at home |  Empowered patient base Accessibility
Welfare-enhancing sector, source of ICT revolution Trust in the staff and clinic
comparative advantage for
developing countries
Faster adoption of innovation Decreasing cost of travel and Confidentiality
transport liberalization

guidelines and national health regulatory standards. The impact of the
pandemic is likely to be enormous as periods of quarantine before entering
some countries might deter medical tourists in the future. In a post-
COVID-19 world, countries will undergo massive training efforts by health
professionals, and implement procedures related to infection control of
travellers. Compliance with health standards will become the new markers
of competitiveness. In this respect, small medical facilities will come under
closer scrutiny [61].

Medical tourism in RM is a nascent and unstructured industry. We present
hereafter the relevant data supplemented by a SWO'T analysis, and draw
some perspectives. Data in Table 4 was obtained on the website of the
National Bureau of Stanistics thar publishes vearly information on all
tourism agencies and tour-operators providing tourism services in RM.
Tourist flows are broken down into (1) recreational and leisute purposes,
(2) business and professional, and (3) treatment. The website of the
statistical Bank (another state institution) provides detailed information
about the activity of travel agencies and tour operators, by purpose of
visit, from 2000 to 2019,

Table 4: Statistics on medical tourism (2015-2019)

Yeur % of total incomung tounism Number of medical tourists
2015 il 40
2016 39 612
W07 43 88
2018 i 8
2019 28 550

Table 5: Strengths/Weaknesses/Opportunities/ Threats analysis

Strengths Weal
o Medpark m Chisinan 15 a worldclass hospimal # 3 and 5% of the total market, absence of any blatant

gowth trend, not very popular at the moment, total of
100 hospitals in RAL » handfal (all private) offer high

# Richtradition of providing heabi-related services in
Central and Eastern Enrope: medical. therapeutic and
wellness (Smith et al. 2016).

® In former USSR the dignitanes from the regime used
to coine to Moldova to recsive treatisent (it enjoyed the
best healtheare system of all socialist republics)

quality intemationally competitive health services.

® Medical tourrsm went unnoticed m Moldova
Competitiveness Project funded by USAID | govemment
of Sweden: ‘the tounsun sector could grow 10-fold o the
et 10 years, contributing up 1o 3% in GDP gowik by

* Cument potential: between S00 and 1000 year

© Coronavirus crsss {restructunng of the tonnsn
m&lswmmpﬂuuﬂw\umtw tnluip

111

&.\Mo&m;l:ylamﬁuwhmwa
On 19032020, Prime Minister Ion Chicu announced a
bt of: that wll be taken to help busmess

In February 2020, the Medical Tourism Association [61] organized a
webinar titled “The Coronavirus & It's Impact to Medical Tourism’, in
which Karen Timmons, CEO of Global Healthcare Accreditation, warned
against the slowdown of airlines resulting in unprecedented levels of
diligence for the risk of travelling. In the context of a pandemice, high-
quality accreditation will become a sine qua none for travel agencies
offering medical tourism services so as to ensure compliance with WHO

entities from RM drirng the panderms situation
blockehain technology pivotal to the tranformation of
the wedical touwisim vector (confidential health reconds)
ANTRIM 15 currently reconsidermg its promotional
strategy which could be beneficial to medical rounsm.
“moare creative solutions are needed” (Turcann, 2020)

© State U of Medicine & Phanmacy "N. T

cout £2000.3500 Fm&pwyhngmpm
und other materialy ueeded ot included

stimuilatmg busiess development, job creation and
# Some hospitals  private clinics take foreign patients. | anacting foreign toursst dollars”
* Deutal wedical touisim is populs amony forei ® The best healthcare system under USSR has suffered
Dcmlmmchaymhmdhuhnpmm from comuption practices m the faculties of medicine
Exangle of prices
= The restoration of froatal tooth - EUR 63
- Ceramse crown - EUR 180
« Tooth whitening: bleachmg - EUR 73
« Deatal amplant - up to EUR. 300,
Opportunities Threats

® Some private clinics double prices for foreigners

# Coromavirus : slowdown of ardines. travel and tonnsm
ndustry = most affected industry worldwide. expecied
losses i the range of millions of lei (Turcanu, 2020),
qnmunu:iwmbwpmml. fear of traveling

@ Frseal ensis: the pandemic has depleted the fiscal
resourses of the State (Chicu cited i ipa. 2020) that
requesied an cunergency loan (IMF. 2020}, inpeding
tmasseve public and private ivestment {see
OoppormImIntiss )

» Fragle parlismentary alliances. recurrent political
uncertainty. formerly under oligarchical rule

Tlll‘ JBB.‘\ I \lllllllll‘ I | [551"'] |

May 2021



"*JBBA

After one year of evaluation and with 1500 indicators tested, Medpark
International Hospital, a Chisinau private hospital was the first medical
institution to become Joint Commission International aceredited in 2014,
in RM, and in Eastern Europe with 94 out of 100 points, a near-perfect
score [62]. Dr Olga Schiopu Medical Director of Medpark describes the
outstanding modern facilities of this cutting-edge establishment that
includes four specialized operating theatres (cardiac surgery, neurosurgery,
trauma and general surgery) and an in vitro Fertility Centre. There is a high
level of medical expertise of doctors who have all undergone postgraduate
training in elite universities in Burope or North America. The cardiac
centre offers treatment against acute myocardial infarction and cardiac
surgery). Other popular areas of intervention include hip replacement and
ophthalmology.

Medpark International Hlospital is a top destination on medical tonrism market. This
is possible due to advantages such as accessibility in terms of transportation (air, road),
bighly qualified medical staff, state of the art medical equipment, comprehensive care
ander one rogf, care for the patient, affordable prices and the list could go on [63].

Another asset of RM is the excellent language skills characteristic of an
educated workforce. At Medpark, doctors communicate with patients
in English, Romanian, Russian, and Turkish. Other languages are made
available upon payment of an interpreter’s fee [63]. Dr Schiopu recognises
thar the biggest challenge facing the growth of medical tourism in RM is
reassurance about the country, its safety for travel and tourism purposes. In
this regard, the initiative of Moldova Tours 2.0 [46] is timely and welcome,
as it sets forth to promote tourism and educate people abour what RM,
once the least visited country in Europe [47], has to offer. With the help of
video calls and exchange of information prior to the first visit, the pricing
of healthcare services for medical tourism purposes (for complex surgery)
could be more accurate and reinforce trust. As explained by the Medical
Tourism Quality Alliance [64]:

Fatients looking for medical care and freatment abroad need accurate wp-to-date reliable
information. Whether a website or a medical tonrism company can provide the sort of
information that will answer concerns about best quality or bigh standards of patient
safety and care management is ofien a concern. Some patients consider accreditation
status and word of month recommendations before they make their choice of bospital,
it a definite improvement over relying only on the internet for information or choosing
the lowest cost.

5. DLT solutions and Electronic Health Records (EHR)

Not all consumption of healthcare services abroad is medical tourism, for
mmsrance, the occurrence of emergencies while travelling abroad. Clinicians
often find themselves in a critical, if not perilous, situation when lacking any
health record on their foreign patient. The delivery of quality healthcare
is always at stake, and in some emergency situations, human lives are too
[44]. When a person is travelling outside their home country, and is treated
for an emergency, a blockehain ledger could help detect a competent
expert, who would have access to the healthcare data remotely in case of
a rare condition. Due to privacy concerns related ro EHRs, patients could
store encrypted (therefore confidential) vital information on blockchain-
powered Internet-of-Things (I0T) medical devices, and instruct who has
access to the private key and the patient’s medical information. It could
store medical procedures and more advanced directives, such as not-to-
resuscitate orders [65]. This amounts to patient-centric care (the self-
management of healthcare conditions by patients). The stakes are high both
for healthcare clinicians and patients: ‘in modern societies, cultures and
organized groups, the dissemination of medical data has been perceived
to be a breakthrough for the discovery of new techniques and therapies
for curing diseases’ [66]. How about digitising currency circulating in the
health micro-economy? Abid Hospital in Islamabad, Pakistan, was the first
Asian hospital to accept the PakCoin cryptocurrency. Technological feat is
never an end in itself; this unique experiment had no impact on healthcare
quality and medical tourism flows. A more effective application would

be to reach out to the unbanked population [67]. In a post-COVID-19
world wherein pockets of poverty are expected to worsen, the reinvention
of tourism shall involve this massive segment of the world population.
Blockchain tokens prove useful by helping store and securely transfer
patient-related and legal information. Usually, the healthcare provider, not
the patient, retains access to past data. The siloed nature of healthcare
data scattered across various healthcare organisations poses the issue of
interoperability between different healtheare providers. Of course, issues
of fragmentation and lack of cohesiveness of health records are not limited
to medical tourism in developing countries, as they also pertain to large
and developed countries such as the USA: ‘it’s no exaggeration to say that
our EHR systems’ lack of interoperability is the single strongest barrier to
nationwide population health management’ [68]. MedRec is a decentralised
EHR management system [69]. EHRs are signed digitally, thereby ensuring
the existence of an unaltered copy. It is the signature, not the record itself,
which is stored on the blockchain ledger. MedRec notifies to the patient
the read and write permissions over the EHR. A eryptographic hash of
the record protects against tampering, thereby guaranteeing data integrity
to all network parricipants. The block content is made of healthcare data
ownership and viewership permissions, while the healthcare community
forms the thrust of P2P network. The objective of MedRec is to develop
a user-friendly interface that simplifies direct interaction between patients
and EHRs that span over different healthcare providers. The next step will
be to increase the complexity level of the interface by introducing a richer
dataset comprising more data types, contributors and users. DLT, through
a decentralized control mechanism, allows the healthcare system to do away
with another layer of middlemen, and enhances the control of the patient
over medical data. Furthermore, healtheare blockchain ledgers become
time-stamped, auditable and programmable with the help of Ethereum-
based smart contracts that help automate and track state transitions (e.g
change in viewership rights and entry of a new record in the system).

Digital identity, paramount in healthcare management can be tackled today
by DLT [70], is enhanced by the association of widely accepted forms of
identity with public key cryptography [71]. After referring a blockchain
to confirm permissions via the database authentication server, a syncing
algorithm handles “off-chain’ data exchange between a patient database and
a provider database [72]. The use of multiparty off-chain channels solves
the scalability problem of the Ethereum blockchain and, by extension, other
blockchains [71]. Given the size of EHR, this breakthrough proves useful
for the incentivisation and enforcement of smart contracts between actors
of the healthcare system across institutions and countries. The adoption
of DLT could help promote decentralized medical travel solutions, and
improve HER management. Health connected objects could foster smart
medical devices. For instance, a surgical device linked ro a blockchain
through a smart contract could trigger preventive maintenance. IoT-
enabled temperature loggers would rransmit the temperature parameters
of drugs to a blockchain during shipment, while a smart contract monitors
its stability. DLT could help create tamperproof certificates of medical
necessity in a trustless environment, thereby stipulating which healthcare
services are necessary for the patient by a certified clinician. TIol" devices
and blockchain smart contracts can become tools facilitating diagnosis
[73] when connected to a machine-learning algorithm (e.g. glucose levels
and diabetes). DLT-powered EHR are well adapted to cloud-based
environments, which have attracted substantial interest from patients,
health institutions and researchers alike [74].

Concluding remarks

We have shed light on the ongoing debate in DLT research of an existential
symbiotic relatonship between the token and the network [6]. We have
provided a counter-intuitive and evidence-based view by arguing that
promising rourism use cases lie outside the monetary and financial sphere.
The expansion of the DLT space has paved the way for a wide range of
non-monetary use cases displaying looser relation strength. A multitude
of use cases with a weak relation draw on the capability to securely store
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and transfer information/data. In Table 1, successful projects display weak
or loose token/network relation strength. After conducting a correlation
test, the null hypothesis (rs = 0, no correlation between relation strength
and success indicator) is not rejected (Figure 7). These preliminary results
warrant caution as correlation and/or lack thereof do not imply causation.
Room exists for future successful monetary use cases in the tourism sector,
although we wish to warn against media hype.

In medical tourism, lower medical costs, international accreditations,
competent and multilingual doctors are the building blocks of enhanced
attractiveness. In the French philosophical tradition of Althusser |75,
the infrastructure, namely the economic base, is the foundational layer of
the social system while the superstructure (i.e. the upper layers) is both
the essence of the visible structure and the ideological governance of
the infrastructure. Along these lines, the evolution of the infrastructure
determines that of the superstructure. Arguably, Nakamoto [76] favours
the opposite stance with his ground-breaking analysis of decentralisation.
In the case at hand, the infrastructure, namely healthcare facilities and
professionals, is determined by the superstructure, namely organisational
protocols and technological projects. We note that the superstructure of
RM still lacks a decentralised technological laver pivotal in creating an
environment of trust and transparency; hence, our rationale for blockchain
technology.

Finally, let us mention the 2020 coronavirus pandemic:

At this monsent we are realisiic: now is not the right time to travel to and from many
places. AN travelers showld follow government advice and as a further measure consider
if° their journey is responsible and essential in the current context [77].

Vicol and Mogildea [78] explain that an EU-wide recession will reduce
exports and remittances, and put pressure on the national currency. Yet,
‘the tourism sector, like no other economic activity with social impact, is
based on interaction amongst people” [79]. RM would hence benefit from
an organizational platform channelling the forces capable of combining
DLT, big data analytics, cloud storage and IoT medical devices in a creative
fashion, thereby conducive to welfare-enhancing innovation based on data-
sharing, higher accessibility and an attractive medical tourism sector.
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[rANSPOT-CEases-Operations

“hitps:/ /www.reddit.com/r/bre/comments/451113/my_experience_with_abitsky/
" hreps:/ /www.bitcoin-pccepted.com/bitcoin-now-accepted-norwegian-air/

“i hrtps:/ /map.bitcoin.com/

= https:/ /www.thecryptoassociate.com/ ripplenet-usage-surges-300-in-2020-q1/

* https:/ /wwwilatribune. fr/ entreprises-finance / banques-finance /assurance / clap-
de-fin-pour-fizzy-l-application-phare-d-axa-dans-la-blockchain-832676.html

x hrrp:/ /entrepriseslefigaro.fr/buuyers-75/ entreprise-792584872

“ https:/ /wwwawvebbeds.com /webjer-limited-unveils-rezchain-at-wrm,/

= https:/ /www.phocuswire.com/Technology-travel-experience

* hrtps:/ /www.zawya.com/mena/en/press-releases/story/Sihatech_listed _
amongst_the_worlds_top_10_starrups-ZAWYA20191113082106/

= A proper application of the Jenks opumisation method would require the
minimisation of the squared deviations of each class means according to a pre-
specified algorithm. However, our fixed choice of discretionary vanables prevents
us from calculating any intra-class standard devianion. We leave the refinement of
this statistical treatment for future research as the number of tourism use cases and
statistical observations expand.

= The results of the questionnaire are available in Romanian here https:/ /docs.
google.com/ forms/d/1tQr90VqyhBrM Tz3aCtrw9yNZT5ryIEvPelRkdN6Qawl /
edit#responses
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Abstract

A decade on since Satoshi’s Bitcoin paper, Blockchain is now considered to be sliding into the trough of Gartner’s hype cycle. Claims in regard to
Blockchain and Cryprocurrencies being dead are on the rise, whilst at the same time many claim the contrary. The vague statement encapsulates
many different aspects and perspectives of a myriad of use cases, technology and platforms including both the technique as a whole and as
individual instantiations.

In this paper, we unpack the statement, break it down and investigate objectively concrete factors which provide indication in regard to whether
Blockchain is dead. We examine metrics including budgets and investment; company registries and data; community engagement, projects and
source code repositories; academic research and programmes; social media posts; and public interest. We individually demonstrate metrics that
indicate the respective measures’ healthy activity and come to the conclusion that the collective statement ‘Blockchain is dead” does not hold. A clear
message extracted from the work proposed herein is that success is achieved where the community comes together rather than works in isolation.

Keywords: blockchain, ecosystem, research, imestment, analysis
JEL Classifications: -1/2

1. Introduction

‘Blockchain is dead?” — a question or statement which many have asked
or claimed since the (first) 2017 rise and fall of Bitcon and other
cryptocurrencies. Is it the case that the blockchain field and related
sectors are indeed dead? According to Gartner blockchain is now sliding
into its hype cyele’s Trough of Disillusionment® in 2020 — depicted and
expanded on in Figure 1. Will the technology make its way up the Slope of
Enlightenment or will it exit towards its death? To answer the question of
whether or not blockchain is dead and/or on its way there, we first need to
understand what we mean by it and how we can determine the answer. In
this paper, we aim to provide insight in regard to whether this is the case by
investigating a number of different facets of the blockchain sector,

Whilst, death implies a permanent state of inactivity, a looser meaning will
be used to determine whether or not blockchain is dead — if activity within
the sector is drastically reduced (even if temporary) then for the sake of
reaching a conclusion in the current period under investigation it will be
assumed that it is dead or on its deathbed.

To determine this, activities within various facets of the blockchain
sector will be investigated including cryptocurrencies, smart contracts,
distributed ledger technology (DLT) and popular platforms including
Bitcoin, Fthereum and Hyperledger. Activity of the following vitals will be
looked into: (1) new companies being founded; (it) investment into start-
ups and companies; (i) patents published; (iv) academic papers published;
(v) research and development funding: (vi) online search trends; (vii)
mining infrastructure and hash rates; and (vii) blockchain-related software
development effort.

Indeed, the blockchain sector includes many applications beyond
cryprocurrencies [1], and by including cryptocurrencies (and associated
hype surrounding them) in this study, the results are influenced beyond

what is otherwise pertaining only to the non-cryptocurrency blockchain
sector. However, in this first study, the aim is to look at the secror at the
most abstract level (including eryptocurrencies).

It would be ideal to go into greater detail for each facet investigated;
however, due to space limitation, ininial insights in regard to the various
aspects will be provided and deeper analysis of each aspect will be left for
future work.

A lot of hype surrounded the sector when cryptocurrency prices had
surged mid- to late 2017, This hype was short-lived and prices soon came
crashing down. Many associate the surge and crash in price with the secror’s
position in Gartner’s hype cycle — yet at the time of writing

Expectations

Time
Innovation  Peok of infloted Trough of of Plateau of
trigger expectations disill lig productivity

Fignre 1: The Gartner Hype Cyele reproduced from 2] and modified.

this paper a second surge in price of cryptocurrencies is being seen. In
this paper the period from January 2017 to December 2020 will be used

The JBBA | Volumed | Issuel |

May 2021

62



") B

A

in undertaking the various data gathering and analysis required. Figure 2
depicts the prices of two popular cryptocurrencies, Bitcoin and Ether,
for the aforementioned period. The hype period referred to can be seen
starting around mid- to late 2017, Whilst, reference will be made to this
hype period throughout the paper, in no way is the paper claiming that the
Blockchain sector is dependent on eryptocurrencies’ success solely (it is but
just one factor) and indeed the Blockchain sector may survive independent
of cryptocurrencies’ success — however, reference is made to this period
50 as to be able to provide initial insight on potential correlations with the
period.
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Figure 2: Bitcoin (B1C) and Ether (ETC) Price in
United States Dollars (USD).

The paper will now follow by providing insight into the 8 aspects of
blockchain activity mentioned above, where each section will deseribe its
purpose, methodology-related aspects and results.

2, Companies Founded

Companies founded and services launched are indicators that demonstrate
the private sector’s belief in a technology’s potential. Whilst it has proven
difficult to find a registry or list of services which specify launch dates
and activity, information relating to companies were retrieved from
Crunchbase," a publicly available and browsable database providing
information about start-ups, companies and their financing [3]. Tt has
been described as ‘the premier data asset on the tech/srartup world’."™ An
exercise was undertaken to determine the number of companies founded
between 2017 and 2020 to provide an indication whether an increase or
decrease in activity within the sector can be identified.

Methodology

Some companies in the dataset are not attributed with the full date they
were founded but only the year — which end up being associated with 1st
January of the respective year. It was decided to remove the companies
listed as being founded on 1st January of each year since it would be
impossible to identify which of those companies were actually founded
on 1st January and which were founded during some other time in the
respective year. Also, given that 1st January is a public or bank holiday
in many countries it is unlikely that a high number of companies were
founded on 1st January.

The data was gathered on 5 January 2021. All company data was retrieved
for companies whose descriptions includes any of the following keywords
and terms: ‘blockchain’, ‘eryptocurrency’, ‘cryptocurrencies’, ‘DLT,
‘DLTS, ‘distributed ledger technology’, ‘distributed ledger technologies’,
‘bitcoin’, ‘ethereum’, ‘hyperledger’, ‘smart contract’, ‘smart contracts’,
‘eryptocurrency exchange’ and ‘crypto exchange’.

Results

Figure 3 depicts the number of blockchain-related companies (as per
the terms listed above) founded per month between January 2017 and
December 2020. The numbers show a peak of companies founded between
late 2017 and early 2018 which coincides with the hype seen during that
period. The question however is whether the post-hype data reflects an
indication in regard to whether interest has been completely lost or not in
the space. On initial glance one may conclude that the diminishing number
of companies founded per month may indicate this.
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Figure 3: Blockehain-related companies founded between
January 2017 and December 2020.

However, given how Crunchbase collects and processes data especially due
to its crowdsourced nature of data collection, ‘there is therefore a certain
delay berween the foundation of the company and its actual registration
on Crunchbase’ [4]. A company is likely to be listed on Crunchbase *when
it starts looking for investment, or has become part of the portfolio of
an investor, or more generally wishes to gain greater visibility online” [4].
However, these numbers should be revisited in a year’s time to see if 2020s
numbers are around the numbers currently reported for 2019 to give an
indication in regard to increasing or decreasing numbers of companies
being founded.

To further support this argument, besides the depth to which this was
discussed in [4], the same exercise was conducted for companies categorised
under the keyword ‘software’ — a term that is likely to not have suffered
from hype over the past few years. Figure 4 below provides support for
this argument that the decreasing number of registered companies does
not necessarily mean that companies are not being tounded, just that they
are not yet listed in the platform. However, what we can conclude is that
figures currently reported for blockchain-related companies founded in
2019 were around the levels of companies founded prior to 2017’ hype —
and these figures should be revisited in a year’s time.
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Figure 4: Companies categorised under 'software’ founded between
January 2017 and Decenmber 2020,
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Whilst, it would be useful to see how many of these companies are still
operating, and whilst Crunchbase data does indicate whether a company
has closed, the figures are low and likely not representative of companies
actually closed (likely due to the crowdsourced nature of data). The figures
reported for closed companies for years 2017, 2018, 2019 and 2020 are
64, 40, 6 and 1, respectively. Whilst, accurate figures regarding whether
companies are still operating would help to determine a more objective
view of the success of the industry, the aim of this exercise highlights
continual renewed interest to start companies in the sector, which is an
indicator (albeit weaker) of the sectors potential success. That said, the
general consensus is that many companies/projects initiated during the
hype “failed to materialize’ [5], as would be the case for any initially hyped
technology (just like the dotcom bubble). Whilst some originally cite a
main problem being that blockchain is ‘innovative technology in search for
use cases’ [6] Navqgi and Hussain [5] highlight main problems which focus
on the lack of applying an evidence-based practice approach. In their study
517 projects and start-up companies were analysed and their results clearly
indicate that minimal evidence was used to establish whether a project’s
problem was actually a problem that needed solving,

Out of the 2778, 2552, 757 and 301 companies founded retrieved from
Crunchbase for 2017, 2018, 2019 and 2020, respectively, 265, 259, 103 and
33 were companies that were listed as being from the following industries:
private cloud, cloud infrastructure, cloud computing, cloud management,
cloud storage, cloud data services, cloud security, artificial intelligence,
machine learning, internet of things and quantum computing. That is
around 10% of companies founded each year. This demonstrates the
technology’s cross pollination into other sectors which may also be seen as
4 testament to its future potential within other sectors.

The results heeded indeed provide a single holistic view including
all cryptocurrency-related companies and other non-cryptocurrency
blockchain companies together. The 2017 hype likely resulted in many
cryptocurrency-based companies being founded the same and following
year, which may drown out figures relating to those companies focused
only on blockchain beyond cryptocurrencies. However, nonetheless
cryptocurrency-focused companies also play a part within the sector and
therefore it was decided to report the results in this manner. In future it
could very well be that the number of companies founded are seen to be
much less since interest to start a cryptocurrency after the hype ended may
have diminished (though a second wave of interest in cryptocurrencies
is being seen at the time of writing). Nonetheless, future work should
go into further depth in regard to interest in the various sub-sectors
(e.g. cryptocurrencies, supply chain applications, enterprise blockchain
solutions, etc).

3. Investment

Amounts of investment raised are good indicators to identify technologies
that have potential since entities (venture capitalists, investors, etc.)
specialised in determining what technologies have potential, literally
bet their money on the respective technology. Therefore, data has been
gathered to determine how funding and investments have fared over the

period.

Crunchbase is often claimed to be ‘a primary data source for investors’
| 7] which may be due to its large investor network comprising of at least
3,000 global investment firms who ‘submit monthly portfolio updates’ [7].
Therefore, investments over the period will be analysed to provide insight
with respect to this study. Since Crunchbase crowdsources its data, it was
decided to also compare investment data from CB Insights® [8].

Methodology

For data retrieved from Crunchbase, the same keywords and terms used in
the previous section were used to filter out the different investments made

to companies whose descriptions included the terms. The funding round
datasets included exact dates for investment periods (unlike company
foundation dates). The data was also gathered on 5 January 2021, and the
investments were aggregated according to the month. For data retrieved
from CB Insights, investments (categorised under deals) were retrieved
from companies categorised under ‘Blockchain® (ie. in the ‘Blockchain’
collection) for the following investment stages: Seed / Angel, Series A,
Series B, Series C, Series D, Series E+, Private Equity, Growth Equity,
Other Venture Capital, and TPO. Data was retrieved from CB Insights on
6 March 2021.

Results

For dara retrieved from Crunchbase, to get an overview of funding in the
sector, all types of funding rounds were included — from pre-seed and seed
funding, to all the different series funding and even Initial Coin Offerings
(ICOs). Due to the different types of funding levels, depending upon the
month and types of funding rounds made, different orders of magnitude
for investments between the months are seen. Therefore, in depicting the
total amount of funding (in USD) for the period in Figure 5, a logarithmic
scale was used. The hype period can clearly be seen in the toral amount of
funding raised and the number of investments made, which are around
an order of magnitude greater during the hype than before and after. It
is worth noting that investments made include ICOs which allowed for
the general public to ‘easily’ invest in various projects. Given the hype it
is likely that quite a number of investments during the period were public
investments fueled by nothing more than the hype. Given that Crunchbase
feeds most of its investment-related data directly from its investor network,
these results do not suffer from the lag seen in companies being listed in
their dataset.

From the data it can be seen that whilst investments did peak during
the hype period, they returned back to sustained pre-hype levels. This
may indicate that indeed the sector has entered the Gartner hype cycle’s
Trough of Disillusionment and potentially on its way out towards the S/gpe
of Enlightenment.

A similar exercise was conducted for investments reported on CB Insights
depicted in Figure 6. Trend lines have been added to easily spot trends.
Investments are seen to steadily increase till around the hype period,
and thereafter rapers off, whilst indication of a potential increasement
in investments is seen towards the end of 2020. This corroborates the
findings above and may also be an indication of potential upcoming
increased investment interest in the sector.
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Figure 5: Investment raised (in USD) and number of investments made to
Blackehain-related companies from Crunchbase.
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Figure 6: Investment raised (in USD) and number of investments made to
Blockehain-related companies from CB Insights.

4. Patents

Patents, which provide companies with a manner to secure their intellectual
property, can provide an indication in regard to innovation and development
taking place, as well as to the sector’s backing and investment to secure
such innovation — which can be quite costly and therefore demonstrates
the sector’s belief that investing in securing such intellectual rights will bear
fruit in the future.

The number of patents registered (worldwide) per month between January
2017 and December 2020 was extracted from Hspacenet™ run by the
Furopean Patent Othce (EPO). Espacenet was chosen as it reportedly has
the highest number of patents in its database and has the “best features
for searching” [9] when compared with Patentscope and Depatisnet — two
other popular patent search engines.

Methodology
The number of patents published per month in the period were extracted

using the following query format (this particular query extracts patents
published in January 2017):

(nfixt = Blockchain’ OR nfixt = ‘Cryptocurrency’ OR nfixct = ‘Cryprocnrrencies’

OR nfixt = Distributed Ledger Technology’

OR nftxt = ‘Distributed 1 edger Technolagies” OR nfixt = Bitcoin'

OR ufixt = Etherenn’ OR nfixt = Hyperledger’ OR uftxct = Smart contract’ OR
ufixt = Smart contracts’) AND pd within 2017-01-01, 2017-01-31"

The data was gathered on 14 January 2021,

Results

Patents can take quite some time until they are granted and published —
even up to ‘three to five years from the date™ of application. Therefore, a
lag will be seen in regard to a patent being granted and its publication. In
fact, looking at Figure 7, which depicts the number of patents published
on the subject martter per month, it can be seen that numbers substantially
increase in November 2018 and continue to do so after. Further analysis
has not been undertaken to determine whether this is due to a lag in patent

publications post the 2017 hype period.

However, it can be noted that even if most of the patent publications
granted in the more recent years were due to 2017% hype, the patent
owners still saw utility in paying for the patent at the time of the grant/
publication date (which is when majority of the patent registration costs
are required to be paid).

Further analysis can be undertaken to determine whether a majority of the
original dates of filing relate to the 2017 hype or not (though it does not

seem likely from an initial glance).

Irrespective of this, we can draw the conclusion that increasingly more
money is being spent on finalising patent publication as the months go
by — which is an indication that the private sector still sees the domain to
be one worth investing in.
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Figure 7: Blockchain-related patents published per month.

5. Academic Papers

The current and future success of a technological sector is dependent not
only on the private sector but also upon further research and development
from the academic sector — especially within an emerging sector such as
this one.

To provide a picture of the academic interest within the sector, a primary
output from academia, papers, have been investigated to provide an
objective insight in regard to interest in the domain. The number of papers
published each year has been extracted from the following popular academic
paper indices and repositories which are known to have substantial overlap
[10}: Google Scholar,"* Web of Science,” Scopus® and EBSCO* (including
all its databases). Whilst results heeded from Google Scholar may well
include non-academic sources (including patents, technical reports, and
other documents that the Google Scholar engine determines to be a paper),
the Web of Science, Scopus and EBSCO repositories only index material
which they deem to be trustworthy in terms of their academic relevance,
and therefore it was decided to include the different repositories.

Methodology

The number of papers published were extracted over a period of a
vear. This was due to most of the databases providing a search criterion
that enables for searching by granularity of a year and not of a finer
granularity. The number of papers were extracted by searching for the
same following terms and keywords within the papers across the different
databases: Blockchain, Cryptocurrency, Cryptocurrencies, DLT, DLTSs,
Distributed Ledger Technology’, ‘Distributed Ledger Technologies’,
Bitcoin, Ethereum, Hyperledger, ‘Smart contract’, ‘Smart contracts’,
‘Cryptocurrency exchange’, ‘Crypto exchange’. The results were extracted
on 5 January 2021.

Results

Whilst the Web of Science, Scopus and EBSCO databases reported an
exact number of papers that matched the search criteria, Google Scholar
reported an indication of ‘about” a number of resultant papers and
therefore, the Google Scholar results are estimated values.

In Figure 8 a steady increase in the number of papers published can be
seen across all the databases until 2019, Thereafter, for 2020, the number
of papers reportedly published decrease slightly for Google Scholar, Web
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of Science and EBSCO, yet they are seen to continue to increase in the
Scopus database.

Albeit at a slightly lower rate than the year before. This reported decrease
in papers is likely not due to an actual dip in papers being published but
due to the fact that the databases can take quite some time to be updated
with published papers.

Google Scholar regularly adds ‘new papers several imes a week” yer it could
take up to ‘6-9 months to a year or longer’ to update their records — and
similarly the other databases can take a number of months to a year as well.

® Google Scholar @ Web of Science
20000

& Scopus @ EBSCO

15000

10000

Papers

2017 2018 2019 2020

Year

Fignre 8: Blockehain-related papers published per year.

Therefore, these results should be revisited in a number of months to a year.
Whilst, it cannot be definitely said that the number of papers published in
2020 increased compared to previous years, it is reasonable to assume that
the number of papers will be roughly equal to 2019 if not more. Once
enough time has passed to be able to get a full picture of 2020-related
publications this can be confirmed. That being said the numbers indicate
that there is not a significant dip in interest from the academic community,
but in the least roughly the same level of interest. Whilst the rationale
behind this exercise was to establish academic interest in blockchain (by
surveying the numbers of papers published in the field), future work
could be undertaken to establish how impactful the field’s papers were (by
looking at the number of times the papers have been cited).

6. Research and Development Funding

Academic papers can demonstrate academia’s interest in the domain up il
the recent past. Research and development funding can provide a picture of
where academia and orher research and development-based stakeholders
will focus their time over the coming years. When funded by government it
also provides an indication in regard to a government’s support of a sector.

Research and development funding data was retrieved from the UK’
national innovation agency, Innovate UK™ in aim of determining
governmental interest in the sector by comparing amounts of blockchain-
related project funding over the years. Indeed, this data is only representative
of a single funding agency from a single country (the UK), and further
research should be undertaken to be able to draw global analysis.

Methodology

Innovate UK’ public transparency dataset on their funded projects™ was
used and projects were filtered out so that only the ones whose description
or title contained the following terms were included: Blockchain,
Cryptocurrency, Cryptocurrencies, DL, DLTs, ‘Distributed Ledger
Technology’, ‘Distributed Ledger Technologies’, Bitcoin, Ethereum,
Hyperledger, ‘Smart contract’, ‘Smart contracts’, ‘Cryptocurrency
exchange’, ‘Crypto exchange’. The dataset also contains projects that were

withdrawn, which were excluded from this analysis. The version uploaded
on 8 January 2021 was used™.

Results

Figure 9 provides a full view of the number of projects funded including
the amount funded and starting date. The figure shows that 2019 and
2020 saw a substantial increase in the numbers of projects and size of
projects funded. A number of these projects will be ongoing nll August
and November 2022. It can be assumed that many of these projects will
contribute positively to the number of academic papers published within
the domain. Indeed, again this is a single funding agency; however, the
results are promising,
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Figure 9: Innovate UK-funded blockchain-related research
and development projects.

Figure 10 provides an overview for the different funding periods (2016/17
to 2019/20) that show total costs and grants issued for blockchain-related
projects around doubling each year. The year 2019/20 saw a dip in awardees
indicating larger-sized grants (as can be seen in Figure 9).
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Figure 10: Innovate UK total blockchain-related project funding,
costs and awardees.

7. Online Search Trends

A technology’s success is dependent not only on innovation and public and
private sectors” support for that technology, but it must also be adopted by
its main stakeholders — which may or may not be the general public. In the
case of blockchain, DLT and its various applications, the level to which the
general public may be inrerested in it widely varies. Nonetheless it would
be useful to provide insight in regard to the varying interest and trends
surrounding the various terms over the period. Even if a term is likely to
be used by a small stakeholder group then its popularity over time should
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be representative of that stakeholder group (unless the term is used to
mean something else or interest during some period is garnered by other

groups).

Google Trends® provides insight in respect to a search term or topic’s
search interest over time. A search term is the exact text that users type
into Google’s search engine, whilst a topic encapsulates many different
search terms that Google deems to be categorised under the specific topic
computed using ‘an automated classification engine’ [11]. The various
terms/topic trend results are scaled to a percentage compared to all the
other terms/ topics that are used within the same trend results, as per the
site’s description: ‘the resulting numbers are then scaled on a range of 0 to
100 based on a topic’s proportion to all searches on all topics™.

Methodology

Given that the results provided by Google Trends are scaled to a range of
0-100, less popular terms/topic results end up being scaled down to <1
and even to 0 when compared with more popular terms/topics. Therefore,
terms and topics were grouped together such thar they would not result in
scaling out relevant results. Whilst any search term can be used to generate
trend results, topics are restricted to the ones thar Google Trends has
identified.

We gathered data for the following topics: Cryptocurrency, Bitcoin,
Ethereum, Hyperledger, Smart contract and Distributed ledger; and
for the following search terms: Blockchain, Bitcoin, Cryptocurrency,
Cryptocurrencies, Ethereum, DLT, Hyperledger and “Smart contract’, The
results were retrieved for a Worldwide coverage of search popularnty. The
results were gathered on 5 January 2021,

Results

Bitcoin was the most popular topic and search term by a substantial
difference. Figure 11 shows the Bitcoin topic and search time, along
with the Cryptocurrency topic and Blockchain search term to be able to
gauge the difference between them and the other topics and search terms
discussed further below. The hype period in 2017 can dearly be seen, and
both the Bitcoin topic and search term have practically the same results,
except for a peak in the Bitcoin topic’s trend during the beginning of
September 2019, It is unclear why this topic has seen this peak and yer the
search term itself does not see this increase in interest.
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Figure 11: Goagle trend results for ‘Cryptocurrency” and ‘Biteoin' topics,
and Blockchain’ and ‘Biteoin’ search terms.

After the hype period, interest in Bitcoin is rather stable until the end of
2020 where the interest in Bitcoin can be seen to be peaking again — when
Bitcoin’s price started to peak again late 2020 (and eventually reach new
all-time highs).

It is interesting to note that the Bitcoin search term and topic have
substantially higher results than the other search terms and topics,
indicating that the general public has been more interested in Bitcoin than
the technology itself.

Results comparing the search terms Cryptocurrency, Blockchain and
Ethereum are shown in Figure 12, whilst the results for the same topics are
shown in Figure 13. Ethereum can be seen to peak during the beginning
of the Initial Coin Offering (1CO) hype that started in Summer 2017, and
then again in late 2017 when Bitcoin and cryprocurrencies in general had
seen a peak of interest (and price surge).
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Fignre 12: Google search term trend results for ‘Cryptocirrency’,
Blockchain” and ‘Ftherenm’.
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Figure 13: Google topic trend resulis for ‘Cryptocurrency’,
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Figure 15: Google topic trend results for Hyperledger', ‘Snart contract’
and 'Distribited ledger’,

Figure 14 shows the trend results for the following search rerms:
Cryptocurrencies, DLT, Hyperledger and ‘Smart contract’. Congruent with
other results the cryptocurrencies term sees a peak of interest during the
hype period in 2017. Smart contracts seem to increase in interest whilst
it slightly lags after cryptocurrencies which could be due to specialists
(developers and lawyers) wanting to learn more about the technology
associated with the hype around cryptocurrencies. Similarly, the DLT
search term sees more interest as time passes which could be due to
specialists’ interest in the broader area of DL

In Figure 15 we can see more clearly the smart contract topic peak after the
initial hype had started in mid-2017. Again, this may be due to specialists
showing interest in the technology supporting the previous hype.
Hyperledger, a popular blockchain infrastructure framework used typically
for private blockchains can also be seen to garner interest after the mid-
2017 hype. The interest seems to peak in late 2018 and gradually diminish
over time along with interest with smart contracts, though smart contracts
see another peak of interest towards mid and end of 2020.

From the various results we can conclude that interest in the various
aspects remain at stable levels after the 2017 hype. Some of which see
renewed interest potentially due to the increase in cryptocurrency price.

8. Hash rate and Miners

When it comes to operating a blockchain network, especially a proof-of-
work-based one, the number of miners and computational power backing
the network is a testament to the interest in the particular network as
well as support for the network’s success — as the more computational
power, the less likely it becomes to successfully undertake an attack on the
network. Here, an analysis of two of the most popular proof-of-work-
based cryptocurrency networks, Bitcoin and Ethereum, is provided.

Indeed, other consensus mechanisms are being proposed and used (such
as proof-of-stake) which would be of interest to investigate; however, we
leave this for future work.

Methodology

Hash rate datasets for the Bitcoin and Ethereum networks were retrieved

from Coin Metrics™* on 5 January 2021, for the period 1 January 2017 to

31 December 2020.
Results
Figure 16 depicts Bitcoins and Ethereum’s exahash per second and

terrahash per second rates, respectively. Besides a slight dip in mid- to late
2018, Bitcoin shows steady growth in terms of computational power being

put into the network. This dip likely occurred due to a number of miners
deciding to stop mining as the price of bitcoin had reached its lowest point
around that fime, deeming the operation to not be profitable enough for
some miners. Despite price fluctuations the amount of computational
power in the Bitcoin network sees steady growth which is an indicator that
the number of miners and/or the amount of resources they are putting
behind the network is increasing which is a testament to miners” and the
network’s success in spite of any claimed inefficiencies [12]. Ethereum sees
a similar trend though on a smaller terrahash scale.
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Fignre 16: Biteoin and Etherenm bash rates.

9. Code repository activity and Software developers

Having looked into various stakeholders from the private and public
sectors, to academia and the general public to the miners supporting such
networks, it would be ideal to provide insight in regard to an indication
of activity amongst the software developers creating the technology.
GitHub™ is a popular code repository used by software developers
around the world for both open-source software projects as well as private
repositories.

To establish whether blockchain software development activity is deemed
to be dead or alive, activity of open-source GitHub code repositories were

analysed.
Methodology

GH Archive™ provides an up-to-date archive of all activitive that take
place in public GitHub code repositories. The GH Archive data required
was retrieved using the Google BigQuery dataset provided. To make use of
the data, though, it was required to determine which projects were relevant.

The GitHub REST API™ was used to retrieve repositories that were
categorised under the *blockchain’ topic. A total of 11,893 repositories were
categorised under the blockchain topic (as retrieved using the API). The
AP, however, only allows for retrieval of 1,000 results per search query.
Therefore, a script was written to return results in batches of a maximum
of 1,000 results for distinct queries, Searches were repeated for repositories
containing words starting with ‘a’ to 2" and ‘0" to ‘9", To gather a larger list
of projects the process was repeated for the different combinations of the
second letter of a word contained within a project’s name. Ultimately, this
resulted in retrieval of the names of 11,605 distinct projects categorised
under the blockchain topic. This means that a remaining 288 blockchain
project names were not retrieved — yet just over 97% of project names
were retrieved. In the interest of time, it was decided that enough data had
been collected to undertake an initial investigation.

Using the list of blockchain-related project names retrieved using the
GitHub REST AP, the GH Archive was then used to extract the number
of events that took place on the relevant projects per month between
January 2017 and December 2020. All repository events and types were
included. The types of events™ are: PushEvent, IssueCommentEvent,
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IssuesBvent, Createlivent, WatchEvent, MemberEvent,  may not pmvidc insight in regard to whether it is dead or alive. Points to
CommitCommentBvent, PullRequestBEvent, DeleteEvent, ForkEvent, highlight from above include:
PullRequestReviewCommentEvent, Publickivent, Releasebivent and

GollumEvent. (i) Whilst the number of companies founded per month has
decreased after the hype period according to a popular tech
200000 start-up/company registry (Crunchbase), the decreasing number
of companies founded for a broader “software’ sector also
§ 150000 decrease per month. An explanation behind this is congruent
with claims that companies may not necessarily be registered on
g 100000 the site in their early stages until they desire to be listed or have
already managed to attract investment. These results should
% 50000 be revisited in future to see if the numbers of companies

founded in Crunchbase for 2019 and 2020 increase to support
0 this claim;

§ “§§§§§§ %3 “"é‘géi‘:é‘-"‘é‘? q’§ §§§$§§§ (i) The 2017 hype saw an increase in investment in blockchain-

£ jf@ 'f S jf? fé‘fﬁf? g“?"_fg §'§ wff related start-ups and companies. Though post-hype investment

levels did drop slightly, they still remained at a stable level;
Month (it1) Patents published has steadily increased since 2017. Whilst
patents do take rime to be granted and published, the main
granting and publication costs are paid at the end — which means
in the very least patent owners are still willing to invest substantial

Figure 17: GitHub Blockchain-related code repository events.

Results cost to secure their patents (which may be from a few years
before), or that more patents are being submitted as time goes by;
Figure 17 shows the total number of blockehain code repository events  (iv) The number of academic papers has been steadily increasing
per month between January 2017 and December 2020. The figure shows stnce 2017 and reported numbers drop slightly for 2020.
a steady increase in activity across the different blockchain-related GitHub However, as discussed, academic databases and indices can take
code repositories which indicates that the amount of work in developing up to a number of months and even up to year to include some
and maintaining blockchain-related projects is ever increasing with time. papers. Therefore, given that this paper was written at the very
Interestingly, effects pertaining to hype and/or related cryptocurrency beginning of 2021, it is likely that a large number of papers had
pricing cannot be seen to affect the total development effort across the not been included vet in the reported numbers. Therefore,
different projects. Blockchain-related development is far from dead, these figures should be revisited in future to see if the number of
and seems to not be affected by neither surges nor drops in related papers reportedly published for 2020 increase to more than that
Cryprocurrency prices. of 2019. Nonetheless, even it the slight drop in papers turns out
to be the reality, the numbers are still stable;
Whilst, it is very hard to determine why individual projects may survive or  (v) Whilst data from only one governmental research and
not since there are many different external factors at play, it would be ideal development funding agency was investigated and future
to identify traits of successful projects. Figure 18 depicts the number of investigation on other agencies around the world should be
contributors to a project against the number of days since a project was looked into, the amount of investment in blockchain-related
last active, and how long a project remained active for. As suggested in [13] projects can be seen to increase year on end;
the duration of activity is calculated as the difference between its first and ~ (vi) Public interest determined by search engine results pertaining to
last repository activity event. the sector may very well be swayed by hype as seen in the
data presented herein. Hlowever, stable interest in the sector
Whether a project that is likely to be successful attracts more contributors, remains post-hype. The public, according to the search trend
or whether having more contributors is more likely to make a project results, is generally more interested in cryptocurrency than
successful is hard to tell — yet it can be seen that the more contributors a blockehain technology. It may be deemed that there is a need for
project has the more active it is (Le. around 0 days since the last activity) a stronger educational drive with respect to the technology and
and the longer the project was/is still alive for. the benefits it provides beyond cryptocurrencies;
2500 (vii) Interest in mining for popular cryptocurrency blockchain
networks, Bitcoin and Ethereum, can be seen to increase steadily
2000 = — a testament to the success of both miners and the nerwork as
g §- a whole;
3'; o 1 (viii) Software development effort is steadily increasing, without
8 4000 % detriment from fluctuating currencies or hype, over time. A trait
& g that can be seen from the data is that the more contributors a
E 500 a project has, the longer the project has lasted and also, the least
amount of time has passed since the last activity was
£ s undertaken. This seems to be a case of strength in numbers.
Projects of isolated developers may be less likely to succeed.
Iuture work should be undertaken to establish whether
Figure 18: Number of GitHuh Blockchain-related project contribusors collaboration, partnerships and/or code reuse between different
compared 1o the mumber of days since the projects” last activity projects provides any indication towards a project’s success in

and the profect active lifetime.

staying alive.
10. Conclusions

Indeed, this work only provides an initial investigation into the various
Is Blockchain dead? We started off with the question, and in aim of  facets determining their activity. However, going into more depth in the
answering it we investigated various aspects of the sector which may or  various aspects is left as future work. Various results from this study and
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future work will be disseminated online at http://blockchainthings.io
From the analysis undertaken it can be concluded that either: if Wackohain
is dead then substantial private investment continues to be made in vain,
money is being wasted on securing intellectual property that is not worth
the costs, academics are busy undertaking research and publishing papers
in a field that is doomed, government money is being spent on furthering
research and innovation that will not result in advancement, substantial
stakeholders and the general public are still busy searching online in the
domain finding information that will likely be irrelevant soon, funds are
being spent in mining infrastructure to secure and support a network that
will cease to exist as well as to make profits in a cryptocurrency that will be
worthless, endless hours are being spent in developing software that will
not be used; or biockchain is nof dead. Long live Blockchain!
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Abstract

Financial Regulation is a form of compliance system that subjects financial institutions to certain requirements and restrictions. Investment
Compliance is an example that involves investment restrictions and monitoring on behalf of investors. Hedge Funds differ from other traditional
funds such as mutual funds because of their ability to employ complex investment and hedging techniques. These are private entities with few public
disclosure requirements. This is useful in a way as the strategies used are confidential which allows financial agents to participate in the financial
markets without any fear of information leakage, thereby promoting liquidity. However, this is often implied as the lack of transparency. Hedge
Funds are expected to produce higher returns, but sometimes investors seek a risk guarantee in addition to higher returns. However, too much
transparency rules out the incentives financial entities have by participating in the first place. On the other hand, too much secrecy may give rise
to malicious entities that can break the rules due to a lack of compliance, We aim to solve this problem of protecting investors while ensuring the
privacy of financial bodies using zero knowledge proofs. Proofs can be visualised as a way of providing enough information to investors while the
zero-knowledge property of proofs maintains the privacy of the fund manager’s strategies. We propose a protocol to address this scenario using
Zokrates, a framework for verifiable computation using Zk-SNARKs on Fthereum, to encode the constraints and export the verifier. Based on
our implementation and analysis, it can be concluded that zero knowledge proofs provide us with a variety of ways to develop compliance systems.

Keywords: wmpliance, investors, fund nanager, proofs, lransparency
JEL Classifications: G/1, G;18, G28

1. Introduction to Investment Compliance

In the financial context, the rerm hedge refers to placing limits on risk. The
ability to employ complex trading strategies distinguishes hedge funds from
other funds. Generally, these are considered risky investments, which is why
only accredited investors, investors with high financial sophistication, can
make investments in them. Although hedge funds are not subject to many
restrictions that apply to regulated funds, guidelines were passed in some
countries following the financial crisis of 2008 to increase government
regulation of hedge funds. In addition, SEC and other regulatory bodies
have requested more transparent hedge fund practices over the years [34,
38].

Hedge Funds are privately owned funds thar face relatively fewer regulations
and conditions than other funds (e.g. mutual funds and equity funds). To
protect investors, there are strict guidelines from regulatory bodies, such as
SEC. Few examples would be that only investors with income more than
a particular value are allowed, only investors with a net worth exceeding
a particular value are allowed, etc. However, investors would also like to
ensure that fund managers are behaving properly and that their investments
do not exceed the level of risk. On the other end, the fund manager might
not want to disclose all their portfolio characteristics as this may lead
to leakage of the strategies used by them. Portfolio characteristics for a
particular fund describe the allocation of investments in different assets.

We begin by defining zero knowledge proof systems [36], a scheme in
which the prover convinces the verifier about the fact that they have
knowledge about a particular statement without revealing anything about

the statement. Section 2 describes the zero knowledge proofs in detail.
Due to the confidential nature of the portfolio and the need to regulate
the investment process to protect interest of investors, this problem can
be reduced to zero-knowledge proofs. Proofs can be visualised as a way
of providing enough information to investors while the zero-knowledge
property of proofs helps to maintain the privacy of the fund manager’s
strategies.

1.2 Related Works

To solve the problem of conflict of interest berween investors and fund
managers, Szydlo [31], in 2005, described a protocol between investors
and fund managers. Precisely, he described the porrfolio characteristics
and risk factors for each asset and defined a linear condition that is to be
proven by the fund manager to convince investors that their risk measure
does not exceed any predefined risk threshold. For this, he used Pederson
Commitments [36] and Interval Proofs using Shoup’s N'TL package [37].
Another related work is given by Gowravaram [18] which uses the same
method of commitments and Interval Proofs.

1.3 Our Contribution

As there is a lack of trust between the fund manager and investors, there
needs to be a way to solve this problem of conflict of interest between
parties. Here comes the role of blockchain smart contracts ro verify that
the fund manager follows the rules specified by the investor (or predefined
by the fund manager) without depending upon any central authority. We
use Ethereum smart contracts as a form of agreement between two parties
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such that investors can verify that funds follow the specified guidelines and
are behaving properly. For this, we use a zero-knowledge proof systems
framework Zokrates (SNARKS for FEthereum), which uses libsnark by
Pinocchio protocol (or bellman for Grothl16). Libsnark is a C++ library
for SNARK systems and provides mechanisms to encode most of the
problems in the form of Rank-1 Constraint Systems(R1CS) and then into
Quadratic Arithmetic Programs (QAP), from which proofs are generated
such that bilinear maps can be used for verification which makes it efficient
to verify. To summanise,

. Zokrates framework provides us with the ability to generate
the Solidity Contract which can be deployed directly on
Ethereum and verihication can be performed by calling a method
on the contract.

. One can specify any condition (that can be encoded in libsnark)
and encode it into constraints so that verification can be
performed in constant fime and with constant proof size.

. Using this method to encode the constraints also gives us an
added advantage to encode quadratic (and higher-degree)
constraints that might be required from the financial point of
view.

We begin with the definition of zero knowledge proofs and cryptographic
preliminaries required for the protocol in Section 2. Section 3 describes
Pinocchio Protocol and Zokrates architecture. In Section 4, the problem
statement is explained in detail. Section 5 describes the protocol worktlow
and implementation details using Zokrates. Section 6 presents the evaluation
results of the proposed protocol. Finally, in Section 7, we conclude this
article and suggest some scope of future work for this applicanon.

2. Zero-Knowledge Proof Systems

The concept of zero-knowledge was first introduced by three MIT
researchers, Shafi Goldwasser, Silvio Micali and Charles Rackoff [35],
where they were working on interactive proof systems in which the prover
convinces the verifier that some statement holds by sending interactive
messages. Previously, the research work in this context was assumed to
have an honest verifier where a malicious prover tries to convince the
vetifier about the correctness of some statement. These researchers
turned the problem and gave a new aspect in which a verifier can also
be malicious. Precisely, they emphasised; how much extra information the
verifier can derive from the proof transeripts other than the fact that the
statement holds.

Any ZKP proof system must have the following three properties:

. Correctness: If the statement is true, the prover should be able
to convince the verifier with overwhelming probability.

. Soundness: If the statement is false, the prover should not be
able to convince the verifier at any cost.

. Zero-Knowledgeness: The verifier must not be able to learn

anything except that the statement holds.

Proving correctness can be done easily by playing multiple rounds of
the protocol interactively giving a probabilistic guarantee to the proof
system. To prove soundness, we make use of the existence of a knowledge
extractor that interacts with the prover and can extract the wimness from
the transcripts if the protocol is completed successfully. The fact that the
extractor can retrieve the witness from transcripts implies that the witness
was injected into the transcripts by the prover.

The challenging part comes in proving the last property. Researchers have
argued thar zero-knowledgeness can be proven by using the concepr of
Simulation. If it can be proven that there exists a simulator that has no
information and whose transcript is identically distributed to the real
prover, then the verifier can extract the same amount of knowledge from

the real transcripts as can be extracted by simulated transcripts; however, as
the simulated transcripts have no information in the first place, the verifier
cannot extract any information from the real transcript as well.

2.1 Embedded Curves

Zk-Snarks uses many cryptographic primitives [2,6,7,8,12,17,30]. Besides,
we discuss here the embedded curve used in Zokrates to link the identity
with the prover [12].

In Zokrates, all arithmetic operations are defined on a finite field [30],
specifically, a Galois Field, GF(p”) with n = 1. This means all operations
are modulo p where p is the order of a group of elliptic curves [7]. In
Zokrates, this p is defined as

p = 21888242871839275222246405745257275088548364400416
034343698204186575808495617

This value 1s taken so that, it 1s equal to the group order of the BN128
curve used in Ethereum. This makes verification on the blockchain much
cheaper as Ethereum provides precompiled contracts for the BN128 curve.
As elliptic curve operations such as addition and multiplication involve
modular arithmetic and modulo operations are inefficient in SNARKSs,
incorporating elliptic curve cryptography becomes very expensive in the
Zokrates system.

This is solved using an embedded curve in Zokrates, BabyJubJub, which
has parameters such that the order of the field over which it is defined
becomes equal to the group order of the system curve. This way ellipne
curve operations get reduced to the simple field arithmetic in Zokrates and
make elliptic curve operations nearly free.

Py = Field Order of System Curve ootk

P = Field Order of Embedded Curve
n = Group Order of System Curve
r = Group Order of Embedded Curve L

Figure 1: Embedded Curve

3. Understanding Zokrates

Zokrates is a toolbox that uses SNARKSs for verihable computations. It
provides us with all the tools from specifying the constraints in DSL to
export the verification code to Solidity smart contract. In this section, we
discuss the details of the Pinocchio Protocol by PGHR13(26] and, finally,
we discuss Zokrates.

3.1 Pinocchio Protocol

A verifiable computation contains three algorithms (Setup,Compute,and
Verify). Setup takes the computation function, a sccurity parameter, and
converts it to Common Reference String (CRS). This will output a proving
and verification key. Compute will rake the computation function, inputs
and proving key and gives the output to computation and proof. Verify
will verify the proof using the verification key. Proof needs to be zero
knowledge for our case.

We consider four important aspects of this protocol.

. Correctness: For any function I and any inpurt u, if we run
(EK, ,VK,) «( EP") and (y.7m) « Compute(EK, u),
then we always get 1= Verify(VK ,u, y ,7 ). Here EK, and
VK, are the evaluation and verification ke-ys. This comes from
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the completeness property of proof systems.

. Security: For any function F and any probabilistic polynomial-
time adversary A, Pr{(u,y,7 ) « A(EK,VK, ): F(u) = y and
1= Verify (VK,,u W7 )| is negligible.

. Zero-Knowledgeness: If Flu,w) is a function with u as the
public input and wras the private input, then given a proof
m, and output y for the given function F, there must not be any
way of extracting w from the given information.

. Efficiency: Verify must be cheaper as compared to Compute.
Setup is also important but this depends on the underlying
constraints, so the amortised cost is reasonable.

KEA Assumption (Knowledge of Exponent Assumption): For any
adversary A, taking input g,g,g * and returns (X;Y) with ¥ = X* there
always exists a knowledge extractor K which given the same inputs as A,
returns X such g* = X Additionally, if given two points A and B where
B = Afand a point P, then the only way to calculate P¢is when Pis derived
from A; that is, there exists some y that is y.A = P.

Quadratic Programs: Now, we assume an arithmetic circuit and define
a Quadratic Arithmetic Program (QAP). For simplicity, we assume a
simple circuit as shown in Figure 2 with four inputs and two outputs from
multiplication gates. p, and p, are the inputs to gate G,. p,, p, and p, are
the inputs to gate G,(addition gates are not considered). p, and p, are the
outputs of gates G, and G,, respectively.

m P M M

Figure 2: Cirauit for QAP
QAP is defined as:

Q:letV={v ()}, W= {w (x)},Y=1y (x)} fork€ {0.m] be three
sets of m+1 polynomials and t(x), a target polynomial. Let F be a function
taking n elements of F, giving n’ outputs and let N = n + n’ Then, Q
computes Fif (p,, p, p,)isalegal assignment of F, iff 3 coefficients
Py P,,) such that t(x) divides p(x). Here p(x) is defined as

m

> ck(x).vkcx)) . (vu(x)
1

k=

A wk(x))
k=1

- (yo(x) £ ck(x).yk(x))
k=1

The size of Qis mand degree is degree(t (x)).

p(x) = (vo(x) +

Now we select a root r, € F for each multiplication gate and express the
target polynomial t(x) as [] (x-r ). V. Wand Y are defined such that V
encodes the left input for each multiplication gate, W encodes the right
input and Y encodes the outputs. Also, we define

1, k" wire is a left input to gate g
vk(rg) = {0, otherwise

w, (r,)and y, (r ) are defined in a similar way. Now if we look at a specific

gite G‘ and its root r, Equation 4.1 becomes

(Z (@) vk(x)).(z ck(x).wk(x))

k=1 k=1

Cy |- Z Cy
K€l e kel igne
g ¥i(rg) = ¢4

which simply means that for any multiplication gate product of inputs is
equal ro the output.

Trusted Setup: We take KEA Assumption and extend it further by saying
that if we have n pair of points (P,,Q,), (P,,Q,)-..... (P, Q,), where Vi,
P.k= Q, and we need to come up with two points (P,Q) such that

Pk = Q. Now if kis known, this becomes very trivial; therefore, k needs
to be hidden or thrown out after using so that it cannot be used again. This
dumping of toxic waste is important and the whole task of generating
these points is known as a trusted setup and must only be performed by
someone trustworthy. Considering this, the only way to come up with a
point (P,Q) such that Pk = Qis when Pis a linear combination of

(P, P,...P ) and Qis a linear combination of (Q,, Q,...Q, ) which implies
that the coefficients are known by the prover.

Verifiable Computation: In a real-world scenario, most of the time the
polynomials V, W and Y are very large; therefore, we cannot use them
directly. To solve this problem, polynomials are converted into elliptic curve
points. Using elliptic curve points also helps in verifying the correctness.
Formally, instead of sending polynomials VW and Y, we send elliptic
curve points in the form:

G« vy(t), G+ vy(t)*k,
G+ va(t), G+ va(t)+ k,

* L

G
G

wi(t), G+ wy(t)*k,
wa(t), G = wa(t) * ky

® & & & & B
*

* )

Gxyi(t), G+ yy(t) v ky
o G Yyy(l), G = y(t) * ky

Here 4, k , k_and k_ are toxic wastes. Now assuming the extended KEA
assumption, the prover needs to send the following values:

w,= G+V(t),G=V(L) xk,
e m,= G+W(L),G+W(t) +k,
o mw,=GxY(t),G+Y(t) «k,

To make sure all these linear equations are using the same coefhcients, this
value is also added to the setup: Q= G*(V (1) +W(t) + Y (1)) *b. bis again
the toxic waste. Then, we use elliptic curve pairings to verify that V*W-Y
= H - P. We check that

e(m,,m,)/e(m,,G) = e(m, G  P(t))

To check that all combinations are using the same coefficients, we again
use the pairings and verify that Q matches with the provided V+W + Y.

3.2 Zokrates

Zokrates uses the idea of the delegation of compuration. Computation
is delegated to a single node rather than all nodes traditionally and that
node executes the logic and publishes the result on-chain (Figure 3). This
method gives two advantages.
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Verifier

Figure 3: Delegated Computation in Zokrates

. The delegate node can use private information to execute the
computation and publishes only the result. This is not possible
in the tradittonal blockchain setting,

. Delegate Node only writes the result to the blockchain which
increases efficiency in a way that all the nodes only store the
result.

However, the problem here is any delegated node needs to be trusted.
Therefore, the idea of venhiable computanion is employed using Pinocchio
Protocol. Delegated Node becomes the prover and computes the proof
for computation, which is then verified by nodes on the blockchain.
Privacy can be maintained by using zero-knowledge proofs.

3.2.1. Architecture

Zokrates supports writing the code in high-level language and converting
it to a verification smart contract so that it can be deployed and the proofs
verified on-chain. It has some inbuilt components for its processes. Below
15 the summary of each component in Zokrates,

. Compiler: Parsing and Flattening of Code is done by the
Compiler inside Zokrates. After flattening, the constraints
are transformed into a formart that can be easily converted into
R1CS constraints.

. Witness Generator: Before executing the program and
generating the proof, the code must be given a valid assignment
of input variables. The witness generator takes the valid inputs,
interprets the flattened code and generates the witness.

. Circuit Importer: Sometimes, flattened code is hand optimised
by developers. The circuit importer supports the functionality of
importing the constraints directly into the Zokrates toolbox.

. Setup and Proof Generator: Setup takes the code and
witnesses generating an evaluation and verification key. These
keys are used in proof generation and verification.

. Contract Generator: According o the verification key, a
solidity contract is generated which has all support for ECC
operations using bn256g2 library and for providing elliptic
curve pairing operations in verifyTx method which is called to
verify the transaction.

Parsing

Flattening

Witness
Generation

Converting to
R1CS

libsnark

Figure 4: Zokrates Components

Zokrates internal processes are summarised in Figure 4. Zokrates can be
used with three proving schemes currently, namely, PGHR13, Groth16 and
GMI17. In our application, we have mainly used PGHR13 and Groth16.
Groth16 has some variations like shorter proof size (only 3 curve points
are given as proof as compared to 8 in PGHR13) which makes it more
efficient.

4. Problem Statement

Hedge Funds are more private investment firms. The fund manager
after collecting the investment from all investors starts investing it. They
use different strategies and statistical techniques to allocate the amount
in different assets. This allocation is private to a firm and not disclosed
by the fund managers as this might leak the strategies used by them. We
define a set A containing all the assets in which a fund manager makes any
investment.

A={AyA,......A,)
Such that |A|=n€ Z.

For any investor, his /her investment is allocated in different assets in A. We
define these allocations by weight w, (fraction of total investment assigned
in a particular asset). These are also called portfolio weights. An allocation
for an investor in different assets defines their portfolio. Portfolio weights
are kept private by fund manager. Here Wis the portfolio, w, is the fraction
of total investment invested in asset A,.

W= {wyws;......w,}

Note that,

n
ZW( =1
i=1

An example of 3-fund portfolio (having only 3 assets) is:

Table 1: Example 3-Fund Portfolio

Asset(A) Allocation
(wi)
U.S. “Total Market’ Index Fund 0.6
International Stock “T'otal Market’ 0.3
~ IndexFund
Bond ‘Total Market’ Index Fund 0.1

Investors in these funds expect the higher returns but they also expect that
amount of risk should not be too high. For example, investing too much
of an investment amount in an asset that has a higher risk degree might
introduce a conflict of interest with the investors. An investor might not be
comfortable with too much amount assigned to a single asser. To estimate
the risk for each asset in the market, fund manager calculates the risk factor
)‘:. These quantities are public.

The fund managers need to convince the investor that they are following
the guidelines and not investing too much of their money into a risky
investment. So, the condition defined is

X<t=

where X and Yare the limits specified by investor.
Sometimes risk factors are specified as the correlation between any two
assets such that f;_j specifying the risk factor if both Ar and A[ are used
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in high or low proportion. Correspondingly, non-linear conditions can be
defined as

Sometimes, the investor also wants portfolio weights not to exceed a
certain quantity for a single asset. This gives us the following (individual
condition):

Vie[l..n] w,<h
where h is the individual risk threshold for each asset.
5. Protocol Workflow

In this section, we present a protocol to be used by the fund manager
and investors that allows investors to be convinced that fund managers
are behaving properly. After that, we discuss some implementation details.

5.1 Participants

. Fund Manager/Prover: 'und Manager needs to follow the
protocol to convince the investor of specified conditions. (Or
the Financial body may employ an auditor to accomplish this
task of proving,)

. Investor/Verifier: Investors will give the conditions or agree
upon predefined conditions, participate in the protocol and wait
for the prover to convince him/her.

. Government Regulatory Body: Regulatory Body provides all
the necessary guidelines that need to be followed by the fund
manager/ prover to avoid any conflict of interest with the
investors and ensure transparency in some way.

5.2 Protocol
There are two phases in this protocol. Initial Phase and Use Phase.
5.2.1. Initial Phase

i The fund manager will publish the details of portfolio
characteristics including the universe of assets(A), risk factors(F)
and the public key to be used for convincing the verifier.

it Investors will only invest if they agree upon these points.

Fund Manager deploys Record contract and publishes the
contract address and ABIL

iii Investors register themselves on Record smart contract and
send the obtained ID to the Fund Manager on a secured private
channel confirming their participation.

5.2.2. Use Phase

1 Investors will compile the DSL specifying all conditions, the
public key of the prover and export the verification smart
contract by specifying their constraints.

i Investors deploy the contract on the blockchain, set the contract
address and proving key hash on the Record smart contract.

il Investors can also provide their custom conditions and limits if
agreed by the fund manager initially(optional).

v The prover/fund manager will compile the imposed DSL and

make sure that the bytecode matches with the smart contract
deployed. Prover, then computes the witnesses generating the
proof in JSON formar using their private key and proving key
shared by the investor.

v The prover will upload the proof as [SON and call the verifyTx
method on the smart contract.

vi Verifier will watch for Success Event on the smart contract
deployed to get convinced that all the conditions are satisfied,
and that proof was generated by the fund manager only. If the
event is not triggered, investor can report to the regulatory body.

Figure 5 gives a basic illustration of the protocol.

Record sol

Verifier.sol

Figure 5: Protocol between und Manager and Investor
5.3 Implementation

The record contract deployed by the Fund Manager is written in pure
Solidity. Full code can be found in Appendix A. The contract has three
methods.

. Register (): This method is called by investors in Initial Phase.
It generates a unique 1D for each investor incrementally, stores
the ID in the mapping with the investor address and returns the ID.

. Set (): This method is also called by an investor in Use Phase to
set the Verifier address and proving key for them. It also verifies
that only investors should be able to call this method for
themselves.

. Get (): This method is called by the Fund Manager in Use
Phase. It returns the Verifier address and proving key for a given
Investor 1D, It also verifies that only the fund manager(owner)
should be able to call this method.

The DSL for Zokrates is prewritten and contains values like the public
key of the fund manager, risk factors and so on. Values like X, Y and h
are injected by the investor before compiling, As proving key is very large,
storing it on the smart contract is not viable, so investor first uploads the
key file on IPFS and stores the obtained IPES hash on Record Contract.
The prover then retrieves it by the given hash. There are n+1 private
arguments for n portfolio weights. One input is the private key generated
from BabyJubJub Curve. ECC library provides us with cryptographic
support with Edwards Curve (embedded curve in Zokrates) which fits well
within the context of Zokrates.

After compiling, constraints are converted to QAP and finally exported to
Solidity smart contract. This contract is deployed on Ropsten Testnet by the
investor sharing contract address and key hash on Record Smart Contract.
The Fund Manager gets the contract address from the Record Contract.
The Record Contract is compiled such that only the fund manager (owner)
can get this data of investor and nobody else other than the investor can
set their details like contract address ete. After getting the address, the fund
manager computes the witnesses and generates the proof in the form of
JSON which is used directly to call verifyTx function.
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6. Evaluation and Results

In this section, we analyse and evaluate the processes involved in our
protocol. We divide our evaluation into two parts: (1) On-chain verification
and (2) off-chain processes like generating keys, generating proof, etc.

6.1 Verification on-chain

The most significant part of the protocol is on-chain verification. We
performed our testing on Ropsten Testnet. As verifyTx method is
dependent on proof and the number of public inputs, verification will
take constant time in our application irrespective of the size of the asset
list. Therefore, even with many constraints in our application, verification
will always be efficient. We compared the verification for two protocols,
PGHRI13 and Groth16. As in Grothl6, proof size is smaller as there are
only three elliptic curve points, we found that Grothl6 performance is
better than PGHR13 with =0.2 million gas used in Groth16 as compared
to =0.5 million in PGHR13. Also, in deployment, gas used by Groth16 is
=0.9 million whereas, in PGHR13, it is =1.4 million. These values are the
average of 20 rransactions on Ropsten Network.

6.2 Off-chain Processes

Off-chain processes include compilation, key generation, exporting the
verifier, computing witnesses and proof generation. PGHR13 scheme
in Zokrates uses libsnark as its backend. Compilation and exporting the
verifier are the core Zokrates processes while generating keys and proots
are done by libsnark in its components. First, we tested these steps using
PGHRI13 proving scheme on Zokrates and obtained the constraint system
data for each number of assets.

Table 2: Constraints System Data in Zokrates

Assets Constraints Inputs(Private Variables
# /Public) #

10 17892 11 16005

20 20602 | 21 26144

- 50 64732 51 56565

C 100 123282 101 107265

200 240382 201 208665

Then to measure performance, we run a profiling routine for key-generation
and proof generation on PGHR13 proving scheme using libsnark as given
in [29] with the data obtained. This layout uses a dense synthetic R1CS
structure, so all these results are the upper bound. For other processes like
compilation, exporting the smart contract, and computing witnesses, we
used time command on Linux Machine. Below is the data we obtained.

These results are calculated by taking the average runtime of 3 execution
rounds for each step. From these results, we found that setup is the
bottleneck for the verifier and takes most of the time.

Table 3: Profiling Results for Verifier

Results for Prover
Compile Time(X) Compute-

Proof-

(s) Witness(Y) Gen(Z)
0.042 0.395 2.256
20 1.347 0.485 3.399
50 | 2.532 0787 6.202
100 4.942 ' 1.132 11.572
200 7.943 | 2219 22.302

From the graph in Figure 6, we conclude that for a few hundred assets,
the verifier can complete execution in approximately 8-9 minutes and the
whole process can be completed in about a minute for a single investor.

200

4 -;Vmiﬁer
— Prover

Total
Overhead
(X+Y+Z)

seconds.

00 150 200 250 300 30 400 450 500
Number of Assets
Figure 6: Total Overhead for Prover and 1 erifier

0 50

7. Conclusion

The protocol presented provides us with the ability ro use zero-knowledge
proofs in the financial regulatory system. Based on our implementation and
analysis, we conclude that using Zokrates (or SNARKS) offers us a variety
of ways to come up with the compliance system. Using this, a lot of real-
world bottlenecks like paper trails and account-keeping can be avoided.
Also, as every financial organisation must be compliant with a regulatory
body, such as SEC, this use-case serves as an introductory solution to many
regulation environments.

7.1 Scope for Future Work

In our implementation, we have made some assumptions that can be
handled to improve the application and explore some other opportunities.
For example, we assumed the precision of up to 10 bits for weight
quantities. ‘This can be further extended if the number of assets is lower in
number such that the resulting risk measure can fit well in Zokrates field
type. Also, we can try other types of conditions which might be important
from the financial point of view. In addition to this, we can also come up
with a different protocol that uses other proving schemes like Bulletproofs
integrated with some refereed delegation approach to make the verification
cheaper.

Appendix A

Assets Compile Time(X) Setup(Y) Export-
# (s) Verifier(Z) A1 Record Contract
10 0.069 6.816 | 0.009 S
20 1.427 11.342 0.011 | PEEEE S0} 't_v PRV Sy
ford ! Bl in i alos S | { | ABIEncoderV2;
50 2.519 20600 | 0.063 | bomee e AvEneoder
100 4.961 51.536 0.509 | uint 1D;
200 ¥l 97.342 | 0.143 | address owner;
struct cust_type {
address addr;
bytes key;
}
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mapping (uint => address) ad;
mapping (uint => cust_type) dta;
constructor () public {

owner = msg. sender;

ID=0;

}

function register () public returns (uint){
uintt=1ID;

1D=ID +1;

ad[t]= msg. sender;

return t;

}

function set (uint id, address sa, bytes memory ev_key) public {
assert (ad [id]== msg. sender);

dta [id]= cust_type ({

addr: sa,

key: ev_key

5

}
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1. Blockchain Matters — on the phenomenon of disembodiment
in blockchain law

Katrin Becker
Unniversity of Laxembonrg
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Abstract

My paper will examine the phenomenon of disembodiment that underly the conceptions of law and subjectivity in the context of blockchain
technology. The term disembodiment is here to be understood in the broadest sense, i.e. as an abstraction from body, corpus and nomos — in
compliance with the blockchain-based conceptions of a disembodied e-subject, of a de-territorialized law, ie. a law dissociated from both the
territorial and the textual body, and the creation of cloud, i.e. matter-free, communities. Starting from a legal philosophical reflection on the
relationship between body, corpus and nomos, I will analyze the consequences that the tendencies of disembodiment in the context of blockchain
applications have for general questions of law and legal subjectivity. My paper sets out to show to what extent blockchain technology, with its
conception of a robotic, decentralized and personalized law (lex cryptographica) as well as of a disembodied self-sovereign identity concerns not
only the virtual sphere of blockchain applications. But by creating two ditferent — and conflicting — worlds of legal execution, it develops an acute
relevance for the "real world" that urgently needs to be addressed by both the traditional legal system as well as by the blockehain world.
Keywords: Blockchain — disenbodiment — legal subjectivity — representation — legal philosophy

2. Identity of Things — applying concepts from selfsovereign identity to IoT devices

Tim Weingirtmer
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Category: Oral Presentation

Oskar Camenzind
Building Technolngies Division, Siemens Schweiy AG
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Abstract

The rapidly growing number of devices used for the Internet of Things (IoT) is raising concerns about the origin and history of these devices.
Identity becomes a crucial property of IoT devices. So far there are primarily proprietary solutions. In a multi-provider environment those kinds
of approaches have major disadvantages since the customer himself is responsible for administration.

Our research addresses this issue by proposing an approach based on blockchain and decentralized identifiers (DID). It is inspired by the concepts
of self-sovereign identity (SS8I) and bootstrapping of remote secure key infrastructures (BRSKI). Devices are equipped by the manufacturer with
an identity stored in a trusted execution environment (TEE) and secured by a blockchain. This identity can be used to trace back the origin of the
device. During the bootstrapping process on the customer side, the identity registration of the device is updated in the blockchain. This process
1s performed by a so-called registrar. Smart contracts prevent unsolicited transter of ownership and track the history of the device. Besides proof
of origin and device security our concept can be used for device inventory and firmware upgrade.

A prototype implementation was realized to validate the concept. Six use cases have been implemented and tested using an Ethereum blockchain.
JSON Web Tokens (JWT) have been used as signed artefacts to transfer information between the stakeholders. This enables an asynchronous
communication needed in an offline environment. The proposed infrastructure can be provided by an independent association and can be used
by all manufacturers.

Keywords: Blackchain, Internet of Things, Identity, DID, [T
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3. Investment Compliance in Hedge Funds using Zero Knowledge Proofs

Komal Kalra
Indian Institute Of Technology Kanpur, India
Category: Oral Presentation

Abstract

Financial Regulation is a form of compliance system which subjects financial institutions to certain requirements and restrictions. Investment
Compliance is an example of this which involves investment restriction monitoring on behalf of investors. Hedge funds differ from other
investment funds like mutual funds due to their ability to employ complex investment and hedging techniques. These are private entities having
few public disclosure requirements. Confidentiality is good as it allows financial agents to participate in the financial markets withourt any fear of
information leakage, hence promoting liquidity. But, this is often implied as a lack of transparency.

Hedge Funds are expected to produce higher returns as compared to other funds, but sometimes investors also seek a risk guarantee in addition
to higher returns. But too much transparency rules out the incentives that financial entities have by participating in the first place. On the other
hand, too much secrecy may give rise to malicious entities that can break the rules due to a lack of compliance. We aim to solve this problem of
protecting the investors while ensuring the privacy of financial agents using zero-knowledge proofs. Proofs can be visualized as a way of providing
sufficient information to investors while the zero-knowledge property of proofs maintains the privacy of fund managers’ strategies. We propose
a protocol to address this scenario using Zokrates, a framework for verifiable computation using Zk-SNARKs on Ethereum, to encode the
constraints and export the verifier. Based on our implementation and analysis, it can be concluded that zero-knowledge proofs offer us a variety
of ways to come up with the compliance systems.

Keywords: compliance, investors, find manager, proofs, transparency, financial, finds

4. Model-driven development of blockchain-based platforms
in the algebraic virtual machine environment

Dr. Oleksandr Letychevskyi
LitSoft, Ukraine
Category: Oral Presentation

Abstract

The paper is dedicated to the analysis of blockchain-based platforms with the purpose of verification and for exploring their resistance to possible
attacks during the development process. It uses the algebraic approach realized in the Algebraic Virtual Machine (AVM) created by our team
that accepts blockchain system models on different levels of abstraction. The variety of algebraic methods allows the resolution of verification
problems and the detection of vulnerabilities in blockchain-based systems by using symbolic modelling and algebraic matching of behaviours.
The behaviour of blockchain systems can be presented as a model in behaviour algebra specifications. We can thus consider the algorithm
of consensus, smart contract or some slice of the design of a blockchain-based platform, especially the token economy aspect. A blockchain
is a distributed system, and the methods of resolving behavioural equations in the scope of theory of agents and environment interactions
implemented in the AVM are applicable. This can resolve the problem of reachability of undesirable behaviour or possible attacks from the
external environment,

Such practices could be used in the development of safety critical or reliable blockchain applications and be part of a development process. The
use of models on different levels of abstraction could also be applied in testing activities for test suite generation and symbolic test execution. The
first experiments with the AVM application were realized with atrack resistance in POS consensus algorithms testing, Ethereum smart contract
(Solidity) verification and token economy projects analysis.

Keywords: algebraic modelling, symbolic execution, smart contracts, consensus afgorithms, distributed systems, formal verification, nodel-based testing
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5. A Conceptual Model for Constant Storage Blockchain

Yuvaraj Rajendra, Sachin Sahu, Venkatesan Subramanian, Sandeep Kumar Shukla
Indian Institute of Information Technology, Allahabad
Category: Oral Presentation

Abstract

The growing storage requirements are always an issue with blockchain platforms, and devices may not be able to allocate the required storage
to replicate an entire blockchain instance. There are applications that use blockchain and are not required to maintain the old transaction details
throughout their life-cycle. In such applications, there is no need to maintain the complete growing blockchain, only recent sets of blocks are
sufficient. The IOTA tangle provides a solution through snapshots. However, nodes such as permanent and developer nodes maintain the entire
tangle or IOTA transactions. Only keeping recent blocks would create possibilities of  false chain replacement attack and a false block insertion
attack if all nodes store only a random part of the blockchain. To overcome this false block inserfion and chain replacement attack, while all
nodes store a random part of the blockchain, we propose a conceptual model that divides the growing blockchain into fixed-size sets of blocks,
excluding the genesis block. In case a node decides to not replicate a few sets of blocks to accommodate the blockchain according to its storage
availability, it stores the corresponding set's last block hash. Nodes that receive blocks, equivalent to the omitted blocks, from other nodes will
validate the set's last block hash with the received set's first block parent hash. If they match, it will accept the equivalent set of deleted blocks.
This will provide guarantee towards avoiding any insertion and replacement attacks. It is mandatory for the nodes that send blocks, equivalent to
omitted blocks, to include all the blocks in a set. This model can save more than 99% of storage usage if we consider the header size of 500 Bytes
and a set size of 10. It further saves if we increase the set size.

Keywords: [cis Storage, Blockchain, Chain Replacement Attack

6. HoneyBadgerBFT as an ordering service in Hyperledger Fabric

Deepak Yadav
II'T Kanpur
Category: Oral Presentation

Abstract

We are living in a blockchain era where both academic and industry people are interested in blockchain technology. It all started with the
mntroduction of bitcoin by Satoshi Nakamoto; the world's first decentralized cryptocurrency, it can be termed as the first phase of blockchain
technology. In the second phase, Ethereum got the success more people got interested in blockchain technology. Now we are in the third phase of
the blockchain revolution that is the blockchain for enterprise. Now, every business is trying to take advantage of blockchain technology for their
use case, and in this phase, Hyperledger Fabric is the most promising modular enrerprise blockchain. It is proven to be very useful, but we noticed
that official hyperledger fabric implementation still doesn't support any BET protocol for consensus (or ordering service) and above all, there is
no practical implementation of a Byzantine fault tolerant consensus protocol that can perform in network settings, such as the Internet where
the user of the blockchain ean not provide network guarantees. In this thesis, We present an alternative, HoneyBadgerBFT as a consensus option
in Hyperledger Fabric's Ordering service, the first practical asynchronous BFT protocol, which guarantees liveness without making any timing
assumptions about the network. HoneyBadgerBFT can handle up to one-third malicious nodes in the network. We present an implementation
and experimental results to show that our protocol can achieve throughput comparable to Raft (a CFT protocol) in standard scenarios and makes
progress even when the underlying network is not stable.

Keywords: Blockchain, Consensus, Hyperledger, HoneyBadgerBFT, asyne BET
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7. Strategic Value Creation Through Enterprise Blockchain

A. Aziz, Y. Sarason and K. Yuthas
Colorado State University (Asziz and Sarason) and Portland State University (Yuthas)
Category: Oral Presentation

Abstract

Blockchain and other distributed ledger technologies have enormous potential for creating business value. When used collaboratively, these
systems can remove friction and increase security across a business network and create value by verifying the origin of data and tracking data
through workflows. Despite their potential, these systems have not been widely adopted, which we attribute to incomplete assessment of their
potential returns. Enterprise blockchain systems are often promoted as solutions to existing operational problems or *pain points” and their
potential strategic value is not well understood. Drawing from literature on strategic alliances and the resource-based view of the firm, we
demonstrate how enterprise blockchain systems can contribute to a firm’s strategic capabilities and, as a result, to sustained competitive advantage.
We provide a framework for understanding how participation in blockchain projects can enable companies to strengthen existing strategic
capabilities and to build new collaborative and blockchain-specific capabilities. The framework can be useful to firms and service providers for
incorporating strategic outcomes into the evaluation of blockchain investment opportunities.

Keywords: resonrce-based view, strategic alliance, enterprise, strategic capabilities, consortism

JEL Classification: M75 I'T" Managenent

8. Consortium Capabilities For Enterprise Blockchain Success

S. Heister, M. Kaufman, and K. Yuthas
Portland State University
Category: Oral Presentation

Abstract

Enterprise blockchain projects great promise. They can cut costs and promote efficiency through disintermediation, increase transparency for
tracking inter-company transactions, expand knowledge through consortia databases, and improve workflows through shared business processes.
Despite its potential, blockchain technology has failed to produce promised benefits for enterprise networks. While the underlying technology
has advanced rapidly, managerial capabilities needed to form and manage blockchain consortia have lagged, and few consortia have succeeded.
We provide a framework that identifies foundanional conditions that precede effective consortium formation, capabilifies required for effective
consortium functioning and evolution, and partner and ecosystem-level outcomes associated with successful blockchain projects.

Keywords: enterprise blockchain, strategic capabilities, consortium, swceess factors
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9. Biosample Tokens, Identity Tokens, and Permission Tokens, the Symphony of
Private and Secure Health Care

W. Entriken', D. Uribe?
"Private Consultant, Philadelphia, PA, United States > GenoBank.io, Palo Alte, CA, United States.
Category: Oral Presentation

Abstract

Three interrelated token models are introduced—using a blockchain registry it is possible to record self-sovereign identities, well-known identities
and permissions to share data. This meets the requirements to deploy a secure and anonymous data sharing system and privacy framework. We
explore how file sharing can be built on top of this trust framework which allows anonymous individuals to share information with well-known
entities and have confidence that it will not be shared outside of what they have permitted. Practical implementation details are reviewed such
as using commercial off-the-shelf file storage and creating commercial relationships between the well-known parties. By allowing this secure file
exchange and anonymous self-sovereign file creation, we hope to allow new applications in the health care sector. Overall, patients in health care
in the United States have been abused with data breaches and endless HIPPA forms that grant no-recourse permanent data sharing, By providing
an alternative that collects no identifying information and restricts data sharing, we hope to enfranchise more patients that may have previously
been hesitant to participate.

Keywords: privacy, patient care, data management, health information, health information system, HIPAA, data security, patient confidentiality, non-fungible tokens,
ddentity management, public-private £ey, elliptic curve cryplography
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10. Implementation of Blockchain Technology to the
International Trade and Custom Regulations

Bedrettin Giircan
University of Seged Faculty of Law and Political Science
Category: Oral Presentation

Abstract
Blockchain is a technology, which has several advantages to be used in quite wide areas such as payment solutions to transportation. Using
blockchain technology in international trade may have impressive promises and potentials,

In our research, we aim to discuss the potential and existing implementation of blockchain technology into international trade and custom
practices. Tt is important to make comprehensive due diligence of the blockchain technology in order to determine which functions of the
blockchain technology can be implemented in the international trade environment.

Parties of international trade are traders, governments, business consortiums, insurance companies, financial bodies as banks or creditors. Custom
procedures are one of the most bureaucratic steps of international trade. The problem that both side of the import and export customs should
check the documentation of shipping, country of origin proofs, the validity of the whole documents from beginning to end. For instance, manual
cross valuation of the customs declarations takes plenty of time and human force during international trade transactions. Blockchain can automate
the procedures.

The first role of blockchain in this example can come with its traceability feature, which enables parties to record a chain of transactions to
trace the movement of goods internationally with instant and accurate information. The multiple parties of the international trades claim huge
paperwork load either for traders or government agencies and 3rd parties as banks and carriers. There are middlemen to check and record
payments, movements, details of the good. Blockchain has the potential to solve these complexities of the procedures simultaneously.

Blockchain platforms can globally manage records import-export declarations, bills of lading, invoices and certificates of origin, and any sort of
documents. Customs documents can be processed and tracked through blockchain solutions. Hence it provides better audibility and expedites the
processing of international trade. The biggest motivation to use blockchain technology in custom procedures is cost reduction and safer trade.
Blockehain decentralized and transparent features can be used against fraudulent documents and fake signature submissions.

Self-executing contracts (Smart Contracts) enables small-medium enterprises to join international trade by means of low cost and less bureaucratic
barriers of the trade. It may reduce the legal and procedural costs of the process and secure against the risk of non-
payment. Blockchain-based custom practice can provide access to trade finance and facilitating trade procedures for small-medium enterprises.

The basic premises of the blockchain technology for international trade are workflows across organizations of the trade and simplified business
processes, secure by design, transparency, and immutable audit trails. It is important to bear in mind that blockchain can track and guarantee that
uploaded data is not tampered with, nevertheless do not guarantee that the recorded data is accurate.

There has been an inconclusive debate about whether blockchain rechnology is reliable or not. Interoperability and scalability of early-stage
technology have been discussing by relevant authorities. Hence, regulatory and legal acceptance is still a big question.

The underlying argument against using blockchain technology in the custom procedure is that interoperability of standardization. It is important
to have standardized software in order to be accessed and accepted by international traders and by both sides of custom bodies.

In sum, private permissioned blockchains managed by parties of international trade bring business-friendly, fast, accurate, and low-cost
international trade procedures. It is important to standardize the infrastructure and make authorities to accept to use of these platforms.
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11. Blockchain Technology For Supply Chain: Challenges and
Architectural Design Processes

Gokhan Kirbac, Ph.D
Lstanbul Kiiltiir University, Turkey
Category: Oral Presentation

Abstract

Today, as a result of the rapid development of technology, the concepts of information technologies and digital transformation have become
crucial for supply chain. Therefore, the responsiveness, complexity, and number of actors involved in supply chain have also increased. Here, lots of
technologies, software and methods exist ro support the flow of the products in supply chain processes. The effectiveness of these technologies is
key to making sure supply chain remain efficient. Blockchain as a disruptive fechnology may ensure support for an innovative structure of supply
chain management. However, as with any new technology, there are some implementation challenges and stages for the installation architecture in
blockchain technology. The aim of this study presents a comprehensive and descriptive case study for applyving blockchain technology in supply
chain. For methodology part of the study, semi structured and in-depth interviews are conducted with supply chain managers and blockchain
technology experts. According to analyzes and dimensions gathered from interviews are discussed in detail. In this context, it has been noted that
businesses may face a number of significant challenges when they want to implement blockchain technology in their current workfow processes.
Furthermore, when businesses want to get support and consultancy for blockchain technology from a technology company, the architectural
setup and prerequisites of the blockchain are derermined from beginning ro end. Lastly, it is important for businesses to provide these blockchain
design processes and steps to ensure rapid technology adaptation and competitive advantage. This paper is a descriptive study that serves as a
roadmap for businesses that want to implement blockchain technology in supply chain operations.

Keywords: Blockchain technology, supply chain, blockchain architectural design, blockchain challenges

12. Blockchain and Supply Chain Finance: A Critical Literature Review from a
Business and Management Perspective

Ihas loannou
Queen Mary University of London
Category: Oral Presentation

Abstract

This review summarises and synthesises existing research on the interaction between Blockchain technology and Supply Chain Finance (SCF).
In the current state of affairs, where the Covid-19 pandemic has exposed the vulnerabilities of our paper-based trade and supply chain finance
systems, digital transformation seems to be the only way forward. The purpose of this submission is to explore the status, theoretical perspectives
and industry applications regarding Blockchain as the medium toward digitalisation, and to underline how specific features of this disruptive
technology can address existing inefficiencies in SCE The study conceptualises and theorises that, as the difficulty of accessing reliable supply
chain data is the main challenge to innovation in the SCF sphere, the increased visibility of supply chain movements provided by Blockchain can
provide better SCF solutions. As a first step toward Blockchain adoption, it considers the conditions necessary for Blockchain-enabled trade and
supply chain finance to emerge. It further argues that future research should focus on the implementation process, suggesting a transformation in
business practice toward more collaborative business models. The review contributes to understanding the current state of research in the field,
highlights the identified gaps and, by providing an analytical basis for future empirical research on Blockchain and SCE, it provides exploratory
directions and assists in the theory-building process.

Keywords: Blockchain— Distributed 1edger Technology— Supply Chain Finance — Trade Finance — Supply Chain Management — Fcosystem
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13. Stamping Out Counterfeits with Blockchain E-commerce -
A Study based on Theory and Laboratory data

David Lee Kuo Chuen’, Yang Li*, Fan Liu", Weibiao Xu*
“School of Business, Singapore University of Social Sciences
“Sehool of Finance, Nankai University

Category: Oral Presentation

Abstract

33% of buyers suffered from fake products based on a survey of users who transact on a Blockchain-based online shopping platform provided
by Origin Protocol Inc, raising the question of whether and how Blockchain will be an effective and efficient solution ro tackle the counterfeiting
problem for E-commerce. In this paper, we construct a novel Blockchain-based trading model in which the seller may deliver a fake product and
the buyer can verify its quality by paying a cost. Besides creating a tamper-proof chain of transaction data, in our proposed model, Blockchain
is able to record sellers’ fraudulent behavior and make it available to the public. We prove that, in a dynamic game theory framework, disclosing
seller’s misconduct can reduce the incentives of selling counterfeiting goods compared to the mechanisim with no such disclosure. This crucial
result is also identified in a trading experiment. Less or even none subjects sell connterfeits when sellers’ records of fraud are made public. This
paper theoretically and experimentally shows how Blockchain can actively reduce fraudulent rransactions and create a berter E-commerce market.
Keywords: Blockchains, E-commerce, Frand, Trust, Game Theary
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Category: Oral Presentation

Abstract

33% of buyers suffered from fake products based on a survey of users who transact on a Blockchain-based online shopping platform provided
by Origin Protocol Ing, raising the question of whether and how Blockchain will be an effective and efficient solution to tackle the counterfeiting
problem for E-commerce. In this paper, we construct a novel Blockchain-based trading model in which the seller may deliver a fake product and
the buyer can verify its quality by paying a cost. Besides creating a tamper-proof chain of transaction dara, in our proposed model, Blockchain
is able to record sellers’ fraudulent behavior and make it available to the public. We prove that, in a dynamic game theory framework, disclosing
seller’s misconduct can reduce the incentives of selling counterfeiting goods compared to the mechanisim with no such disclosure. This crucial
result is also identified in a trading experiment. Less or even none subjects sell counterfeits when sellers’ records of fraud are made public. This
paper theoretically and experimentally shows how Blockchain can actively reduce fraudulent transactions and create a better E-commerce market.
Keywords: Blockchains, E-commerce, Frand, Trust, Ganre Theory
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Category: Oral Presentation

Abstract

Through advanced sensor technologies, satellite- based authentication, and high bandwidth data networks, Remote Condition Monitoring (RCM)
systems are now an essential ‘Internet of Things’ (IoT) resource for efficient operation of railway infrastructure. However, the full potential of
this big data has vet to be realized. Data is currently collected and used in siloes, with limited visibility of all possible datasets for exploitation.
The RSSB on behalf of the UK Rail Industry established a cross-industry research program, T1010, to build stronger cooperation between
stakeholders in sharing RCM data. This research builds upon T1010, to explore the use of blockchain and smart contracts to automate, in an
auditable and tamper- proof way, the commercial agreements and payment processes for data trading. By removing the limitations of paper-based
agreements, our goal is to enable innovation in shared business processes and an ToT data marketplace. Building on existing smart contract-based
schemes for trading and sharing ToT data over blockchain networks, this research identifies novel ways to enforce agreements and ensure fair
cost attribution between parties, without a2 Trusted Third Party. The initial design of a blockchain-based framework is presented, oriented around
the data provider, consumer, and smart contracts. Blockchain-hosted data access agreement and accounting models are specified in detail. The
processors in the efficient permissioned blockchain platforms Hyperledger Fabric, Sawtooth, and Troha have been analyzed for their suitability for
implementation. We then outline our future work to evaluate and validate two industrial use cases: monitoring systems for unattended overhead
line equipment and axle bearings.

Keywords: Big data, Blockchain, Remote Condition Monitoring, Cost atiribution, Process antomation
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16. Understanding the synergies between GINSS and
Smart Contracts for enabling Micro-logistics applications

Simon ] Herko
TravelSpirit Foundation
Category: Oral Presentation

Abstract

The UK domestic parcels market is highly fragmented with 16 major national carriers, delivering in excess of 2.5 billion parcels in 2020. Covid-19
pandemic has accelerated home-working and e-commerce trends. Many local deliveries remain unconsolidated, and therefore generate higher
driver mileage than necessary, creating inefficiencies and negative environmental impacts. Even if a customer orders two items from the same
retailer, they often receive two separate deliveries. The Galileo program is Europe's initiative for a state-of-the-art global satellite navigation system
(GNSS), providing a highly accurate, guaranteed global positioning service under civilian control and the first to offer authenticated navigation
messages to all civilian users in the world, free of charge; Le. open- source. Blockchain technology and its Smart Contract capabilities is already
well- established as a promising solution for governments and the supply-chain; to enable shared business processes that require high levels of
trust, transparency and accountability. This includes major government backed programs by the EU, US, India and China. Our proposed research
explores the feasibility of a micro-logistics platform for last-mile delivery consolidation operations. Increased real-time visibility and transparency
of contractual arrangements and parcel tracking data will enable greater efficiency in managing deliveries and minimise the overall transport costs
and carbon footprint. It examines new capabilities arising from fusion of satellite based authenticated timing and positioning with blockchain
technology, combining the baked-in cryptography of both systems to provide a secure and efficient micro-logistics solution. An initial design of a
blockchain-based framework will be developed, oriented around the consumer, retailer, carriers, local couriers, micro-consolidation-centre (MCC)
and smart contracts. With the cities of Stratford-upon-Avon and Canterbury as our rest-bed locations, we set out to prove: How many trips can
we save? How can we improve the transparency, accountability and data authenticity of parcel orders? How can we enable trusted contractual
arrangements? How can we lower the cost barrier for establishing MCCs?

Keywords: Blackchain, Logistics, GNSS, E-Commerce, Freight Consolidation
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A BBA student chapter helps reinforce classroom and experiential learning. In addition to the learning that occurs
during chapter meetings, the submission of research articles to the JBBA journal helps develop industry-specific

skills, along with skills in project management, technical writing and interpersonal communications.

Chapter activities culminate at the annual scholars in Blockchain conference, where students interact with
students from other chapters, BBA members and advisors and network with industry leaders,

scientists, and researchers.

The BBA recognises that students are the future leaders of the industry, and treats them as such. Chapters instil
future professionals with an understanding of the role that collaboration, research, development and networking

plays in blockchain developments and industry progress.
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