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Governments recognise that scaling up and shifting
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investments is critical to deliver on climate and sustainable
development goals. Efforts to align financial flows

with climate objectives remain incremental and fail to
deliver the radical transformation needed. The OECD,
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financial flows consistent with a pathway towards a low-
emission, resilient future.
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Blockchain technologies as a digital enabler

for sustainable infrastructure

Embracing new technologies that could enable drastic reductions in GHG emissions will

be key to delivering low-emissions pathways for growth, but it is not always obvious what

the big breakthroughs will look like. This report looks at how blockchain technology can

be applied to support sustainable infrastructure investment that is aligned with climate

change objectives. It focuses on three key points: the financing of infrastructure initiatives,

the creation of visibility and alignment of climate action, and the provisioning of

awareness and access for institutions and consumers. Blockchain technology can address

these challenges by creating new ways of raising capital, providing transparency through

an immutable record of transactions, and establishing new inclusive market mechanisms.
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Blockchain Technologies as a Digital Enabler
for Sustainable Infrastructure

Embracing new technologies that enable drastic reductions in greenhouse gas (GHG)
emissions will be crucial to mitigate the effects of climate change, but it is not always
obvious what the big breakthroughs will look like. It is likely that many technologies,
operating in concert, will be needed to tackle the complexity of the problem at hand.
Investment and innovation in energy storage, renewable energy generation, materials,
transportation services, agricultural sciences, and digital technologies are some of the areas
that are vital to the low-carbon transition.

A number of digital innovations are emerging in the global economy which offer the
potential to transform how systems operate by making infrastructure, manufacturing, trade,
and agriculture more connected, intelligent, and efficient. One of the benefits of promoting
digital innovation is that it could lead to further innovations, unlocking unforeseen
possibilities. This is particularly true in infrastructure services as the potential for
innovation within the sector is large. This report explores how innovation and specifically
distributed ledger technologies (DLT), such as blockchain, integrated with other
technologies like the internet of things (loT) and artificial intelligence (Al), could
accelerate a cost effective transition in key infrastructure services.

When thinking about blockchain, carbon neutrality is not the first thing that comes to mind.
Bitcoin, blockchain’s first application, is widely known as an environmental polluter,
consuming massive amounts of energy and emitting vast amounts of CO; in order to
validate transactions and sustain the network. However, concerns of this nature hold true
only for specific applications of the underlying technology. Section 1.3 describes how
blockchain can be deployed in an energy-efficient way. This report suggests that
blockchain technologies and their underlying concepts have the potential to deliver
sustainable infrastructure by unlocking opportunity along the infrastructure value chain.

In principle, blockchains or DLT, terms which are often used interchangeably, can be used
for recordkeeping and the transfer of value (via cryptocurrencies or otherwise) without
requiring a trusted central entity to maintain a database and validate transactions. Instead,
these functions are accomplished by decentralising the network in which data is stored and
by providing a validation mechanism through which all participants in the network have an
immutable single “source of truth”. The so-called “smart contracts” which are enabled by
blockchain technology allow for the automated execution of a transaction when one or
more preconditions are met, thus providing a potential for significant efficiency gains.
Physical and digital assets can be represented as “tokens” of value on the shared distributed
registries, allowing the tokens to be directly traded among network participants. In essence,
these core capabilities allow for the use of cryptocurrencies (e.g. Bitcoin, Ether) as well as
tokenised digital records (e.g. property rights, physical property rights) in the context of the
infrastructure lifecycle, from financing, and procurement, through tendering and
operations.



The G20’s 2018 Roadmap to Infrastructure as an Asset Class focuses on ways to improve
the overall investment environment for infrastructure (G20, 2018). This work combined
with OECD work on infrastructure, data and performance measurement, and finance, yields
several key points that are important in the blockchain context:

o Building greater standardisation in infrastructure across the value chain,
including contractual standardisation and financial standardisation. Greater
standardisation of contracts and documentation in the bidding and procurement
stages of the infrastructure project life cycle is critical to reducing their cost
and complexity, as well as facilitating their comparability. Greater financial
standardisation would reduce investment costs and facilitate allocations by
institutional investors into infrastructure investment.

e Stressing the importance of data to support well-informed investment
decisions in infrastructure. New technologies can be leveraged to support
greater data availability and quality, particularly when considering the
possibilities of 10T, Al, geospatial (satellite), and blockchain in infrastructure
systems.

e Solutions to manage risks in infrastructure investment through better
transparency, identification, or measurement of risks, along with effective
mitigation strategies. In particular, the management of political or currency
risks associated with infrastructure could be improved by enhanced
transparency, accountability, improved regulatory oversight, and enabling
frameworks. Even a small reduction in these risks could have a real impact on
investment levels in infrastructure, particularly in developing countries.

o Translating efficiency gains, risk identification and reduction into a lower cost
of capital and more efficient risk charges for infrastructure assets. Tools such
as loT sensors could provide inputs into more accurate financial and credit risk
modelling, using real-time data on asset performance. More accurate revenue
and cost forecasting using Al tools that can process large amounts of data could
also provide further cost savings.

Yet, infrastructure-related actions taken at the national and sub-national levels present some
challenges. First, capacity bottlenecks on sub-national levels restrict the investment
opportunities of governments, leading to a financing deficit in infrastructure projects. The
participation of investors is also often limited due to misalignments between the financial or
risk profile of infrastructure projects and investor demands. Secondly, efforts are often not
transparent in regards to their alignment with other entities’ actions, or compliance with
standards, including environmental, social, and governance (ESG) criteria. Thirdly, in some
cases investment decisions are made without consideration to climate impact.

Blockchain can be applied as a digital backbone within infrastructure projects and operations.
The technology can help to to increase efficiency and transparency in global infrastructure
systems. Although blockchain is regarded as an emerging technology, a plethora of working
prototypes and collaborative initiatives targeting the transport, energy and agriculture
industries has been developed and established to realise their proposed use cases.



When looking at blockchain use cases for infrastructure (either described in this report as
existing initiatives, or in case studies where pilot programmes and testing could be launched),
the following aspects emerge as key areas to help facilitate investment:

e Improving access to markets and finance for infrastructure;

e Increasing transparency, standardisation, and the quality of data on
infrastructure performance, including financial data, operations, and ESG
criteria of infrastructure projects;

e Promoting compliance with standards, such as sustainability standards;

e Improving infrastructure operations, processes, transactions, and record
keeping;

e Enhancing technological integration, further productivity gains, and new
business models.

Nonetheless, blockchain technology currently faces several challenges. Although many
experts anticipate that it will have a wide-reaching impact on daily processes (e.g. cross-
border transactions, procurement of energy, e-commerce, food supply chain tracking), a
lack of education and knowledge regarding its principles and drawbacks is observed in the
market. Moreover, some misconceptions have become engrained in the wider public. New
technologies, especially in untested markets, pose risks which need to be compared with
benefits. It is therefore essential to increase fact-based knowledge and training of relevant
decision makers, in order to realise the technology’s potential.

The opportunities and challenges of blockchain technology for sustainable infrastructure
are discussed throughout the report. First, the principles of blockchain technology and its
relevance for enabling sustainable infrastructure are briefly discussed. Second, the case for
the use of blockchain technology in sustainable infrastructure is made, including a selection
of blockchain technology’s possible applications that may effectively facilitate climate
mitigation and adaption measures. Third, a series of original case studies is introduced,
drawing on the most important impactful opportunities to address the previously identified
obstacles to sustainable infrastructure investment. Fourth, a roadmap for blockchain
implementation presents an action plan for bringing ideas to life through proof-of-concept
and pilot programmes. The report concludes with implications for policy makers and
suggested steps to leverage the technology’s value-added.
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Executive summary

Mobilisation of investment in sustainable infrastructure, a key segment of the global
economy that drives GHG emissions, is critical for mitigation as well as adaptation efforts
in the transition to a low carbon future. Public and private financial flows in infrastructure
projects need to be aligned with broader climate objectives and the 2030 Agenda for
Sustainable Development, while taking into account countries’ investment strategies and
circumstances. Infrastructure investment is also a key theme in global fora such as the G20,
where policy work increasingly focuses on quality infrastructure to support inclusive
growth.

Achieving these goals will require a visionary reassessment of infrastructure systems and
services, from their interaction with consumers all the way through operations, financing,
construction, procurement and planning. Transportation, energy, and information and
communication technology (ICT) infrastructures are essential services which, when built
to be resilient and consistent with a low-carbon transition, can contribute to growth and
development in a sustainable way. Game-changing approaches are needed to reimagine
how this transition could be accomplished, at low-cost and in an equitable way. DLTSs, such
as blockchain, are emerging technologies that have the potential to improve current
processes and systems by acting as a digital enabler across the infrastructure value chain.

Blockchain technology leverages its core competencies of providing transparency, data
auditability and privacy, and process efficiency and automation in order to drive the
systemic changes needed to deliver sustainable infrastructure. Firstly, the technology can
unlock new sources of financing and mobilise existing pledges through establishing new
financing platforms. A clear objective is to lower the cost of capital for infrastructure
projects, along with improved liquidity, transparency, and expanded access to finance.

Secondly, it can provide global visibility and alignment of sustainability goals and therefore
help countries and other stakeholders track data and information on infrastructure projects.
Blockchain-enabled platforms are a way to standardise data, assess asset performance, and
enhance compliance, which may be further augmented when they are integrated with
remote sensors (internet of things), or linked to deep analytics like artificial intelligence
application ns.

Thirdly, it can act as a transaction-enabling infrastructure of new market models, which
incentivises and increases institutions’ and consumers’ willingness and ability to contribute
to building long-term sustainability, driving also changes within industries to adapt to the
shifting demands of consumers.

An array of existing use cases building on blockchain technology that address the
challenges facing infrastructure value chains are explored in this report. For further
consideration, four original case studies with the highest expected impact for achieving
long-term and sustainable provision of infrastructure services are discussed. A roadmap for
blockchain implementation and pilot programmes follows the case studies, which include:
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e A decentralised financing infrastructure enables the full spectrum of investors to
invest directly in sustainable infrastructure through a blockchain-based platform,
transforming illiquid assets into tradeable digital assets and increasing financing
flows for sustainable development. Reducing the cost of capital, transaction costs,
and improving liquidity and market participation for sustainable infrastructure
projects are the objectives of this case study;

o Emissions certificate trading systems can be made more efficient by providing
transparency and reliable data through a global blockchain layer. This helps to
effectively control quota rules, certificate circulation, promote market integrity, and
robust carbon accounting while also automating transactions and increasing overall
efficiency;

e Ablockchain-based infrastructure contract management system, which verifies and
tracks the valid and legally binding versions of contracts in infrastructure projects,
could immensely improve transparency in current multi-party contract agreements.
By adopting such IT systems, involved parties can benefit from certainty of which
contract version is valid, and review the conditions at any given time, leading to
more streamlined and automated processes;

e By creating an underlying blockchain base protocol layer, decentralised
applications can be built by any organisation to support the governance, alignment
and monitoring of various infrastructure standards. Acting as an open application
platform, analogous to Android, a diverse set of enabling functions can be handled
on the globally interoperable data infrastructure. Implementing the right measures
for global infrastructure-related action (e.g. financing, certification, reporting and
compliance, ESG and climate-related disclosures) requires decision makers to have
access to genuine, standardised and up-to-date information.

The current state of blockchain adoption in the realm of infrastructure is discussed while
weighing its advantages and disadvantages. A prominent limitation of blockchain
applications lies in regulatory uncertainty (e.g. a lack of market-based regulations for initial
coin offerings (ICOs)), problems of market integrity, and a lack of consumer and investor
protection which all need to be addressed in order to build a solid footing for this emerging
technology.

Overall, blockchain technology offers potential in building collaborative platforms and
network systems, which can help in the achievement of country investment goals, including
for the low-carbon transition. However, a number of policy actions are needed in order to
facilitate the development of blockchain-based solutions in a safe and fair way. Policy
makers should encourage co-innovation and collaboration, support R&D and education
efforts (for a full understanding of risks and opportunities) and take initial steps in
addressing legal and regulatory issues related to the use of blockchain technology.

As many of these issues reach across borders, the international coordination of policy
actions is essential. Initiatives that provide a platform for the international community, such
as the OECD Global Blockchain Policy Forum (www.oecd.org/finance/oecd-blockchain-
policy-forum.htm) and the OECD Blockchain Policy Centre
(www.oecd.org/daf/blockchain), help to drive the exchange of information and
experiences. The OECD has also recently launched the Sustainable Infrastructure Policy
Initiative to pilot the development of instruments, analysis and data related to infrastructure,
which will include the role of technology and innovation in driving systemic changes in
infrastructure.
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1. Overview of blockchain technology

1.1. Blockchain initiatives related to sustainable infrastructure

As with all technological developments, technology usually serves as a means for the
purpose and should only be implemented if the technology’s respective capabilities address
specific needs. In regards to sustainable infrastructure, many conventional technologies (for
example cloud computing, automation, traditional ERP systems, etc.) could be leveraged
to improve current processes and build transparency between the relevant stakeholders.
Pros and cons of different technologies should be considered for each problem or project
before deciding on and building solutions. Blockchain is especially suited for problems that
require coordination of various parties, where interests might be different, or where secure
and immutable exchange of information and value is required.

With this in mind, blockchain could be transformative in changing traditional business
models in infrastructure industries towards more customer centric models. Two of the
largest infrastructure industries (and emissions intensive), namely the energy and
transportation sectors, represent some of the major ecosystems developing applications of
blockchain technology.

In the energy sector, a number of initiatives, corporate efforts, and start-ups have emerged
in the last two years. Blockchain-based systems and applications are being developed
throughout the value chain from generation, transport, distribution, and storage to trading
and retail.

One of the earliest technical pilots in the field was the Brooklyn Microgrid in New York
City. The project aims to build a peer-to-peer energy exchange, in which citizens trade their
self-produced renewable energy with each other (Papajak, 2017). Another example of an
early blockchain initiative is the incorporation of the Energy Web Foundation (EWF) as a
global consortium of generators, integrated utilities, and related companies such as research
institutes, IT service providers and start-ups. In addition to developing a new open-source
core technology platform that is purpose-built for the energy sector, EWF has set up several
specialised working groups and knowledge exchange forums in order for EWF “affiliates”
to accelerate development of blockchain-based applications for certificate of origin markets
for green power, demand response programmes, electric vehicle networks, and other
application domains.

The transport and mobility sectors have just recently accelerated and increased the breadth of
blockchain-related activity. On one hand, the development and piloting of several
blockchain-based digital services is increasing, as most auto original equipment
manufacturers (OEMS), tier 1 suppliers, and many software firms are working on solutions
to current pain points, such as inefficient processes and data sharing. On the other hand, new
ecosystems are forming in the sector. In early 2018, an alliance named the Mobility Open
Blockchain Initiative (MOBI) was launched. MOBI is aiming to align the activities of its
members, in order to strengthen their collaboration and ultimately increase the effectiveness
of their blockchain-based systems, building on network effects and standardisation.
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Box 1. Market overview and relevance

Since the emergence of blockchain technology in 2008 and up until about 2013, much of
the early hype reflected early adopters like avid speculators trying to monetise the high
volatility of the cryptocurrency Bitcoin. The hype is arguably still in full swing - the number
of blockchain wallet users worldwide amounted to approximately 36 million by the end of
April 2019, increasing from around 24 million users in April 2018. Yet, market
developments indicate that blockchain technology is gradually moving towards more
business-related use cases.

Blockchain is garnering much attention amongst corporate executives, with more than USD
2.45 billion of investment committed worldwide in 2017 and 2018. Prominent examples of
big enterprises experimenting and developing blockchain applications include Microsoft,
Goldman Sachs, and Maersk. Companies are also increasingly joining consortia in order to
explore the potential of DLT. Among executives knowledgeable about blockchain
technology, 18% already participate in a consortium, 45% are likely to join one, and 14%
are considering forming one. Industry consortia are focusing on developing solutions to
their business issues with the help of blockchain technology, whereas technology consortia
are focusing on developing use case agnostic blockchain technologies, and are mostly
formed by blockchain technology providers. These technology providers drive innovation
for consensus algorithms, transaction efficiency, and interoperability across different
blockchain platforms. In terms of industry collaborations, EWF, MOBI, B3i and
RiskBlock, amongst others, represent the leading initiatives in the energy, mobility and
insurance sectors, respectively.

More than 2,500 start-ups have formed, raising just over USD 1.0 billion in equity
investments in 2017 alone. However, this number needs to be compared to the USD 21.2
billion that was raised from the beginning of 2018 through the end of October 2018 via
3,252 Initial Coin Offerings (ICOs), a new funding mechanism through which
organisations receive funding by issuing coins or tokens on a blockchain (Momtaz et al.,
2019, Deloitte, 2017c).

Although blockchain initiatives initially started in the financial services industry, other
industries have quickly followed as they gradually identified new opportunities. Use cases
have emerged in disparate areas in nearly all industries, from the basics of payments
solutions and identity management to more complex uses. Chemical, pharmaceutical, and
food companies can track perishable goods and check their preservation status along the
chain of custody. Artists and media operators can leverage blockchain technology to
manage copyrights and to enable seamless flow of micro-payments for downloads,
streaming or licensing — and the list goes on.

Blockchain technology can also drive the convergence of sectors. By taking the example
of mobility as a service (MaaS), otherwise highly isolated industries like the energy and
automotive sectors are increasingly collaborating. Given the accelerated adoption of
electric mobility and an increased demand of consumers for a seamless journey among
transportation elements, the interoperability of infrastructure systems must be increased.
Some initiatives have been launched to develop blockchain-based solutions seeking to help
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mediate mobility-related transactions, such as booking a shared car, or the charging of
electric vehicles (Simmermann et al., 2017).

Reflecting the worldwide efforts and committed investments, it becomes evident that the
technology could play a significant role in future technology and business architecture
designs as well as enable novel and efficiency-increasing services. Sections 2. and 2.1 give
a detailed overview of the broader implications of blockchain for infrastructure.

1.2. Fundamentals of blockchain technology

distributed ledger technology (DLT) denotes the logic of interconnected digital networks
of computers. DLT is the concept of maintaining a shared ledger on a decentralised
network, whereby all participants agree on a commonly accepted state of the registry’s
content (Wright and De Filippi, 2015). Blockchains denote protocols that govern
distributed ledgers; therefore, the term is commonly used interchangeably. The
transformative potential of blockchain technology lies in its built-in and decentralised trust.

Figure 1. Centralised transactions vs. decentralised transactions

Ledger
~

Business

Application

Centralised Distributed
Source: Adapted from “Blockchain @ Media. A new Game Changer for the Media Industry?” Deloitte (2017).

The decentralisation element of DLT creates a system in which all transactions are shared,
verified and accepted by all parties, alleviating the need for intermediaries, as depicted in
Figure 1. Traditionally, in order to process transactions between two unknown parties, a
central authority would be entrusted with the process and would oversee the correct
enforcement of transactions (e.g. banks in payment clearing and settlement systems).
Although this centralised system usually involves an objective third party to verify and
settle transactions between unknown or distrusted parties, it creates dependency on the third
party and some level of inefficiency. With blockchain, a common, tamper-proof ledger is
held by each party to the network. As all parties have a shared single “source of truth” of
the transaction data and agree on its veracity, they do not need an intermediary to validate
transactions in the ledger. This could also have an effect on counterparty risk. This type of
risk cannot be eliminated by using a distributed ledger, but it can be controlled to some
extent as governance principles are agreed upfront and non-adherence to the required steps,
e.g. in a business transaction, are not possible without approval by the network participants.

The general concept of blockchains can be illustrated by using the most prominent example
— the Bitcoin blockchain. Blocks store data and are propagated to all computer nodes in the
network (Swan, 2015). The nature of the distributed registry demands a mechanism to
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decide which piece of information is correct and up-to-date. Since all servers participating
in the network (so called “nodes”) are able to propose different versions of the next block
in the chain, one of the nodes must be chosen to write, validate and seal the block. This
process is called "consensus mechanism” and, within the Bitcoin blockchain, includes
solving a computational task. There are incentives for participants to perform this
computational task. The winner seals the block through a process called hashing, which is
the cryptographic term for calculating the fingerprint of a set of data. This fingerprint
(“hash”) is included in the following block, linking the blocks together and maintaining a
sequence forming a chain. Any data in digital format such as transactions, user identity or
code can be processed in blocks on the blockchain.

Blockchain is essentially tamper-proof due to the cryptographic sealing and sequential
stringing of blocks. Attackers would have to exert immense efforts in order to change
information written on the blockchain, as the data would need to be manipulated on all
blocks in the network and the blocks would then need to be re-validated. In addition, due
to the decentralised network, a system failure of one node can be compensated by other
nodes in the network. Blockchain technology can therefore offer a more secure alternative
to traditional centralised network arrangements. However, its security is highly dependent
on correct set-up, as discussed further.

Table 1 summarises the key technical design factors within blockchain and the implications
of using different specifications.

Table 1. Key factors of blockchain designs and selected options

Consensus Consensus mechanisms are used to achieve the necessary agreement on a single data value
mechanism or a single state of the network among distributed processes or multi-party systems, i.e. the
validity of a block. The major ones are:

Proof-of-work (PoW)

Consensus is generated by solving a mathematical puzzle, i.e. finding a certain hash value,
that requires high computational power or work, hence the term. The first node to solve the
puzzle adds the block to the chain and is rewarded with newly created coins.
Proof-of-useful-work (PoUW)

Consensus is generated by validating the results computation deemed “useful” to society,
e.g. through participating in scientific computing projects. In comparison to PoW, PoUW
uses computational power to generate overall new value while also validating the next block.
Proof-of-stake (PoS)

Miners own a stake in the network defining their share or probability to validate the next
block. This leads to an incentive to follow the network rules, therefore securing a high value
of the owned stake.

Proof-of-authority (PoA)

Approved participants validate transactions and blocks in a defined order, leading to an
incentive to upholding the transaction process and retaining the position that was gained.

Many more examples exist including proof-of-weight (PoWeight), where the probability to
validate the next block depends on a user’s ownership of a specific “weight” of a pre-defined
unit other than the stake as in the case of PoS (e.g. reputation). Other concepts are highly
promising, yet are in early development stages and can pose challenges in real-life
implementations.
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Privacy Privacy settings dictate who is allowed to join the network based on the need to protect privacy
or trade secrets. There are two basic distinctions (hybrid forms can also be established):

- Permissioned blockchain
Participants of the blockchain network need to be approved before joining. This is either
done by defined authorities or by a defined consensus mechanism. The participation as a
miner depends on the defined consensus mechanism.

- Permissionless blockchain
There are no restrictions to join a permissionless blockchain network, meaning that anyone
can partake in the network. The participation as a miner within the network might have
constraints, which depends on the defined consensus mechanism.

Hosting Hosting refers to the running and maintaining of a blockchain node on local premises or by a
third party.

- On-premise
The servers hosting the miners are located within the IT-landscape of the owning entity. This
guarantees full control of the node and a complete decentralisation of the different nodes
participating in the network.

- Cloud
Different cloud-providers offer hosting solutions with specific blockchain services or general
cloud-hosting for servers. It is important for the owner of the node to have full control,
especially if multiple nodes of the same blockchain network are hosted at the same cloud
provider.

- Third party
Third parties can be used to host the node within their IT. As with cloud hosting, the control
of the node needs to be completely with the owning entity.

Tokenisation Tokenisation refers to the use of coins or tokens on a blockchain. There are two general
distinctions:

- Coin-based
Coins or tokens are the data-base of every coin-based blockchain. All transactions are
related to coin movements and data is added to those coins to enable additional
functionality.

- Data-based
Data-based blockchains offer storage within the blocks of a blockchain without the necessity
to attach the data to tokens. All transactions include new data to be added into the chain or
changes and deletions.

Due to a lack of globally accepted frameworks surrounding token taxonomy, there is no common
understanding of tokens from a regulatory standpoint, nor from a legal and tax perspective.
Token categorisations vary and can span from utility, security, currency, commodity to hybrid
forms (Token Alliance, 2018). Three main token types can be generally distinguished and will
be further referenced in this report (OECD 2019):
- Payment tokens
Bearing most resemblance to fiat currencies, payment tokens are used as a means of
exchange or payment for goods and service. Cryptocurrencies like Bitcoin fall under this
category.
- Security tokens
Also referred to as asset and financial tokens, security tokens represent ownership of
securities (or equivalent) under applicable laws. Security tokens are designed as tradeable
assets held for investment purposes.
- Utility tokens
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Also referred to as consumer tokens, utility tokens represent the right to access specific
goods or services. Often used as a type for pre-payment or voucher, utility tokens facilitate
the access to services, but do not represent ownership of an asset.

Additional Smart contracts are pieces of software that are written into the blockchain and are executed
functionality by the computer network upon agreement through the consensus mechanism.
Oracles are external data feeds that provide information from outside of the blockchain network,
such as loT sensors.

The properties of decentralised trust and immutability of created blocks enable real transfer
of ownership. While it was only possible to copy data via the internet in the past, blockchain
accelerates the move to an “internet of value” as shown in Figure 2. This enables intangible
assets like currencies, shares, copyrights or patents to be transferred from one user to
another and also tangible assets like real estate or obligations like contracts to be exchanged
via the trusted ledger (Deloitte, 2017d). The transmission of tangible assets requires the
creation of a digital twin, a digital representation or simulation of a physical object, which
enables digital surveillance of the object (Deloitte, 2018a).

Figure 2. Moving toward the internet of value
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Source: Adapted from “Will Blockchain transform the public sector? Blockchain basics for government”, Deloitte (2017).

1.3. Challenges related to blockchain technology

Although blockchain promises improvements through decentralised systems, several
challenges are associated with the technology.

Blockchain has been highly criticised for its high energy and resource consumption. At a
closer look, this criticism is often specifically directed at the Bitcoin blockchain or, more
generally, the proof-of-work consensus mechanism, which encourages specific participants
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(“miners™) to continuously deploy resources to increase their chances of winning the race
to validate the next block in the chain. Using other consensus mechanisms than PoW, as
described in section 1.2, energy consumption can be significantly reduced. In addition, any
comparison would need to consider the degree of energy efficiency in traditional
centralised systems.

As noted, blockchain technology is deemed to be immutable and tamper-proof. However,
the security of a blockchain highly relies on a suitable technical set-up, especially with
regard to the degree of distribution, the choice of the consensus protocol and the
cryptographic tools used (Deloitte, 2017a, Berke, 2017). Firstly, the degree of distribution
of network participants, or in other words, the concentration of mining resources in one
economic or decision-making entity (e.g. company) can influence security. In theory, a
company or state could own, operate or influence >51% of a given network’s nodes and
dominate the proof-of-work consensus mechanism, thereby representing a security risk to
the overall system. Secondly, the choice of consensus protocol directly affects the security
of a blockchain. Depending on how new blocks are created (e.g. through mining), this
process can inherently include measures which protect the system from malicious attacks.
Thirdly, a protocol’s underlying cryptographic elements play a decisive role in determining
the security standard for a given blockchain. A number of key mechanisms are used in
blockchain implementations, most notably key-pairs and hash functions (Badev and
Chen, 2017, Bohme et al., 2015).

Due to this highly complex structure, it is almost impossible to manipulate previously
captured transactions. The technology can therefore be regarded as a high security
technology, but not without vulnerabilities. While the decentralised network is relatively
safe from serious hacking attacks due to its set-up, an insecure storage of private keys might
enable hackers to gain access to sensitive data. In addition, all interfaces to systems outside
the blockchain environment are potentially targets for hacker attacks, if not properly
secured.

It is important to note that while data securely recorded on a blockchain is immutable, it
might not necessarily be correct. Incorrect data will still stay incorrect after putting it on
the blockchain (“garbage in, garbage out”). The use of blockchain does not change the
correctness of data. Data quality and validity checks that are written on the blockchain are
key factors for consideration, as information that has been introduced to the blockchain
cannot be reversed, but only corrected by adding a new block (Bauerle, 2018).

Scalability and processing speed represent additional challenges. Many blockchains are
currently not projected to handle high throughput, fast processing speeds, or the large
number of participants that may be required for a given application. However, continuous
improvements are coming to market as the technology matures, while further theoretical
developments are taking place.

With increased capabilities, blockchain could also play an important role in accelerating
the adoption of other important digital technologies like the internet of things (10T) and
artificial intelligence (Al). Concerns around cyber security are currently impeding broad
adoption of 10T and Al applications. The success of such applications is highly dependent
on high standards of data security, clear rules about data ownership, interoperability of
systems, and data reliability. The biggest cyber security priority in this realm is to make
sure that there are no “weak points” in the flow of data and network architecture. Some loT
devices are vulnerable to malicious attacks based on their hardware and security properties.
With regard to Al, data manipulation is a major threat, especially when thinking about use
cases in autonomous driving. Blockchain technology could provide a secure infrastructure
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and serve as a foundation for successful 10T and Al projects in the future, which could have
promising applications for infrastructure systems (Pan and Yang, 2018).

With regard to the risks and misconceptions of blockchain and its applications, education
on the technology, its design principles and their implications is required. The base protocol
needs to be designed with careful consideration, given the risks and challenges. Early
alignment between stakeholders and standardisation are important prerequisites for
blockchain applications, yet this is challenging due to the time and effort needed in order
to agree with participants on processes, data, incentives and liabilities. Many regulatory
topics in this respect are still in discussion. The need for standardisation and the current
regulatory environment are further discussed in 5.2.

Box 2. Blockchain and energy consumption

Blockchain, or more specifically its first application Bitcoin, is often times linked with
high-energy consumption, especially in mainstream media. The immense power
consumption is mainly the result of the proof-of-work (PoW) consensus mechanism. This
consensus algorithm requires high computational power to solve a mathematical puzzle in
order to validate transactions, while many computers compete with each other in order to
solve the puzzle and extend the blockchain with new blocks. The decentralised approach
to validating transactions and amending new blocks to the blockchain allows for resilience
and immutability, yet, coming at the cost of high resource intensity. Another result of the
PoW mechanism is that tampering the transaction history recorded on the blockchain
requires a significant resource investment, reducing the financial viability of such attacks.

Since the early experiments with blockchain technology, many more platforms that adopted
different consensus algorithms (e.g. proof-of-stake) have emerged. Aiming at widespread
adoption in enterprise settings, less resource-intensive mechanisms have been developed
and implemented. Given that within business networks and enterprises, there is already an
initial degree of trust between the participants, a high degree of decentralisation of trust is
often traded for less resource intensive consensus mechanisms.

Blockchains in the business context, especially within consortia, are predominantly set up
as private blockchains using algorithms like proof-of-authority (PoA). If designed
accordingly, private blockchains do not consume more energy than traditional database
solutions.

Other applications of DLT like Holochain, Tangle, and Hashgraph have emerged using
differing approaches to build decentralised networks. The market for cryptographic
technologies is still relatively young and is continually evolving to address known
challenges — new algorithms, consensus mechanisms, and methods for sharing data or
validating transactions are likely to emerge as DLT matures.

See section 1.2 for technical details on consensus mechanisms.
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2. Blockchain’s role in enabling sustainable infrastructure investment

It is estimated that annual investment of USD 6.9 trillion through the year 2030 is needed
in order to maintain growth trajectories and to achieve with increased confidence climate
change objectives and the Sustainable Development Goals (SDGs) (OECD, 2017).
Significant challenges also arise regarding the lack of data transparency in current
governing systems and the need to involve private and public institutions, as well as end
consumers, in the infrastructure value chain. As for achieving the Paris Climate objectives,
Figure 3 shows the key challenges, which could be effectively addressed by leveraging
blockchain technology:

Figure 3. Key challenges of the Paris Climate objectives that could be addressed by blockchain

technology
Financing Infrastructure Visibility & Alignment Awareness & Access
Unlock new and mobilise Visibility of climate action and Transactive infrastructure of
existing sources of financing alignment of stakeholders new market models

¢ Financing infrastructure — New sources of financing, including a well-aligned
investment environment, represent key requirements going forward in the low-carbon
transition. Transparent and clear processes can serve to gain the trust of investors.
Blockchain technology provides a digital layer that helps to tackle these core
requirements. New sources of capital can be leveraged by developing efficient
blockchain-based investment platforms to finance projects globally. By employing an
appropriate blockchain set-up, overall transaction costs could be reduced and the
participation of small-scale investors such as small and medium enterprises (SMES)
and individual consumers could be made feasible. Through end-to-end tracking and
auditable data trails, investors may transparently track their investments. For
successful implementation, an international legal framework would need to be
established, which allows for simple investment transactions for the full spectrum of
investors.

e Visibility and alignment — In the current system, it is difficult to track where climate
finance is allocated and to measure its impact. The problem is even more severe as
the top recipient countries for climate finance are often also countries with high levels
of corruption (Transparency International, 2014). Most countries lack comprehensive
and consistent information systems that can show investment pipelines and existing
infrastructure, thus impeding decisions on future investments. Global visibility of
investments through consistent, reliable and accessible data (including ESG reporting,
and climate-related financial disclosures) will be needed on a global scale in order to
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effectively steer climate action and reduce search costs for investors. For
governments, a transparent information system showing infrastructure pipelines and
current operational assets will be a key tool to coordinate and align climate action
with other governments or the private sector. By provisioning the right digital
infrastructure based on blockchain technology, deeply entrenched, but flexible
monitoring, reporting and communication services can be developed in the future.
The time to generate reports based on this data can be reduced significantly. As an
example, the Intergovernmental Panel on Climate Change (IPCC) could be supported
in the preparation of their regular Assessment Report (IPCC, 2018).

e Awareness and access — As private and public institutions as well as the global
population are important levers in the transition to a sustainable future, it will be
essential to build global awareness around environmental issues and increasing
consumers’ willingness and ability to contribute to climate-friendly action (Nielsen,
2015). Blockchain can act as the transaction-enabling infrastructure of new market
models, in which users are incentivised to invest sustainably. Using token- or
cryptocurrency-based models and gamification approaches, efficient markets for
carbon offsetting activities can be built and scaled. This approach requires customer-
centric market models and applications, which are easy to understand and use.
Education and providing access to blockchain-based applications will be key for
successful implementation.

Many critics argue that the current plans, as set by countries in order to achieve the targets
of the Paris Climate Agreement (through nationally determined commitments (NDCs) and
private company targets) are not sufficient to meet the ambitious investment goals set by
governments. Hence, to support current and future efforts, a strengthened collaboration and
technology framework will be essential. The subsequent chapter presents the key
requirements to support action aimed at tackling the challenges stated above. Based on
these technical requirements, blockchain technology’s key value-add is outlined. Section
2.2 summarises today’s representative use cases and application areas of blockchain, based
on the challenges in the low-carbon transition.

2.1. The need for more efficient digital infrastructure enablers

To address the previously mentioned requirements to ensure that infrastructure is aligned
with country and regional investment strategies, organisational and technology-based
approaches have to be transformed. As observed in other areas in the public and private
sectors, managing climate-related action will require the adoption of innovative digital
enablers. Interoperable and well-entrenched “end-to-end” digital data services will be
required to increase efficiency. Relevant data, particularly on ESG criteria, needs to be
accessible through standardised interfaces, as opposed to being collected in a redundant
and uncoordinated fashion through a multitude of databases. While a variety of databases
and reporting platforms already exist, they are mostly fragmented. A decentralised network
of systems could represent an option to reduce friction in data and transaction flows, while
improving on data standards for infrastructure performance reporting (Mattila and
Seppala, 2015).

Traditionally, a trusted centralised entity would be mandated to set up such a global “single
source of truth”. While centralised entities have many advantages, complex multi-party
relationships that require a high degree of transparency and immutable data trails are
arguably better served by decentralised blockchain ledgers. The advantages provided by
blockchain technology are summarised in Table 2.
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Table 2. Blockchain’s benefits in addressing requirements of digital enablers and systems

Transparency

The fragmented landscape of process standards and systems leads to many isolated entities
holding valuable information for making choices on infrastructure investment, financial
forecasting, mitigation and adaptive action. Decentralised ledgers and transaction networks can
be a catalyst for standardisation and transparent monitoring, reporting and steering of data
collection. For instance, infrastructure financing commitments made by governments,
infrastructure contracts and pipelines, and complex public aid schemes can all be registered
and analysed on shared ledgers. Reliable analytics services based on the trusted and
accessible data trails add a unique opportunity to supporting the alignment of decision-making
and investment flows. Accordingly, efficiency gains in supporting functions and administrative
processes can be realised on treaty-level, as well as for local government- and company-levels.

By deploying “track & trace” functionalities, blockchain can uniquely identify and keep track of
movements of physical or virtual goods. The tracing of tangible objects is often achieved by
using hardware (e.g. near-field communication “NFC” chips), and intangible objects could be
represented by certificates. Challenges arise in the tagging of substances (e.g. in the chemical
industry), where tracking is often achieved by tagging the tangible containers.

Data auditability and Due to the current isolation and fragmented governance, the integrity of data cannot be

privacy

comprehensively assured. In addition, ensuring data privacy poses a key challenge. Given that
redundant and mismatched data is collected within many organisations, the inter-company
exchange of data is uncontrolled and opaque to their owners. Based on the single book of
accounts, blockchain provides the means to maintain, monitor and analyse data without
undermining data privacy and sovereignty. Depending on the blockchain protocol's design,
transactions can be made visible only to the related parties, and in addition, parties can interact
pseudonymously on the network. Pseudonymity assures an integral data trail and book of
records, without revealing a transacting party’s identity to the wider network or public.

Process efficiency The effectiveness of today's network of systems that is used to plan and finance sustainable
and automation infrastructure is limited, given numerous non-standardised interfaces and security issues.

Cross-border transactions, for example, suffer from a high degree of manual intervention and
non-transparent data trails. Building on a blockchain layer, smart contracts can further improve
transaction efficiency by automating standardised business processes and payments.
Processes like digital entity or asset registrations could be handled much faster for all involved
stakeholders, and additionally provide full transparency and traceability of all registrations.

Leveraging blockchain as the digital infrastructure enabler, a foundational blockchain layer
could be established, on top of which other blockchains, leveraging also other applications
like 10T or Al could be deployed for various purposes. A detailed description and
discussion is provided in section 3.4.

As outlined in Table 2, visibility of the infrastructure pipeline is of essence. However,
assigning a unique identification tag, according to a standardised convention, is not enough.
Immutable IDs of assets and projects have to be seamlessly integrated with related IT
systems and monitoring services. By adopting a decentralised registry based on blockchain,
a new renewable power plant (as an example) with its key specifications can be registered
globally. Rather than locating this process with various national and sub-national entities,
an effective cross-border system could be provided by participating governments.
Government institutions, DFIs, NGOs, companies, users, and any other entities could be
linked to such a platform. In addition, entities that submit information to such platforms
(e.g. utility providers, transport authorities, livestock farms), remain the sole owners and
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are responsible for the data points in the shared ledger. The transparent, but pseudonymous,
tracking of data flows and access management allows the data owners to manage their
transactions and interfaces efficiently, without compromising data privacy protection.

Another example is the monitoring of compliance. Blockchains enable the tracking of
compliance with technology standards. For instance, infrastructure owners or operators
may be legally required to report status information and changes to their infrastructure. Air
quality stations in urban locations could be standardised in terms of data quality,
identification and software. By implementing an automated monitoring service (such as
through sensors that automatically record and transmit quality checks), data from non-
compliant air quality stations, and their operator can be flagged and reported to responsible
authorities. As data is recorded on the blockchain, automated and even smart reporting and
monitoring services can be enabled, bringing together a patchwork of data sources such as
satellite imagery, remote loT sensors, engineering reports, and regulatory reports.
Authorised organisations may track the compliance of new infrastructure projects and their
financing by setting a compliance and anti-corruption reporting standard that is
incorporated on the blockchain network.

Looking beyond the technology’s potential to tackle the aforementioned issues, it is
important to note the implied depth of a blockchain’s integration with the current systems,
processes and infrastructures. Compared with other technologies like cloud storage and
computing, blockchain technology provides a significantly deeper interaction with
processes. Successful blockchain applications require an ecosystem of collaborating
parties, who exchange and validate information. With regard to infrastructure, the
orchestration of partners and suppliers could take a new dimension by 10T devices, e.g.
when using sensors that provide real-time access for stakeholders or act as oracles, which
provide information to smart contracts. In this regard, data and process standardisation is a
crucial prerequisite for successful blockchain implementations, as described in section 1.3.
This applies to applications (e.g. streamlining data collection and availability with user
journeys) as well as the organisational set-up (e.g. agreement between application owners
and node operators) (Glaser, 2017).

Adopting blockchain networks at the treaty-level, e.g. United Nations Framework
Convention on Climate Change (UNFCCC), and government-level, will require
standardised protocols and interfaces to leverage process efficiencies and transparent
reporting. Through this, financial flows could be made visible and can thus be better
aligned, as stipulated in Article 2.1.c, and Article 6 of the Paris Agreement (UNFCCC,
2015). For example, under Article 6 of the Agreement, parties are authorised to negotiate
the transfer of some portion of a signatory nation’s NDCs to another signatory nation
(deemed to be Internationally Transferred Mitigation Outcomes, ITMOs) (CLI, 2018a). In
this respect, blockchain can encourage agreement on methodologies to track investment
flows, and to ensure robust carbon accounting standards.

Given the highly complex relationships and high numbers of actors in the realm of
financing and monitoring low-carbon infrastructure, close collaboration and mutual
understanding of the technology will be of essence. Today, this advanced degree of
corporate collaboration is already in full swing. Within several industries alliances and
consortia have been formed, consisting of leading private corporations, public and private
research institutions, and technology start-ups. Building viable approaches to adopting
blockchain technology and accelerating its maturity, these projects have already yielded
new business and market models.
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2.2. Blockchain as an enabler of mitigation and adaptation-related activities

The role of blockchain in the context of sustainable infrastructure is considered to be far
beyond enabling efficient data collection, monitoring, reporting and steering services. The
technology can potentially also address the key challenges and opportunities in supporting
mitigation and adaptation-related activities, especially in the energy, transport and
agriculture industries. Mitigation refers to the reduction of future GHG emissions, which
can for example be achieved by assuring that newly planned and built infrastructure is
compliant with climate objectives. Adaptation relates to action that helps to cope with
inevitable effects of climate change, for example insurances for climate-related damages.

Today, a number of blockchain-based services relevant to both mitigation and adaptation
have advanced to prototyping and piloting phases. Start-ups and corporate projects are
continuing to advance the technology and validate market models. Consortia partnerships
and development activities show great potential to scale blockchain networks among
immediate stakeholders and beneficiaries.

In the following, a non-exhaustive selection of relevant use cases is presented, which are
pursued in the realms of energy, mobility and agriculture. In Figure 4, the cases are
clustered in categories of action that all account to addressing the three main challenges
described in section 2. , leveraging the advantages of blockchain technology as outlined
in2.1.

Figure 4. Relevant use cases in regards to mitigation and adaptation
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2.2.1. Mobilising new sources of financing

Leveraging new sources of financing for infrastructure will be one of the key determinants
of reaching investment goals. One of blockchain technology’s most promising applications
is the idea of a decentralised financing platform for infrastructure. Chapter 3.1 of this report
presents an original case study on this subject. Similar to the investment platform,
pollution-offsetting programmes can be supported by a decentralised ledger. Providing
unique identification, allocation and tracking services, offsetting commitments can be
integrated in corporate sustainability programmes.

Decentralised infrastructure financing - Similar to today’s crowd-investment platforms, assets such as renewable
power plants, bike paths, efficient agricultural facilities (e.g. aquaponics and hydroponics), and many more, can be
financed by direct participation of small to mid-size businesses, institutional investors, public sponsors and private
individuals. Given blockchain technology’s benefit of process efficiency, transparency and fast settlement, even
microfinancing can become feasible to outweigh the operational transaction costs and allow for a wider spectrum of
investors to participate.

Carbon-offsetting platform - Companies and public institutions choosing to offset their footprint may easily commit a
desired amount to a decentralised platform of infrastructure projects. By reducing the transaction costs and strengthening
the auditability of their commitment, organisations will have the chance to commit more resources than before. A globally
implemented blockchain-based solution, which operates as a not-for-profit, may minimise transaction costs and eliminate
the risk of monopoalistic behaviour observed in traditional digital marketplaces. In addition, commitments can also be
efficiently disclosed to ongoing regulatory measures such as quotas and certificate trading schemes.

2.2.2. Emissions identification and certification

Driving climate change-aware behaviour intrinsically or extrinsically through financial
incentives requires a comprehensive, reliable and secure digital backbone that provides the
necessary information for such decision making. Whereby today some approaches exist,
their restricted interoperability leads to a fragmented landscape of systems, thus hindering
widespread adoption among customers and businesses. Blockchain technology can
enhance the effectiveness of such solutions, by providing the overarching standard to
unique identification and recording transactions of e.g. carbon certificates, their trading,
and even the origin of GHG emissions. This transparent and immutable record makes it
easier to monitor and incentivise, or impose penalties on, certain industrial practices.
Building on existing carbon market models, more efficient and highly integrated trading
platforms could be established. A detailed consideration of how these benefits can be
leveraged is presented in section 3.2.

GHG emissions certificate trading - By using blockchain technology, a highly automated and self-governing
decentralised ledger that incepts, holds, tracks, and destroys unique certificates for real-world emissions could be globally
implemented. Depicting a new foundational infrastructure layer for the currently implemented carbon certificate systems
(e.g. EU ETS), a far more flexible and deeply entrenched certification and trading service can be established across all
markets. Quota rules and certificate circulation can be controlled by the rules defined in smart contracts, which enforce
certificate-related transactions in an automated fashion. On the other hand, climate-mitigating investments (e.g. forests
and wetlands) could be sources of carbon credits, which could be monetised by creating, tracking and trading newly
generated credits using blockchain technology.

Virtual carbon content accounting - While emissions trading systems (ETS) account for a company’s emissions and
monitor the adequate compensation through trading of emissions certificates within a specific geographical market, th