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Decentralized nance (DeFi) is an emerging and
rapidly evolving area in the blockchain environment.
Although examples of DeFi have existed for several
years, there was a sudden upsurge of activity

in 2020. In one year, the value of digital assets*
locked in DeFi smart contracts grew by a factor of
18, from $670 million to $13 billion; the number of
associated user wallets grew by a factor of 11, from
100,000 to 1.2 million; and the number of DeFi-
related applications grew from 8 to more than 200.2
This growth in turn has stimulated interest from
both the private and public sectors.

DeFi aims to reconstruct and reimagine nancial
services on the foundations of distributed ledger
technology, digital assets and smart contracts.
As such, DeFi is a noteworthy sector of nancial
technology ( ntech) activity.

However, serious questions remain:

What, if any, are the distinctive aspects of DeFi?
What distinguishes a DeFi service from a similar
service based on traditional nance?

What are the opportunities and potential bene ts
of DeFi? To whom will these bene ts accrue
and who might be excluded or left behind?

What are the risks individual, organizational
and systemic  of using DeFi? How do these
risks apply to clients, markets, counterparties
and beyond?
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the Executive Committee,
World Economic Forum

Kevin Werbach

Professor of Legal Studies &
Business Ethics, and Director,
Blockchain and Digital Asset
Project, Wharton School,
University of Pennsylvania

Can DeFi become a signi cant alternative to
traditional nancial services? If so, will there be
points of integration? If not, what if anything will
DeFi represent in the market?

What novel legal and policy questions does
DeFi raise? How should policy-makers
approach DeFi? What options exist for
addressing these questions?

Notably, the DeFi space is relatively nascent and
rapidly evolving, so the full scope of risks and
potential for innovation remain to be seen and
there are unique challenges in regulating and
creating policies for such a new and changing area.
This report does not recommend any one single
approach; instead, it is designed as a set of tools
that can be applied in light of the legal contexts and
policy positions of each jurisdiction, which may vary.
In the appendices we offer a series of worksheets
and other tools to assist with the evaluation of DeFi
activities. A companion piece, DeFi Beyond the
Hype, provides additional detail about the major
DeFi service categories.

Our hope is that this resource will enable regulators
and policy-makers to develop thoughtful approaches
to DeFi, while helping industry participants
understand and appreciate public-sector concerns.
It is the result of an international collaboration among
academics, legal practitioners, DeFi entrepreneurs,
technologists and regulatory experts. It provides a
solid foundation for understanding the major factors
that should drive policy-making decisions.

Decentralized Finance (DeFi) Policy-Maker Toolkit 3



Executive summary

Decentralized nance ( DeFi ) is a broad term

for nancial services that build on top of the
decentralized foundations of blockchain technology.
The space has evolved since the 2015 launch of the
Ethereum network, which laid the groundwork by
implementing blockchain-based smart contracts.®
There has been increased interest recently,
paralleling the 2013 spike in bitcoin price and the
2017 boom in initial coin offerings.* As new DeFi
services aspire to reinvent elements of nancial
services, and billions of dollars of digital assets are
pledged to DeFi capital pools, policy-makers and
regulators face signi cant challenges in balancing
its risks and opportunities.

DeFi proponents say it can address challenges
within the traditional nancial system.>®
Open-source technology, economic rewards,
programmable smart contracts and decentralized
governance might offer greater ef ciencies,
opportunities for inclusion, rapid innovation and
entirely new nancial service arrangements.” On
the other hand, DeFi raises considerations related
to consumer protection, loss of funds, governance
complexities, technical risk and systemic risk.
Signi cant incidents involving technical failures and
attacks on DeFi services have already occurred.®
Moreover, questions remain about the actual
extent of decentralization of some protocols

and associated risks, e.g. for manipulation and
whether DeFi is more than a risky new vehicle for
speculation that may open the door to fraud and
illicit activity.®

The purpose of this document is to highlight DeFis

distinguishing characteristics and opportunities

while also calling attention to new and existing risks
including the scope, signi cance and challenges

of the fast-growing DeFi ecosystem. Understanding

DeFi business models and the full set of relationships

underlying DeFi is crucial for an accurate risk

assessment and nuanced policy-making.

This toolkit:

Provides an overview of the DeFi space
generally, and the major classes of DeFi
protocols, with tools to help understand the
implications of new services

Explores the potential bene ts of the DeFi
approach, along with the challenges that DeFi
businesses will face

Offers a detailed breakdown of the risks that
DeFi may pose. Many of these are familiar
concerns (although sometimes manifested
differently), while others are unique to the
decentralized, programmable and composable
structure of DeFi

Maps out potential legal and regulatory
responses to DeFi

Our goal is not to recommend any speci ¢ actions
universally, but to identify potential approaches
and important considerations for the DeFi context.
Financial regulatory regimes vary from jurisdiction
to jurisdiction, as do policy-makers judgements
about the relative risks and rewards. DeFi will raise
further questions about whether regulators have
the proper tools to address evolving market activity,
and how they can assert jurisdiction over a set of
technologies and stakeholders that is intrinsically
borderless and global.

Appendix 1 offers a background assessment for
policy-makers and regulators looking to understand
whether DeFi may be relevant to their entity.
Appendix 2 provides a stakeholder mapping

tool for DeFi services. Appendix 3 outlines the
decentralization spectrum, while Appendix 4
provides a DeFi policy-maker canvas.
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What is DeF1?
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This section provides a risk-mapping framework
as a basis for policy considerations. It contains two
stages: (1) identi cation of relevant risks; and (2)
assessment of how DeFi market participants and
others are addressing such risks.

We categorize DeFirisks into ve categories
(explored in more detail below):

Category Associated risks

Financial

Depletion of funds due to the transactional
behaviour of fellow users concerning the digital
assets in the DeFi service

Market risk

Counterparty risk

Liquidity risk

Technical

Failures of the software systems supporting
transaction execution, pricing and integrity

Transaction risk

Smart contract risk

Miner risk

Oracle risk

Operational

Failures of the human systems for key
management, protocol development or
governance

Routine maintenance and upgrades

Forks

Key management

Governance mechanisms

Redress of disputes

Legal compliance

Use of DeFi to engage in illicit activity or to evade
regulatory obligations

Financial crime

Fraud and market manipulation

Regulatory arbitrage

Emergent

Macro-scale crashes or undermining of the
nancial system due to the interaction, scaling and

integration of DeFi components

Dynamic interactions

Flash crashes or price cascades

These categories are not mutually exclusive; some
failures may result from multiple risks. There are

also concerns inherent in the use of blockchains for
settlement. For example, proof-of-work blockchains
such as Bitcoin and Ethereum version 1.0 require
computationally intensive mining, which raises
concerns about energy usage that contributes to
climate change. Because these issues are not unique
to DeFi, they are beyond the scope of this report.?®

Funds may be lost either unintentionally or due

to deliberate attacks. Smart contracts do not
distinguish intent and even undesired transactions
may be effectively impossible to reverse. This
problem was already evident in the 2016 draining
of funds from the DAO,? the rst DeFi service to
accrue signi cant capital.?® Finally, in some cases,
the line between a legitimate trading strategy that
takes advantage of an arbitrage opportunity and an
improper exploit might be unclear.
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Protocol or
service name:

Service category

(See Part IC)

Category

Builders

Stakeholders

Interface
providers

Responsibility/impact

Provide access to DeFi protocols,
either directly or through
aggregation

Economic incentives Obligations

Receive transaction fees

RENEIS

Auxiliary service

Support external data feeds, or
offer development tools for DeFi

Receive transaction fees

providers .

services
Connected Other composable protocols Drive utility for their
protocols integrated with the target service protocol, generate fees

Wallet providers

Protect user funds

Fees based on assets

Receive in ationary

Builders and Development Drive development of a protocol '
rewards and transaction
governance teams and ecosystem fees
Multisig Shape governance to ensure long- Earn proportion of fees
signatories term sustainability generated by the protocol
Governance Propose and vote on governance Earn proportion of fees
Governance "
token holders decisions generated by the protocol
. . . Receive in ation
Miners or Verify transactions on the ecelven ationary .
) . rewards and transaction
stakers underlying blockchain
fees
Liquidity Contribute collateral or other assets Receive in ationary .
. " o rewards and transaction
providers to facilitate DeFi activity fees
Suppliers
- Liquidate under-collateralized Obtain collateral at
Liquidators " :
positions discount
. . Low-cost, peer-to-peer,
Use protocol functionality for St P peet,
Protocol users . trust-minimized nancial
intended use case .
services
Users

Protocol token
holders

Use protocol functionality or
purchase tokens on secondary
markets

Pro t from appreciation
of token value, or receive
in ationary rewards and
transaction fees




Key questions

Appendix 3.
Decentralization spectrum

Potential spectrum

Several aspects of DeFi protocols or services may be more or less decentralized. Furthermore, decentralization
can occur at the asset level, at the smart contract level and at the protocol level, to varying degrees.* The
following tool maps out the relevant questions to evaluate the spectrum of decentralization in each major area.

Who decides which aspects of the system
can be altered by governance token holders?

What is the threshold to propose
governance change?

Completely
centralized

Only operators
can change any
aspects of the

Partially
decentralized

Only some aspects
can be altered by

Completely
decentralized

All aspects can
be altered, any

Governance | What percentage of token holders needs to svatem governance token token holder can
vote on proposal for vote to be valid? Y holders; threshold for propose change
proposing governance
Who can vote (all users, all token holders, change is low
only governance token holders)?
Are all governance tokens freely traded?
Who is in charge of safely guarding the assets? Fully custodial Partially non- Completely non-
. custodial custodial
Does the user retain control over funds at Service retains full
i ?
all imes? control of assets Admin key, time-lock Customer has full
Custody Who controls the multisignature wallet of and/or multisig for control of assets
the protocol? updating parameters
Are admin keys controlled by a DAO?
Are admin keys held in cold storage?
Completely Partially Completely
Protocol code be changed by a party unilaterally?
modi cation . _ Operators alone Operators can change User alone
Which parties can make changes to the can modify all some parameters; can modify all
protocol? parameters users can change parameters
other parameters
Does the development team offer a public )
bug bounty programme? Fully veri able
security
Has there been at least one audit of the No veri able Some veri able
Veri able code deployed on-chain? security security Formal public
security Has the audit report been made public? _ veri cation, with
Not transparent Either transparent or audits from top
Have all of the serious issues listed in the and unaudited audited security rms and
report been xed? a bug bounty
Have any vulnerabilities been exploited? programme
Is there insurance coverage? For which No coverage Some coverage Full coverage
risks? Up to what amount?
Insurance . ) Assets are Limited or non- Assets fully
coverage Is the insurer able to withstand a black Unirsires standardized insured

swan event in DeFi (e.g., substantial
coverage claims from different DeFi users
simultaneously)?

coverage






























