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Taking a trust-based
approach to the
cryptocurrency ecosystem
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1 (E Taking o,frust-based approach toyhe cryptocurrency ecosystem

How we cateqgorize the key players in
cryptocurrency

What is crypteayrirency used for?

e #fsEs# vy te&arouthe $htitie9dranstctir®) With ‘@ypteclrrency is to think about the
W@s criyptd @ity is used.
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On the'l€ft atd setvices such a% hokted wallétd anldl merchant services, which are used less
oftef for illicittactivity dnd &fe therefore lower risk.

On the fight dde ehtitigs such ds térrorist financindtschemes, which are illegal under any
cfrcbmsétances'ahd thleréfdrd thted as severely risky.

THose in thé middlke &reh't"universally considerédlillegal, but are often linked to or used to
aid h criminél dctivity. For exdmple#while gdgmbling is perfectly legal in many
jurisdidtions, 1t Ha’ alBo historically be#n useéd as a means of money laundering.

THese risk 164818 bnly t&préseht the services therhselves, and are not enough on their own
to!bMdsess!the risK level ofta spékiffic entityl The#nly way to do that is to analyze that
entitly"scryptaedtrency transtictibns'antl counterparties in greater detail.

If#ydu're new'#o the drypitbcurrbncy ecdsystem, this quide will provide you with an
untlerstanding'of ho! di#feretit groupstuske cryptocurrency and what you should be on the
lookoUt for'td limit'tisk of expofure to illicit activity.



The complete guide to
cryptocurrency service and
organization categories
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. Merchant services
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The merchant services category is generally a low-risk category. Users are typically
traditional businesses and their customers. However, it's worth noting that scammers
sometimes integrate merchant services with malicious websites to accept cryptocurrency
payments from their victims.
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DB BIr$16 80-h o s&ell" w8 ts&Po & el S t31+E & st&ngd Bd$i& 8 kc8&anb8p$iyc&e keys enable
BypiRY Bel¢B/Bhtabliog " \¥a&a/B rSdP &de-3r&l 3R Luse&RIP&Bidu&d Pblvate keys.
IP&SIMpPEHBring, yB8&r. P& W&/ & atdi&itdll, DUIR&-f Bk & B/ IABHERre8&ts where
BypiRBYIBeRdP&o&De rdei8dP & B8 8 H&f+B&. It r&Bte B Vil &he mechanism
te8B8ov& y&s $&in/HEOL p&bIFH deiitE h&Y$&U& DR EIst8uvhBs& kSR dHy&u&private key
1e B eb&THAISWEE 0.8 te&l B8 & B/ 083 & Eey 3B if soelofi, $eP &inB&oB 1B Nds
domBr& el b &S & IH P &L EeB11& kBB Y& plivai® Bey,-Hie\& IB&I$Hn &MY &an unlock all
th&f$t&/bisoldic®ed &ith it.

Unhdgted(WaiBe & B8P nlas M@/ Cut&eBEIV AN & [SeH1h&Ate&i&dI88s) allow a user
te&lerd Biei3RuL & E Briva&e k&Ys/NO&#hg o Bleib&wn deviR&+i\&nty &&+3F&l control
0\8& +h 8& £ riks/ s & A1&H MESY0

B& il ek FBY & eI8ETe$ho i HERG.- IR h& It 48 hBARIB &3 hr$letBorasble for
S B8l &lle St &itg-of 383 Brigatitike Bl a8 dind1 &<B8ikh &eor B8y/3thd8&pelities who
W BHI3 B/ & a8 th eS8l 1RG£ 8oR o 8hb B A& 15 Us.

Hogt#d 8’ $al$&/MEad+ ds& ISteH & WhiHels) LidhifdbeR - i&do$ &Hi&nce of having to
e B & yB&F H&NT&)& 31D &rBgoyr RIBBI el &ril&iBUER in& $\BMeBinfBi& ructure
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4 TRE& &t 8/d it i<Hit&, [B P&AY &nbIPi&onteriosi B #8iMinB&it 3l B31&+&€BIR #r&nsact,
Hbe&/t& +h & Bi k8oL 41 &N BIF IH&B 1V BRI b&s & Blit t R3] B&e1H L5Y6.

Bel&IB & s&neto&tiB&natBRo bt &/$ &PbPaht ofi-rdS&) &G&et$.&ebr&in mind that
jor8d Srvides S&erHBoth §1i5801s.

Pdpulal hosted ihd ngh-hosted wallets
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